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REsuME

Les larges collections de séries temporelles deviennent une réalité dans un grand nombre
de domaines scientifiques et sociaux, comme la finance, les sciences de l’environnement,
Pastrophysique, les neurosciences, l'ingénierie ou les métiers du numérique. Il y a donc un
intérét et un besoin de plus en plus importants de développer des techniques efficaces pour
analyser et traiter ce type de données. De maniére informelle, une série temporelle est une
séquence ordonnée de points ou de valeurs. Une fois les séries collectées et disponibles, les util-
isateurs ont souvent besoin de les étudier pour en extraire de la valeur et de la connaissance.
Ces analyses peuvent étre simples, comme sélectionner des fenétres temporelles, mais aussi
complexes, comme rechercher des similarités entre des séries ou détecter des anomalies, sou-
vent synonymes d’évolutions soudaines et inhabituelles possiblement non souhaitées, voire de
dysfonctionnements du systéeme étudié. Ce dernier type d’analyse représente un enjeu crucial
pour des applications dans un large éventail de domaines partageant tous le méme objectif :
détecter les anomalies le plus rapidement possible pour éviter la survenue de tout événement
critique, comme par exemple de prévenir les dégradations et donc d’allonger la durée de vie des
systemes. Par conséquent, dans ce travail de thése, nous traitons les trois objectifs suivants : (i)
Pexploration non-supervisée de séries temporelles pour la détection rétrospective d’anomalies
a partir d’une collection de séries temporelles. (ii) la détection non-supervisée d’anomalies en
temps réel dans les séries temporelles. (iii) Uexplication de la classification d’anomalies connues
dans les séries temporelles, afin d’identifier de possibles précurseurs. Dans ce manuscrit, nous
introduisons d’abord le contexte industriel qui a motivé la thése, des définitions fondamentales,
une taxonomie des séries temporelles et un état de 'art des méthodes de détection d’ anomalies.
Nous présentons ensuite nos contributions scientifiques en suivant les trois axes mentionnés
précédemment. Ainsi, nous décrivons premiérement deux solutions originales, NormA (basée
sur une méthode de clustering de sous-séquences de la séries temporelles a analyser) et Se-
ries2Graph (qui s’appuie sur une transformation de la séries temporelle en un réseau orienté),
pour la tache de détection non supervisée de sous-séquences anormales dans les séries tem-
porelles statiques (i.e., n’évoluant pas dans le temps). Nous présentons dans un deuxiéme temps
la méthode SAND (inspiré du fonctionnement de NormA) développée pour répondre a la tache
de détection non-supervisée de sous-séquences anormales dans les séries temporelles évoluant
de maniére continue dans le temps. Dans une troisiéme phase, nous abordons le probleme lié
a lidentification supervisée des précurseurs. Nous subdivisons cette tache en deux problémes
génériques : la classification supervisée de séries temporelles d’une part, Uexplication des ré-
sultats de cette classification par Uidentification de sous-séquences discriminantes d’autre part.
Enfin, nous illustrons Uapplicabilité et I’intérét de nos développements au travers d’une appli-
cation portant sur lidentification de précurseurs de vibrations indésirables survenant sur des
pompes d’alimentation en eau dans les centrales nucléaires frangaises d’EDF.
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ABSTRACT

Extensive collections of data series are becoming a reality in a large number of scientific and so-
cial domains. There is, therefore, a growing interest and need to elaborate efficient techniques
to analyze and process these data, such as in finance, environmental sciences, astrophysics,
neurosciences, engineering. Informally, a data series is an ordered sequence of points or values.
Once these series are collected and available, users often need to query them. These queries
can be simple, such as the selection of time interval, but also complex, such as the similarities
search or the detection of anomalies, often synonymous with malfunctioning of the system
under study, or sudden and unusual evolution likely undesired. This last type of analysis rep-
resents a crucial problem for applications in a wide range of domains, all sharing the same
objective: to detect anomalies as soon as possible to avoid critical events. Therefore, in this
thesis, we address the following three objectives: (i) retrospective unsupervised subsequence
anomaly detection in data series. (ii) unsupervised detection of anomalies in data streams.
(iii) classification explanation of known anomalies in data series in order to identify possi-
ble precursors. This manuscript first presents the industrial context that motivated this thesis,
fundamental definitions, a taxonomy of data series, and state-of-the-art anomaly detection
methods. We then present our contributions along the three axes mentioned above. First, we
describe two original solutions, NormA (that aims to build a weighted set of subsequences that
represent the different behaviors of the data series) and Series2Graph (that transform the data
series in a directed graph), for the task of unsupervised detection of anomalous subsequences in
static data series. Secondly, we present the SAND (inspired from NormA) method for unsuper-
vised detection of anomalous subsequences in data streams. Thirdly, we address the problem of
the supervised identification of precursors. We subdivide this task into two generic problems:
the supervised classification of time series and the explanation of this classification’s results by
identifying discriminative subsequences. Finally, we illustrate the applicability and interest of
our developments through an application concerning the identification of undesirable vibra-
tion precursors occurring in water supply pumps in the French nuclear power plants of EDF.
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CHAPTER 1

1.1 Introduction

Massive collections of data series are becoming a reality in virtually every scientific and
social domain, and there is an increasingly pressing need by relevant applications for devel-
oping techniques that can efficiently analyze them [4, 91]. Examples of fields that involve
data series are finance, environmental sciences, astrophysics, neuroscience, engineering,
multimedia, etc. [90, 132, 91, 4]. Informally, a data series, or data sequence, is an ordered
sequence of data points. If the ordering dimension is time, then we talk about time series.
Though, series can be ordered over other measures (e.g., angle in astronomical radial pro-
files, frequency in infrared spectroscopy, mass in mass spectroscopy, position in genome
sequences, etc). When these sequence collections are generated, users may need to query
and analyze them as soon as they become available. These queries can be simple, such as
range selection or mean computation, but can also be complex, such as similarity search,
clustering, and anomaly detection.

Data series anomaly detection is a crucial problem with application in a wide range of
domains [90] that all share the same well studied goal [8, 107, 124]: detecting anomalies the
fastest as possible to avoid any critical event to come. The knowledge acquired by experts
can be used to build an algorithm that aims to detect efficiently any kind of behavior that
derives from a potential well-defined normality. However, such approaches can be com-
plicated to concretize and might have difficulty adapting to unknown or unclear changes
over time. On the other side, if the data available are representative enough to illustrate
the system’s health state correctly, a data-driven method could provide more flexibility.
For instance, in the case of fraud detection, a knowledge-based model looks for known
frauds, while a data-driven model might be helpful to find new patterns, which is crucial
since frauds can change frequently and dynamically. Furthermore, in the general case of
anomaly or outlier detection, the same statement can be made. Moreover, in the specific
case when anomalies are known and stored in a dedicated database, data-driven methods
can be used to detect precursors of these known anomalies. Such precursors (or symptoms)
might indicate the user of potential future danger and failures and prevent critical damages.

1.2 Motivation: Industrial Context

As mentioned above, the theoretical task of finding anomalies meets real industrial needs.
The desire to analyze a large quantity of data efficiently and being able to express complex
queries (i.e., anomalies discovery) can be crucial for industrial actors. EDF (one of the major
international electric utility) is one of these actors. One crucial goal for EDF is to improve
the safety and availability of its electrical power plants by detecting anomalies that could
occur. As massive gains are expected from reducing maintenance volumes, there is thus a
serious need to have accurate and efficient algorithms to detect anomalies and understand
their origins. Moreover, EDF has been collecting sensor data in every nuclear power plant
for decades (at least more than 20 years). Knowing that one sensor can return one value
per two seconds, an entire history of values (i.e., a data series) can reach 315,000,000 points.
With a total of 58 nuclear power plants, with more than 2000 sensors per unit, it represents
a data series database of more than 33 trillion points. Considering that one value requires
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16 bits of storage, a rough estimation indicates that such a dataset corresponds to 500 Ter-
aBytes of data. Thus, to benefit from the collected data of the past, one needs to have at
disposal an efficient method to visualize and analyze subsequences, and more significantly,
detect abnormal subsequences. In the following chapter, we describe and enumerate exist-
ing methods to solve subsequence anomaly detection by taking care of the applicability of
such approaches to EDF database context. Moreover, despite the extensive work done by
experts, anomaly annotations in data series are either non-existing or difficult to handle by
hand or automatically by a computer code. Thus, one needs to present both supervised,
semi-supervised and unsupervised methods.

Finally, whereas we discussed the electricity production side in the previous paragraph,
EDF also collects a significant amount of data series on the consumer side. For instance,
such data series can be either the electricity consumption in a private house or the global
electricity consumption of an entire country. For the first case, detecting abnormal electri-
cal consumption can help the consumer or EDF prevent an electric appliance from failing
before causing any damage or unwanted electrical cost. In the second case, detecting ab-
normal days in a country’s global consumption can help the experts adapt their production
plan and optimize the electricity cost.

1.2.1 General Objectives

Overall, as described in the previous section, the anomaly detection task in data series is
a large and challenging problem, finding application in almost all the activities of a multi-
national electric utility. On EDF side, the anomaly detection task can be divided into three
main objectives:

1. Retrospective subsequence anomaly detection: As historical data series are
stored in large databases, the first objective is to be able to identify in the databases
possible anomalies that occurred in the past. Such analysis can help the expert to
explore the historical data series and identify unusual behaviors. The latter can be
helpful to either guide the expert analysis of a specific event that happened in the past
or filter out possible anomalies from the data series to create anomaly-free datasets
for supervised machine learning models. Here is an example: An unusual tempera-
ture increase is noticed inside an important component in a hydropower plant. This
temperature is increasing slowly without any clear understanding. The experts then
decide to analyze the historical values of sensors in the plant, looking for clues. As
these events did not happen many times, one cannot create a database of similar
events and train a supervised model to classify such events. Therefore, unsupervised
methods are used to detect unusual events that might correlate with the slow tem-
perature increase.

2. Real-time analysis: The second objective is to analyze data stream (such as sensors
returning values in real-time) and raise alarms in real-time when an unusual behav-
ior occurs. Such alarms can help the experts to prevent possible failures, damages,
or extra costs that the unusual behavior could cause. Real-time analysis is strongly
linked to retrospective analysis. Indeed, a real-time model can be learned efficiently
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on anomaly-free datasets (built through a retrospective analysis) or to check for un-
usual behaviors that already happened in the past. Here is an example: Experts set
levels of issues that might imply shutting down the power plant. For instance, Un-
wanted temperature changes (reaching a safety limit) need to be detected in real-time
to alert the experts. Detecting such unusual evolutions (i.e., unusual subsequences)
can help the expert make the right decision.

3. Anomaly explanation and understanding: The third objective is to assist experts’
diagnosis by explaining the occurrence of an event. For instance, such explanation
can be some specific subsequences in the data series generated by a sensor that could
explain or help to predict a known anomaly. Such methods require human assistance
(by providing the known events or anomalies) but can create a real-time model that
uses identified subsequence to predict future known events or anomalies. Here is
an example: Thanks to a boolean sensor positioned on a specific water pump in the
power plant, experts noticed that this pump is sometimes vibrating and moving of
few microns. As there is no clear understanding and explanation of the origin of
these vibrations, one can use models that both learn to recognize and explain the vi-
brations. For example, a supervised model can be trained on an extensive collection
of sensors surrounding the pump. The latter is trained to classify the events contain-
ing a vibration (labeled by the experts) from regular events (without any vibration).
Once the model is trained, one can retrieve the discriminant features (i.e., the sections
in the sensors that might explain why the vibration occurs) and use them to improve
the expert understanding of the vibrations and prevent them in the future.

1.3 Contributions

Therefore, this thesis tackles the three objectives mentioned above. We first present the
related state-of-the-art approaches for each of these goals. We then present our contri-
butions in each of the three following topics: (i) We first tackle the case of unsupervised
subsequence anomaly detection in data series. This topic is strongly related to the retro-
spective analysis objectives illustrated in the previous section. (ii) We then consider the case
of streaming subsequence anomaly detection. The latter is closely related to the real-time
analysis objectives described in the previous section. (iii) We finally deal with the super-
vised identification of anomaly precursors by solving the classification explanation task.
This case is closely related to the Explanation and understanding objectives introduced in
the previous section. We now describe in detail each contribution in each topic considered
in this thesis.

1.3.1 Unsupervised subsequence anomaly detection

We first start by introducing the contribution related to the unsupervised subsequence
anomaly detection task. In the specific context of sequences, which is the focus of this
thesis, we are interested in identifying anomalous subsequences, which means that the
outlier is not a single value but rather a sequence of values. This distinction is crucial

4
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for the following reason: even though all individual values in a subsequence look normal
when examined independently from one another, the sequence of these same values may
be anomalous (e.g., the trend or shape of the subsequence may not be normal). Therefore,
subsequence anomaly detection is a beneficial and essential operation for many real-world
applications because it enables the early identification of problems that would otherwise
remain undetected until too late [3].

1.3.1.1 Limitations of Current Approaches

Existing techniques either explicitly look for a set of pre-determined types of anomalies [44,
1], or identify as anomalies the subsequences with the largest distances to their nearest
neighbors (termed discords) [124, 104]. We observe that these approaches pose limitations
to the subsequence anomaly identification task for several reasons, explained below.

First, anomalous behavior is not always known. Therefore, techniques that use specific
domain knowledge for mining anomalies (e.g., in cardiology [44], and engineering [3]) in-
volve several finely-tuned parameters and do not generalize to new cases and domains. For
example, early detection of anomalies in bearings (rolling elements in rotating machines,
such as an aircraft engine) is of great importance for engine manufacturers.

Second, in the case of general, domain-agnostic techniques for subsequence anomaly
detection, the state-of-the-art algorithms (e.g., [124, 104]) have been developed for the case
of a single anomaly in the dataset, or multiple different (from one another) anomalies. The
reason is that these algorithms are based on the distance of a subsequence to its nearest
neighbor in the dataset: the subsequence that has the farthest nearest neighbor is marked
as an anomaly:.

Third, in order to remedy this situation, the m'* discord approach has been pro-
posed [120]. This approach takes into account the multiplicity, m, of the anomalous sub-
sequences that are similar to one another and marks as anomalies all the subsequences in
the same group by computing the m"* (instead of the 1) nearest-neighbors for each sub-
sequence. Nevertheless, this approach assumes that we know the multiplicity m, which is
not true in practice (otherwise, we need to re-execute the algorithm for several different m
values).

Fourth, another drawback of unsupervised methods for subsequence anomaly detection
is the non-stationarity of data series: the data characteristics (e.g., basic statistics and trends)
may change over time. These situations are hard to handle and confuse the discord and m"-
discord methods, since an anomalous subsequence may find a very near neighbor among
the subsequences of a latter part of the series that involves a different set of normal (and
anomalous) patterns.

In this thesis, we address the aforementioned problems, and propose two novel methods
suitable for subsequence anomaly detection. The proposed approaches allow us to detect
anomalies based on their (dis)similarity to a model representing normal (expected) behav-
ior. These two methods are briefly described in the following two sections, and detailed
presentations can be found in Chapter 3.
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1.3.1.2 NormA

First, we propose NormA, an unsupervised set-based approach. NormA starts by carefully
selecting some of the subsequences of the dataset based on a scoring mechanism. The
selected set of subsequences are then used to build the normal behavior model, which is a set
of sequences. This process is automatic (using the minimum description length principle),
without the need for user intervention, and is effective even when the dataset contains
multiple anomalies. We also propose a variant of NormA that is able to handle situations
where a single series exhibits multiple normal behaviors. The latter is essential in practice,
e.g., when the underlying data generation process changes among several normal states.
In the end, NormA detects subsequence anomalies by comparing candidate subsequences
to this normal behavior model. We note that NormA is unsupervised and computes the
normal behavior model based on the original (unlabeled) dataset, despite the presence of
anomalies in it. Our contributions can be summarized as follows.

« We summarize in Section 3.1, the state-of-the-art methods on subsequence anomaly
detection and discuss their practical shortcomings. We propose a new definition of
subsequence anomalies to overcome these problems, based on the distance to normal
behavior.

« InSection 3.3.1, we formalize the concept of Normal Model, which is a set of data series
that represents the recurrent (normal) behavior in a sequence. The Normal Model can
be the basis for anomaly detection and can be instantiated in different ways.

« In Section 3.3.2, we describe a new subsequence anomaly detection algorithm that au-
tomatically constructs the Normal Model series, based on the principles of frequency,
coverage and centrality. Subsequently, the algorithm uses the Normal Model in or-
der to identify anomalies in an unsupervised and domain-agnostic manner. We pro-
pose two variants of this algorithm: NormA-SJ that is based on full computation, and
NormA-smpl, based on sampling, which achieves almost the same accuracy but is
considerably faster.

« Finally, in Section 3.5, we conduct a large experimental evaluation using several large
and diverse datasets from various domains that demonstrates the strong accuracy and
the efficiency of NormA.

1.3.1.3 Series2Graph

Second, we now present Series2Graph, a graph-based subsequence anomaly detection
method for data series. Our approach does not need labeled instances (like supervised
techniques do), or clean data that do not contain anomalies (like zero-positive learning
techniques require). It also allows the same model to be used for the detection of anomalies
of different lengths.

Series2Graph is based on a graph representation of a novel low-dimensionality em-
bedding of subsequences. It starts by embedding subsequences into a vector space, where



INTRODUCTION

information related to their shapes is preserved. This space is then used to extract overlap-
ping trajectories that correspond to recurrent patterns in the data series. Subsequently, we
construct a graph with nodes derived from the overlapping trajectories, and edges represent
transitions (among subsequences in different nodes) in the original series.

Intuitively, this graph encodes all the subsequences of a (single or collection of) data
series and encodes the recurring patterns in these subsequences. The latter allows us to
differentiate between normal behavior, i.e., frequently occurring patterns, and anomalies,
i.e., subsequences that rarely occur in the data series.

Our contributions are the following.

« InSection 3.1, we propose a new formalization for the subsequence anomaly detection
problem, which overcomes the shortcomings of existing approaches. Our formaliza-
tion is based on the intuitive idea that anomalies are the subsequences that are not
similar to the common behavior, which we call normal.

« In Section 3.4.1, we describe a novel low-dimensionality embedding for subsequences
and use a graph representation for these embeddings. This representation leads to a
natural distinction between recurring subsequences that constitute normal behavior
and rarely occurring subsequences that correspond to anomalies.

« Based on this representation, in Section 3.4.2, we develop Series2Graph, an unsu-
pervised method for domain agnostic subsequence anomaly detection. Series2Graph
supports the identification of previously unseen single and recurring anomalies and
can be used to find anomalies of different lengths.

« Finally, in Section 3.5, we conduct an extensive evaluation using several large and
diverse datasets from various domains that demonstrates the effectiveness and effi-
ciency of Series2Graph.

1.3.2 Streaming Unsupervised subsequence anomaly detection

We now describe the contributions related to the streaming unsupervised subsequence
anomaly detection task. As mentioned in the previous section, anomaly, or outlier de-
tection is a well-studied problem [8, 107, 124] relevant to several scientific domains [91].
For the specific case of sequences and data series, we are also interested in identifying
anomalous subsequences, where outliers are not single values but rather a sequence of val-
ues. Moreover, data measurements arriving continuously in several real-world cases require
anomaly detection to take place in real-time. Because drifts in data distribution are com-
mon, the detection needs to be independent of these changes. To illustrate this point, let
us consider a sensor measuring the acceleration on the x-axis of a device positioned on the
chest of a human performing different actions [64]. One can observe that the data char-
acteristics corresponding to subsequences are different for actions such as Nordic walking
and rope jumping. As changes of actions happen in real-time, the detection of abnormal
subsequences needs to be able to adapt to changes in the data generation process.
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1.3.2.1 Limitations of Current Approaches

In addition to the limitations enumerated in Section 1.3.1.1, the specific case of streaming
data series arises new limitations. Among all previous methods for subsequence anomaly
detection, only discords methods (such as Matrix Profile incremental implementation [124])
and tree-based methods [79] can be used. The remaining methods (including our proposed
approaches introduced in Section 1.3.1.2 and Section 1.3.1.3) cannot adapt to changes and
learn new data characteristics, both of which are required when dealing with data streams
due to their design. In such cases, the methods need to learn and modify their parameters
as new data arrive.

1.3.2.2 SAND

To address the problems mentioned above we propose SAND, a novel approach suitable for
subsequence anomaly detection in data streams. SAND builds a data set of subsequences
representing the different behaviors of the data series. These subsequences are weighted
using statistical characteristics, such as their cardinality (i.e., how many times the subse-
quence occurred) and their temporality (i.e., the time difference this subsequence has been
detected for the last time). SAND enables this data structure to be updated from one batch
to another while computing an anomaly score at every timestamp. Thus, SAND proposes
a solution to the subsequences anomaly detection task on streaming data. SAND bene-
fits from k-Shape [93], a state-of-the-art data-series clustering method, which we extend
to enable the clustering result to be updated without storing any of the previous subse-
quences. We demonstrate experimentally that our method outperforms the current (static
and streaming) state-of-the-art approaches. Our contributions, described in Chapter 4, are
as follows.

« We describe the concepts and ideas used by the state-of-the-art methods on subse-
quence anomaly detection (static and streaming) and discuss their practical short-
comings.

+ We extend k-Shape for streaming scenarios by enabling batch updates of the cluster-
ing partition. Our approach avoids entirely the storage of the previous subsequences,
a critical step for operating over unbounded data series.

« We present SAND, our subsequence anomaly detection method specifically designed
for operation over streaming sequence data. SAND exploits our streaming k-Shape
to scale in memory and in execution time for unbounded streams. Furthermore, we
propose a new weighting scheme for clusters and an automatic cluster creation pro-
cedure to handle distribution drifts. We finally propose a novel anomaly score com-
putation that adapts dynamically to the current batch and gives less importance to
old subsequences.

« We perform an experimental analysis using a large corpus of real datasets from dif-
ferent domains (including a ground truth of annotated anomalies). We evaluate both
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subtle changes in data characteristics (by concatenating datasets from the same do-
main) and drastic changes (by concatenating datasets from different domains). We
empirically evaluate the influence of SAND’s parameters on accuracy and execution
time. Finally, we compare SAND with several SOTA approaches and show that our
method outperforms the strongest competitor up to 27% while executing one order
of magnitude faster.

1.3.3 Supervised identification of anomaly precursors

We now describe the contributions related to the supervised identification of anomaly pre-
cursors task. We treat the latter task as a classification task in which the anomaly is one
specific class (the precursors are thus discriminant features of the anomaly class).

More generally, data series classification is a crucial and challenging problem in data
science [119, 33]. To solve this issue, various data series classification algorithms have been
proposed in the past few years [5], applied on a large number of use cases. Standard data
series classification methods are based on distances to the instances’ nearest neighbors,
with k-NN classification (using the Euclidean or Dynamic Time Warping (DTW) distances)
being a popular baseline method [30]. Nevertheless, recent works have shown that ensem-
ble methods using more advanced classifiers achieve better performance [6, 73]. Following
recent breakthroughs in the computer vision community, new studies successfully propose
deep learning methods for data series classification [34, 28, 127, 126, 42, 112, 25], such as
Convolutional Neural Network (CNN), Residual Neural Network (ResNet) [114], and Incep-
tionTime [52].

While having a trained and accurate classification model, finding explanations of the
classification result (i.e., finding the discriminative features that made the model decide
which class to attribute to each instance) is a challenging but important problem, e.g., in
manufacturing for anomaly-based predictive maintenance [125], or in medicine for robot-
assisted surgeon training [51]. Such discriminant features can be based on patterns of inter-
est that occur in a subset of dimensions at different timestamps or at the same timestamp.
For some CNN-based models, the Class Activation Map (CAM) [128] can be used as an ex-
planation for the classification result. CAM has been used for highlighting the parts of an
image that contribute the most to a given class prediction and has also been adapted to data
series [34, 114].

1.3.3.1 Limitations of Current Approaches

Nevertheless, CAM for data series suffers from one important limitation. Since CAM is a
univariate time series (of the same length as the input instances) with high values aligned
with the subsequences of the input that contribute the most for a given class identification,
in the specific case of multivariate data series as input, no information can be retrieved
from CAM on the level of contribution of specific dimensions. Addressing this significant
limitation is a sought-after challenge for several domains. For example, in a nuclear power
plant, we would like to determine both timestamp and sensors (i.e., the exact patterns) that
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could lead to a potential anomaly.

1.3.3.2 dCAM

In this thesis (see Chapter 5), we present a novel approach that fills in the gap by addressing
this limitation. We propose a novel data organization and a new Class Activation Map
that highlights both the temporal and dimensional informations. Our contributions are as
follows.

+ We first develop a new method that transforms convolutional-based neural network
architectures: whereas previous network architectures can only provide an expla-
nation for all the dimensions together, our transformation represents the only deep
learning solution that enables explanation in individual dimensions. Our approach
can be used with any deep network architecture with a Global Average Pooling layer.

« We demonstrate how we can apply the method to three modern deep learning classifi-
cation architectures. We first describe dCNN (dimension-wise Convolutional Neural
Network), inspired from a traditional CNN (Convolutional Neural Network) archi-
tecture. We then describe how more advanced architectures, such as ResNet and In-
ceptionTime, can be transformed as well. We name these transformed architectures
dResNet and dInceptionTime.

« We introduce dCAM (dimension-wise Class Activation Map), a novel method that
(based on dCNN/dResNet/dInceptionTime) returns a multivariate CAM (Class Acti-
vation Map), which identifies the important parts of the input series for each dimen-
sion.

« We experimentally demonstrate with several synthetic and real datasets that our
dimension-wise Class Activation Map is not only more accurate (in classification)
than previous approaches but the only viable solution for discriminant feature discov-
ery and classification explanation in multivariate time series using Class Activation
Map-based approaches.

1.3.4 Pump Vibration Case

We finally illustrate the applicability and the interest of our proposed methods in a real-
world industrial application. We study the detection precursors of unwanted vibrations
occurring in turbine-driven feed-water pump systems inside EDF nuclear power plants.
We first describe the multivariate data series dataset and the industrial context. Next, we
describe the label used to collect the timestamp of unwanted vibrations. We finally describe
the sensors chosen for this use case. We then explore the following two scenarios.

10
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1.3.4.1 Unsupervised Detection of Vibrations

We first tackle the task as if the experts had provided no label and apply NormA and Se-
ries2Graph. Then, we run in an unsupervised manner the two methods on the two classes
(i.e., multivariate data series containing a vibration or not). We then compute an anomaly
score for both classes. We finally evaluate their accuracy using the labels of the experts.

1.3.4.2 Supervised Detection of Vibrations and Identification of Precursors

We then tackle the task as a supervised problem (using the label provided by the experts)
and apply dCNN/dCAM. We first compare the accuracy of both unsupervised and super-
vised methods. For that matter, we compare the structural and temporal consistencies of
the three methods. We then investigate the precursors detected by dCAM. We depict the
recurrent subsequences that have been identified as discriminant by dCAM for the most
relevant sensors. We discuss the validity of these results compared to expert knowledge.

1.4 Thesis Outline

In Chapter 2, we first introduce basic definitions, taxonomy, and context related to data
series and anomaly detection methods (from Section 2.1 to Section 2.3). We then define the
different tasks related to anomaly detection in data series (Section 2.4). We finally review
state-of-the-art approaches and their related limitations to solve both unsupervised (Sec-
tion 2.5), semi-supervised (Section 2.6.1) and supervised (Section 2.6.2) anomaly detection
task in data series.

In Chapter 3, we discuss the unsupervised subsequence anomaly detection task over static
data series. We first briefly discuss the limitations of current state-of-the-art approaches.
We then introduce two new approaches suitable for domain-agnostic anomaly detection.
We first describe NormA (Section 3.3), a novel approach based on a new data series prim-
itive, which permits to detect anomalies based on their (dis)similarity to a model that rep-
resents normal behavior. We then introduce Series2Graph (Section 3.4), a graph-based ap-
proach that aims to embed the data series into a directed graph that emphasizes the un-
usual and potentially abnormal subsequences. We then present an experimental analysis
(Section 3.5) comparing both NormA and Series2Graph with current state-of-the-art ap-
proaches with regards to the anomaly detection accuracy and the execution time.

In Chapter 4, we discuss the unsupervised subsequence anomaly detection task over
streaming data series. We first present the limitation that current state-of-the-art ap-
proaches for static data series can have when applied to data streams. We then introduce
SAND (Section 4.2), a novel online method suitable for domain-agnostic anomaly detec-
tion. The latter relies on a novel streaming methodology to incrementally update its model,
which adapts to distribution drifts and omits obsolete data. We finally present an experi-
mental analysis (Section 4.3) that compares SAND to both static and streaming state-of-the-
art approaches over a large corpus of datasets containing both data series with and without
variation of normal behaviors.

11
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In Chapter 5, we discuss the supervised identification of precursors task. This task can
be solved by first considering the problem of supervised classification of data series, and
then analyzing the problem of classification explanation. In this chapter, we focus on the
classification explanation problem. We first briefly discuss the limitation of current classifi-
cation explanation approaches. We then introduce dCNN/dCAM (Section 5.3), a new deep
convolutional architecture and a new dimension-wise Class Activation Map. Contrary to
the usual Class Activation Map, dCAM can identify discriminant features (or subsequences)
across every dimension. We then present an experimental analysis (Section 5.4.1) in which
we compare our approach with the state-of-the-art techniques.

In Chapter 6, we illustrate the applicability and the interest of our developed methods in
a real-world application. We study the detection precursors of unwanted vibration occur-
ring in turbine-driven feed-water pump systems inside EDF nuclear power plants. We first
describe the dataset and the industrial context. We then explore two scenarios: we first
tackle the task as if the experts had provided no label and apply NormA and Series2Graph.
We evaluate their accuracy using the labels of the experts. We then tackle the task as a
supervised problem (using the label provided by the experts) and apply dCNN/dCAM.

1.5 List of publications

Below we list the publications relevant to this thesis. The publications are sorted by publi-
cation dates (from the soonest to the oldest) and grouped by relevant chapter.

Chapter 3 Publications

« Paul Boniol, Themis Palpanas, Michele Linardi, Federico Roncallo, Mo-
hammed Meftah, Emmanuel Remy: Unsupervised and Scalable Subse-
quence Anomaly Detection in Large Data Series, VLDB] (2021)

« Paul Boniol, Themis Palpanas: Subsequence Anomaly Detection with Se-
ries2Graph, BDA, Paris, France (2020)

« Paul Boniol: Unsupervised Subsequence Anomaly Detection in Large Se-
quences, Ph.D. Workshop VLDB, Tokyo, Japan (2020)

« Paul Boniol, Themis Palpanas: Series2Graph: Graph-based Subsequence
Anomaly Detection for Time Series, Proceedings of the VLDB endowment,
Tokyo, Japan (2020)

« Paul Boniol, Themis Palpanas, Mohammed Meftah, Emmanuel Remy:
GraphAn: Graph-based Subsequence Anomaly Detection, Proceedings of
the VLDB endowment, demonstration track, Tokyo, Japan (2020)

« Paul Boniol, Michele Linardi, Federico Roncallo, Themis Palpanas: Auto-
mated Anomaly Detection in Large Sequences, IEEE ICDE, Dallas, USA
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In this chapter, we define the relevant taxonomy related to data series and anomaly detec-

tion methods. We then formally define the problem of subsequence anomaly detection in

data series tackled in this manuscript. We finally study state-of-the-art methods to perform

unsupervised anomaly detection and supervised identification of anomaly precursors in data

series. Thus, the chapter is structured as follows. We first underline the preliminary definitions
and the context of anomaly detection in data series. We describe the fundamental differences

between point and subsequence anomalies and argue our choice of subsequence anomalies as

our primary focus. We then formally describe the problem of subsequence anomaly detection

in data series. As previously outlined, we inferred two variants of the problem. On the one

hand, the anomalies are unknown, and a fully unsupervised framework has to be adopted. On
the other hand, anomalies are known, and precursors of these anomalies have to be found. We
finally enumerate state-of-the-art methods that could solve the problems mentioned above.

16



BACKGROUND AND RELATED WORK

2.1 Anomaly Detection Primer

First of all, one should note that no single, universal, precise definition of outliers or anoma-
lies exists. In general, an anomaly is an observation that appears to deviate markedly from
other members of the sample in which it occurs. This fact may raise suspicions that the spe-
cific observation was generated by a different mechanism than the rest of the data (Hawkins
definition [47]). This mechanism may be an erroneous procedure of data measurement
and collection or an inherent variability in the domain of the data under inspection. Nev-
ertheless, such observations are interesting in both cases, and the analyst would like to
know about them. The above general definition can then take different forms, according to
the specific problem and data characteristics. For example, in statistics, anomalies can be
termed the data points that are further than three standard deviations away from the mean
of known data distribution. This case implies that we need to perform extensive tests to
find the distribution (and its parameters) that best fits the dataset. Nevertheless, in several
real-world problems, we do not know precisely the data distribution. Consequently, defin-
ing and identifying anomalies using their distance from a mean value defined by experts is
sometimes hardly practical.

2.1.1 Point versus Subsequences

At this point, we are interested in finding anomalies in data series. This goal can be tackled
by either looking at single values or a sequence of points. In the specific context of points,
we are interested in finding points that are far from the normal distribution of values that
correspond to healthy states. In the specific context of sequences, we are interested in iden-
tifying anomalous subsequences that are, unlike an outlier, not a single abnormal value but
rather an abnormal evolution of values. In real-world applications, this distinction becomes
crucial for the following reason: even though every point individually picked seems nor-
mal, the shape generated by the sequence of these same values may be anomalous and could
lead to major issues that would have been undetected until too late. Figure 2.1 underlines
the aforementioned distinction between point and sequence outlier. In this work, we will
study the specific case of subsequence anomaly detection in data series.

2.2 Preliminaries on Data Series

We are interested in detecting abnormal subsequences in data series. For instance, such
data series can correspond to the evolution of points of one or several sensors on a fixed or
infinite period. We now define the different categories of data series type as follows.

2.2.1 Univariate versus Multivariate

We define a univariate data series as an ordered sequence of real values on a single di-
mension. For instance, a univariate data series corresponds to the history of values of one
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Figure 2.1: Synthetic examples where (a) a point outlier can be detected by looking at its
position in the distribution (for both univariate (a.1) and multivariate (a.2)). (b) a sequence
outlier is taking part of the normal range of values (by taking every point independently
without any temporal structure for both univariate (b.1) and multivariate (b.2)).

given sensor. In this case, a subsequence can be represented as a vector. Then, we define
a multivariate data series as either a set of ordered sequences of real values (with each
ordered sequence having the same length) or an ordered sequence of vectors composed of
real values. For instance, a multivariate data series can be a set of sensors installed on the
same system. In this specific case, a subsequence is a matrix in which each line corresponds
to a subsequence of one single dimension.

2.2.2 Static versus Streaming

We now have defined the difference between univariate and multivariate data series. Nev-
ertheless, for data series ordered by time, a core characteristic is their evolution with time.
Therefore, we define static data series as sequences that have a fixed length. In this case,
one does not expect any more values to be added and can analyze points or subsequences
all at once. For instance, analyzing a fixed period before a collection of events will consist
in analyzing a collection of static data series. On the opposite case, we define streaming
data series as sequences with an infinite length with new points or subsequences arriving
with a given acquisition rate (not always constant in time). In this case, one model needs to
be updatable dynamically as new points are arriving. For instance, monitoring sensors and
detecting abnormal subsequences in real-time requires analyzing streaming data series.

2.2.3 Discrete versus Continous

We define a Discrete data series as a sequence of points with categorical values (ordered
or not). On the contrary, C'ontinous data series are sequence of points with real values.

18
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For instance, boolean sensors (that returns only zero or one as possible values) generate
Discrete data series, and temperature sensors usually return C'ontinous data series. The
latter two different types of data series have to be handled with different type of methods.
In this thesis, we analyze methods that deal with C'ontinous data series.

2.2.4 Real-World constraints: Missing points and non-synchronized
data series

Real-world constraints implied by the data acquisition step can make the data series harder
to analyze. The first constraint is related to missing data points. Such constraint might
happen because of sensors issues returning wrong values or a specific acquisition protocol
(for instance, some sensors might return a value only when the measured value changes). It
results in data series with missing data points that need to be filled. The second constraint
is related to non-synchronized multivariate data series. It is implied by the difference in
the acquisition rate of the different sensors. In this case, one has to choose a fixed acqui-
sition rate and then either downsampling (i.e., losing data points and potential accuracy)
or upsampling (i.e., creating a missing data points constraint) the data series with a differ-
ent acquisition rate. These two constraints are serious and typical for many real-world use
cases. Nevertheless, most of the subsequence anomaly detection methods proposed in the
literature do not tackle them.

2.2.5 Data Series Notations

We now introduce some formal notations related to data series. We define a data series
T € R" as a sequence of real-valued numbers 7; € R [T¢, 15, ..., T,,—1], where n = |T'| is
the length of T, and Tj is the i** point of T..

A multivariate, or D-dimensional data series T € R(P™ is a set of D univariate data
series of length n. We note T = [T(®, .., T(P~Y] and for j € [0, D — 1], we note the uni-
variate data series 70) = [To(j ), Tl(j ), vy I ,(L]_) 1J. A subsequence TZ(%) € R’ of the dimension
TU) of the multivariate data series 7" is a subset of contiguous values from 7'V) of length
¢ (usually ¢ < n) starting at position i; formally, TZ(JK) = [Ti(j ), Tz(i)l, s Tz(i)z—l] The multi-
variate subsequence is defined as T} , = [Tfj?, e Ti(f*l)]. For a given univariate data series
T, the set of all subsequences in 7" of length ¢ is defined as T, = {74 ¢, T1 ¢, ..., TIT\—M}-

2.3 Preliminaries on Anomaly Detection Methods

In the previous section, we have defined the input type characteristics. We now define
categories and taxonomy of methods commonly used in the literature [10, 23]. We first
define method categories based on the output type returned. We then categorize methods
based on the input required.
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2.3.1 Unsupervised: No prior information

We define Unsupervised methods as methods that only require the subsequences as input
and do not need any annotations as prior information. Such methods suit well the case
of anomaly discovery, visualization, and automatic annotation. Nevertheless, one should
note that such methods are, in general, less accurate than supervised and semi-supervised
methods.

2.3.2 Supervised: prior information

2.3.2.1 Semi supervised: Only normal subsequences annotated

We define Semi supervised methods as methods that require annotated normal subse-
quences to learn to detect abnormal subsequences. The latter is the classical case for most
of the anomaly detection methods in the literature. One should note that this category
is often defined as Unsupervised. However, we consider it unfair to group such methods
with the category mentioned above, knowing that they require much more prior knowledge
than the previous one.

2.3.2.2  fully Supervised: Both abnormal and normal subsequences annotated

We finally define Supervised methods as methods that need both normal and abnormal
subsequences annotations to learn to discriminate them together. Hence, such methods
can be seen as classifiers.

In addition to that, one should note that any parameter can be tuned to fit a specific
objective. For example, if labels of normal or abnormal subsequences are provided, one can
tune parameters of unsupervised methods to maximize the objective of detecting the pro-
vided abnormal labels (or exclude the provided normal labels). Any unsupervised method
can be supervised. Nevertheless, the opposite is not valid. We formally define in the coming
sections the issues associated with these categories in the paradigm of anomaly detection
in data series.

2.4 Problems Formulation

As mentioned in the previous section, we are interested in finding abnormal subsequences
in the data series. This task can be divided into two cases: (i) knowledge experts do not
have precise (or not at all) information on what anomalies to detect. (ii) knowledge experts
have specific examples of which anomalies they have to detect (and have a collection of
known anomalies).
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Nuclear Power Plant Use case: Unsupervised subsequence anomaly/outlier detection.

Figure 2.2: Unsupervised subsequence anomaly detection task illustrated using a nuclear
power plant use case, in which (a) illustrates the sensors data series coming from (b) subsys-
tems of a given electrical power plant. The goal is to find unknown abnormal subsequences
in the sensors data series (illustrated by the red rectangle).

2.4.1 Unsupervised Subsequence Anomaly Detection

In the first case (i), one can decide to adopt a fully unsupervised method. These methods
benefit from working without needing a large collection of known anomalies and auto-
matically detecting unknown abnormal behaviors. Such methods can be used either to
monitor the health state of a system or to mine the historical data series of a system (to
build a collection of abnormal behaviors that can then be used on a supervised framework).
Figure 2.2 illustrates the aforementioned task using an electrical power plant use case, in
which Figure 2.2(a) illustrates the sensors data series coming from Figure 2.2(b) subsystems
of a given electrical power plant. The goal is to find unknown abnormal subsequences in
the sensors data series (illustrated by the red rectangle in Figure 2.2(a)). We now propose a
formal definition of the above problem:

Definition 1 (Unsupervised Detection Problem Definition). Given a monitored system M,
and a set of data series Ty that represents the state of M, the function f that takes as inputs
T and returns s € {N, A} has to be found (where N indicates that the data series corre-
sponds to a healthy state, whereas A indicates that the data series corresponds to an anomaly).
Thus, | can be written as follows:

fTM%{N,A}

This definition has the benefit of being simple. Nevertheless, it has to be joined with
several significant constraints, listed as follows:

e Abnormality Formalization Constraint: The N and A categorization is most of the
time difficult to infer. Thus, a different variant of this problem can be considered. For
instance, a level of abnormality could be defined, which brings function f to return a
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Figure 2.3: Supervised detection of anomaly precursors task illustrated using a nuclear
power plant use case, in which (a) illustrates the sensors data series coming from (b) sub-
systems of a given electrical power plant. The goal is to find, from the known abnormal
subsequences in the sensors data series (illustrated by the red rectangle), the potential pre-
cursors of this anomaly (illustrated by the light red rectangles).

value p which should be proportional to the degree of abnormality, or can be seen as

p=P(s=A).

e Dataset Size Constraint: Given the fact that the size of the datasets to analyze has
increased significantly for the last decades, and the detection should be as fast as possible
to let enough time to experts to fix the possible issues, the problem must be achieved using
algorithms that scale as good as possible with the dataset size.

e Subsequence Length Constraint: As we are focusing on subsequences anomaly de-
tection, a subsequence length has to be chosen. It can be chosen either by the user or
automatically by the algorithm. In practice, it is hard to compare and detect both anoma-
lies of very different lengths. Unfortunately, we notice that fixing the subsequence length
automatically is impossible. Therefore, every method analyzed in this study will require a
user parameter subsequence length of the anomalies to detect.

e Streaming Constraint: Data measurements are arriving continuously in several real-
world cases. Thus, it requires anomaly detection to take place in real-time. Furthermore,
because drifts in data distribution are common, the detection needs to be independent of
these changes. Thus function f needs to be updated in real-time.

2.4.2 Supervised Detection of Anomaly: Identification of their pre-

cursors

In the first case (i) described in the previous section, anomalies were considered unknown.
In the second case (ii), we consider that the expert precisely knows which event he wants to
detect and has a collection of data series corresponding to these anomalies. In that case, we
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have a database of anomalies at our disposal. As a consequence, one can decide to adopt
supervised methods. A question that naturally arises is the following one: is it possible
to detect subsequences that happened before the known anomaly that might lead to an
explanation of the anomaly (and potentially predict it). Such subsequences can be called
precursors of anomalies.

Detecting such subsequences might be significantly valuable for knowledge experts to
prevent future anomalies from occurring or understanding why an anomaly occurred (or
facilitate its understanding). Thus, the task is to detect, in a supervised manner, known
anomalies and retrieve potential symptoms. Figure 2.3 illustrates the aforementioned task
using an electrical power plant use case, in which Figure 2.3(a) illustrates the sensors data
series coming from Figure 2.3(b) subsystems of a given nuclear power plant. The goal is to
find unknown precursors (73 and 73) of abnormal subsequences in the sensors data series
(illustrated by the red rectangle in Figure 2.3(a)). We now propose a formal definition of
the problem mentioned above:

Definition 2 (Precursors Detection Problem Definition). Given a monitored system M, a set
of data series T?) that represents the healthy state of M (healthy state labeled \'), a set of data
series Ty that represents the state of M before an anomalous state (anomalous state labeled
A), we first have to find function f that takes as input T, and T+, and returns s € {N, A}.
We then have to find function g that takes as input T, and f, and returns S C T (S being
the ensemble of subsequences in T’y precursors of the upcoming anomalies). Formally, f and
g can be written as follows:

Ty TR — N, A}
g:T]él,f—>S

As mentioned earlier, such definition has to be joined with several constraints, listed as
follows:

e Precursor Formalization Constraint: In this case, N and A categorization is well
defined (labels provided by the user). However, the binary categorization between subse-
quences belonging to S and others is hard to infer. Thus, a different variant of this problem
can be considered. For instance, a precursor level could be defined, which brings function
g to return a value p for each subsequence sq € T which should be proportional to the
precursor degree, or can be seen as p = P(sq € 5).

e Dataset Size Constraint: Similarly to the previous dataset size constraint, scalable al-
gorithms are desirable for a very large database. In addition to that, the dataset size has
an impact on the accuracy of function f. A big enough database is required to train an
accurate function f. An inaccurate function f will lead naturally to an inaccurate function

g.
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2.5 Unsupervised Subsequences Anomaly Detection in
Data Series

Most unsupervised anomaly detection methods rely on similarity (or distance) measures

between sequences (or subsequences). The latter is a significant feature to measure the

deviation, or the isolation of a sequence compare to the others. We thus start by formally
defining the standard distance measures for data series.

2.5.1 Data Series Distances Definitions

Given two sequences (or univariate data series), A € Rf and B € RY, of the same length,
¢, we define the distance between A and B as d(A, B) € R, such as d(A, B) = 0 when A
and B are the same. There exist different definitions of d in the literature. We enumerate
the usual distance definition in the following sections.

2.5.1.1 Euclidean Distances

The first is to use the classical and widely used euclidian distance defined as follows:

l
ED(A, B) = | Y (Aix — Biy)?

i

Nevertheless, using that distance, the similarity between subsequences is influenced by
their mean. Two subsequences with the same shape but a different mean will have a high
euclidian distance. To cope that issue, the Z-normalized Euclidean distance [26, 86, 113,
115, 122] can be used:

14 2
Air — By —
ED.(A B) = Z( mgAuA_ z,lgBuB)

i

In the above equation, ; and o represent the mean and standard deviation of the se-
quences. Moreover, the complexity is O(| A|) for the two Euclidian distance variants. Nev-
ertheless, Z-normalized distance requires computing the mean and the standard deviation
but remains from the same order of magnitude as the classical Euclidian distance.

2.5.1.2 Dynamic Time Wrapping

A major drawback of Euclidean distances is their lack of flexibility to time misalignments.
Moreover, previous distances cannot be used for subsequences of different lengths. Thus
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Figure 2.4: Comparison between the alignment considered by Euclidian distance(a) and
DTW distance (b).

the Dynamic Time Wrapping (DTW) is commonly used to cope with these issues. Note that
DTW is not a distance as the triangular inequality does not hold. However, in the following
section, we will refer to it as DTW distance. Given ¢ € [0,m] and j € [0, n] with m and n
the length of the sequences A and B, the DTW distance between A and B can be defined
as follows:

DTW (A, B) = \/8(Aom;, Bon)

with ¢ recursively defined as follows:

6<A0,07 BO,O) = (AO - BO)2
0(Ao,i—1,Bo,j) }

§(Aps, By.i) = (A; — B;)? in < 6(Ao.i1,Bo;
(s ) = (= 55+ i o

DTW distance corresponds to the distance between A and B considering the best align-
ment of points. Figure 2.4 depicts the difference between Euclidian and DTW distance for
subsequences. However, finding the best alignment has a cost. The complexity in time
for DTW distance computation is O(| A||B|), which is one order of magnitude higher than
Euclidian distance. This version of DTW is difficult to use for large sequences or a large
collection of subsequences in practice. In order to cope with that issue, one can bound the
maximal misalignment using a window length w to set a Sakoe-Chuba Band [98]. This win-
dow length will only allow alignment (4, j) such that |i — j| < w. Thus J,, is recursively
defined as follows:

9 . 6w(A0,maz(i71,j7w)7Boyj)
(Sw(A07i, BO,j) = (Az — BJ) + min 0w (Ao,i—1,B0,5-1)

Sw (AO,'L 7BO,maz(j—1,i—w))

From the latter formulation, the complexity becomes O(maz(|A|, |B|)w) and can be
nearly linear for small w. However, the accuracy of the metric depends significantly on
which w to choose. The other way to cope with the previous issue is to set an Itakura Par-
allelogram [53] that divides by two the Sakoe-Chuba Band number of possible alignment.
Nevertheless, the time complexity remains of the same order of magnitude.
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2.5.1.3 Shape Based Distance

Recently proposed for clustering purposes, Shape-Based Distance (SBD) has shown state-
of-the-art performance in data series clustering [93, 92]. SBD uses cross-correlation to find
the appropriate alignment between two sequences. Formally, given A, B, two sequences of
length ¢, the SBD distance is defined as follows:

SBD(A,B>=1-mmw( Fu (4, B) >

VRo(A, A).Ry(B, B)
ij Aivi.Bi, >0

ith: Rp(A,B) =
with: B,(4, B) {R_k(B,A), k<0

As the cross-correlation is in practice computed using Fast Fourier Transform, the SBD
distance complexity is O(max(|A|, |B|) * log(maz(|A|,|B]))). Thus for equal length se-
quences, SBD complexity (O(]A| * log(]A|))) is expensive but can be a decent compro-
mise between the linear complexity of ED (O(|A|)) and the quadratic complexity of DTW
O A]2)

2.5.2 Data-Series Clustering

Despite the proliferation of anomaly detection methods, a set of effective methods are those
that either determine anomalies by comparing subsequences to previous subsequences or
with an estimated normal behavior.

Clustering can summarize the underlying patterns in data and, therefore, can be used to
extract the recurring behavior in datasets for anomaly detection purposes. Formally, given
a set of observations (or subsequences which are the topic of this paper), clustering meth-
ods partition this set into k distinct clusters, such that the within-cluster sum of squared
distances is minimized. For a given set of subsequences T, we note C = {Cy, ...,Cj} the
optimal partition of k cluster C; with VC;,C; € C,C; N C; = (). We note C; the centroid of
cluster C;.

2.5.2.1 k-means

The k-means algorithm solves this partitioning problem using the Z-normalized Euclidean
Distance. k-means centroids correspond to the arithmetic mean of the subsequences in their
corresponding clusters. Other algorithms based on Euclidean distance have been proposed
(such as hierarchical clustering). Moreover, it is easy to extend k-means to a streaming
context [43], since the centroids can be incrementally updated as new points arrive.
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2.5.2.2 k-Shape

Euclidean distance-based algorithms may miss some properties related to the alignment in
data series. Recently, k-Shape (clustering algorithm based on SBD) has shown strong per-
formance in data series clustering [93, 92]. The k-Shape centroid computation corresponds
to an optimization problem in which we are computing the minimizer (i.e., sequence) of
the sum of squared distances to all other sequences using the SBD distance. Formally, as
described in Equation 15 in [93], centroid C; is computed as follows:

. (C)TMC;
C; < argmaxr——%——5—
! ¢ (C)TG
, (2.1)
with: M = QT.Sj-Q, Q=1- ﬁOa and .5; = ZA AT
J Aec;

Note that C; is considered as a vector ((C;)T is its transpose) in the above equation. The
dot operator is the dot product between two matrices/vectors. Moreover, [ is the identity
matrix, and O is a matrix with all ones. In practice, the centroid that maximizes Equation 2.1
corresponds to the eigenvector with the largest eigenvalue of the real symmetric matrix M.
Moreover, as depicted in Equation 2.1, the centroid computation requires all the sequences
A € C; for every cluster C; in memory and can be used for non-streaming data series only.

2.5.3 Density based Approaches

A first way to detect anomalies (or unusual subsequences) is to measure their isolation
from others. The notion of isolation or neighborhood density has been used in methods
unrelated to data series subsequences anomaly detection. These methods, usually called
density-based methods, aim to evaluate a subspace of the points (in our specific case, a
point is a subsequence) to identify either isolated subsequences or dense neighborhoods.
Even though these methods are not dedicated to detecting abnormal subsequences in data
series, they still bring interesting insight into abnormality detection and seem to bring
accurate results (even for data series).

2.5.3.1 Local Outlier Factor

Local Outlier Factor [20] is a degree of being an outlier assigned to each subsequence (of a
given length /). This degree depends on how the instance is isolated (in the distance) to the
surrounding neighborhood. First, given a data series 7" and two subsequences A, B € Ty,
k-d(A) is the distance between A and its k' nearest neighbor (N N, (A) the set of these k
nearest neighbors). The Local Outlier Factor (LOF) is based on the following reachability
distance definition:

rdp(A, B) = max(k-d(B),d(A, B))
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(a) Reachability distance (b) Local reachability density

Figure 2.5: (a) For a given data series 7', illustration of the reachability distance between
A and B and then A and C for k = 4 (with A, B,C,D € T,). (b) Difference between
rdp(A, X), X € NNi(A), when A is an anomaly and B, C, D are regular subsequences in

data series T.

The central concept behind this distance definition is to stress the homogeneity of dis-
tances between instances within the k-neighborhood (i.e., the k-neighborhood will have the
same distance between each other). Thus the local reachability can be defined as follows:

_ [NN(A)]
lT’dk(A) - ZBgNNk(A) Tdk<A, B)

Given a subsequence, A € Ty, lrd,(A) is the inverse of the averaged reachability of
A from its neighborhood, i.e., the averaged distance at which A can be reached from its
neighbors. Therefore, LOF is given by:

Z lrdy(B) ZBENk(A) lrdy(B)
— BEeNL(A) Ird(A) - [Ny (A)]

LORA) ==/ = trdn(A)

LOFj, of an instance is thus the average of the local reachability density of the neigh-
bors divided by its reachability density. Therefore, if we set subsequences of length /¢ as
instances for which the ¢ points will be the features, this factor can be used as an anomaly
score. However, it highly depends on the parameter £ to use. Figure 2.5 illustrate the reach-
ability distance and the local reachability density for k = 4. Figure 2.6 depicts LO F}; on the
MBA(803) datasets (MIT-BIH Supra-ventricular Arrhythmia Database [40, 83], in which the
anomalies are 75 points long). The plot in the middle is LO F}, computed using a small snip-
pet of 10,000 points and different & (from 20 to 80), and the bottom plot using a large snip-
pet of 100,000 points. Logically, the small snippet contains significantly fewer anomalies (3
supra-ventricular contractions) than the large snippet (62 supra-ventricular contractions).
Thus, for the small snippet, LOF}, correctly identifies the anomaly for £ > 30. However,
due to many anomalies in the snippet, LOFj, is failing to detect the anomaly regardless of
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Figure 2.6: LOF}, computed for k£ = 20, 30, 40, 50, 60, 70, 80 using a 10000 snippet (middle
plot) and 100000 snippet (bottom plot) of MBA(803). In the big snippet, due to the higher
number of anomaly, LO F}, method is not able to detect them.

the k used.

Most of the time, it is nearly impossible to know the exact value of k to use for two
reasons: (i) knowing in advance the number of anomalies that compose the data series is,
in practice, impossible. (ii) several overlapping subsequences that refer to the same anomaly
increase the neighborhood size. Therefore, regarding the length of the anomaly, the value
of k can be even larger than the number of anomalies. It is the case in Figure 2.6 (bottom
plot) where LO Fg is not able to detect all anomalies of the same type that repeats 65 times.

2.5.3.2 Isolation Forest

Isolation Forest is a density-based method that, instead of modeling the dataset’s normal
distribution, tries to isolate the outlier from the rest [75]. The key idea remains on the fact
that, in a normal distribution, anomalies are more likely to be isolated (i.e., requiring fewer
random partitions to be isolated) than normal instances.

If we assume that the latter statement is true, one only has to produce a partitioning
process indicating the isolation degree (i.e., anomalous degree) of subsequences.

Let first define the concept of Isolation Tree as stated in [75]. Let be T'r a binary where
each node has zero or two children and a test which consists of an attribute ¢ and a split
p such that it divides data points into the two children based on the condition p < ¢q. T'r
is built by dividing recursively T, randomly selecting p and ¢ until the maximal depth of
the tree is reached, or the number of different instances is equal to 1. Figure 2.7 depicts an
example of isolation trees. Using that kind of data structure, the length of the path into the
tree T'r to reach a subsequence A € T, is directly correlated to the anomaly degree of that
instances. Therefore, we can define the anomaly score as follows:
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Figure 2.7: Set of isolation trees that randomly partition a dataset. In average, for a given
data series 7', the subsequence N € T, has a longer path to the root than the subsequence
A € Ty, thus A anomaly score will be higher.

S(A,n)=2°
e AT

| T]e(n)
cln)=H(n—-1) — @

In the above equation, h(x,Tr) the length of the path to reach x in tree T'r, T a set
of different isolation trees built, n the number of instances in the training set and H the
harmonic number which can be estimated using the Euler constant.

2.5.3.3 Extended Methods on Similar concepts

Several studies have extended the concepts proposed by these density-based methods. First,
several approaches such as COF [109] have been proposed adding a "connectivity" concept
to the existing LOF' method. Similarly, ILOF [95] and DILOF [87] have been proposed to
enable an incremental computation of LOF' (which then can be used for streaming ap-
plications). Finally, extensions of Isolation Forest, such as Extended IForest [46], Hybrid
[Forest [82], and IMondrian Forest [79] have been proposed and brought an extension that
(i) improves the accuracy when labels are provided [82], (ii) improves the splitting nodes
with linear combinations of the dimensions [46], (iii) changes the structure of the trees such
that they can be changed incrementally [79].

2.5.4 Subsequence Similarity-based Approaches

In this section, we highlight the different methods for anomaly detection based on the sub-
sequences similarity principle. The problem addressed in the following work corresponds
to the identification of anomalous subsequences (of a given length) within a long data se-
quence based on their similarity/distance measure.
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2.5.4.1 Discord Definition

Similarly for density based techniques (LOF and IF), the state-of-the-art solutions for subse-
quences anomaly detection use a definition that characterizes the isolation of subsequences.
The latter definition, also called discords, is defined as follows:

Definition 3 (Discord). [124, 104, 60, 76, 36, 22, 77] A subsequence T; , is a discord, if the
distance between its nearest neighbor (NN), namely T} 4, is the largest among all the nearest
neighbors distances computed between subsequences of length ( inI". We require that T}, is
not a trivial match of T; 4.

The latter is an intuitive definition: a subsequence is a discord if its nearest neighbor
(NN) is very far away. However, this definition fails when we have two neighboring dis-
cords, with a small distance to each other and a very large distance to all the remaining
subsequences. In order to capture these situations, the m*-discord has been proposed:

Definition 4 (m'" Discord). [121] A subsequence T}, is a m'"-discord, if the distance be-
tween its m'" nearest neighbor, namely T, 4, is the largest among all the m'" nearest neighbors
distances computed between subsequences of length ¢ in T'.

Naturally, in anomaly detection, we are not only interested in the most significant
anomaly. Thus one can propose a definition that extends the previous two for the case
of the £ most significant anomalies:

Definition 5 (Top-k m!"-discord). A subsequence T}, is a Top-k m'"-discord if it has the
k' largest distance to its m'™ NN, among all subsequences of length { of T..

Note that this definition subsumes the previous two: the simple discord (Definition 3) is
equivalent to T'op-1 1%!-discord, and the m'"-discord (Definition 4) is equivalent to T'op-1
m!"-discord. Figure 2.8 illustrates these notions with an example, where for ease of exposi-
tion, we represent each subsequence as a point in 2-dimensional space. The figure depicts
two 1%-discords (Figure 2.8(a)): the discord in the top (T'op-1) has its 1-NN at a larger dis-
tance than the other subsequences. Nevertheless, a group of similar anomalies (light-red
points) is not correctly detected using T'op-1 15-discords. Figure 2.8(b) also shows a group
of three anomalous subsequences: using the T'op-1-3"%-discord is enough to identify the
isolated point and the group of three anomalies. Nevertheless, the subsequences in the
group of five anomalies are not detected.

There exist several studies that have proposed fast and scalable discord discovery al-
gorithms in various settings [104, 60, 76, 36, 124, 22, 120, 77], including simple and mth-
discords’, in-memory and disk-aware techniques, exact and approximate algorithms, using
either SAX [60, 104] (Symbolic Aggregate approXimation) or Haar wavelets [22, 36]. In the
following sections, we present the state-of-the-art solutions to the subsequence anomaly
detection problem. Note that in this discussion we focus on the T'op-k anomalies (using
instead a threshold ¢ to detect anomalies would be a straightforward modification of the
solution).

The authors of these papers define the problem as k*"-discord discovery.
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Figure 2.8: A dataset with 36 subsequences (of the same length /) depicted as points in 2-
dimensional space; 27 subsequences are normal (blue points), and 9 are anomalous (solid,
red points).

2.5.4.2 Disk Aware Discord Discovery

Disk Aware Discord Discovery method [120] (DAD) is a method that proposes a new ex-
act algorithm to discover discord requiring only two linear scans of the disk thought for
managing very large datasets. The algorithm uses the raw sequences directly. First, it ad-
dresses the more straightforward problem of detecting what is called range discord, and
then it generalizes the problem to detect the T'op-k discord.

Definition 6 (range discord). Given a data series'I" and a range value r, are retrieved all the
sub-sequences T; o at distance at least v from their nearest neighbor, among all subsequences
of length ¢ of T'.

Providing the range r may require some prior domain knowledge, but it can be obtained
by studying the nearest neighbor distance distribution of a uniformly random sample of the
overall dataset. DAD can be divided into two separate phases: candidate selection and dis-
cover refinement phases. During the first phase, one linear scan through the database is
performed, and a set of candidates C' that will contain all the discords with 1-N NV larger
than r (eventually, some false positives) is created. Then, the set C' is refined during the
refinement phase by removing all the false positives, adopting an early abandoning proce-
dure. In the end, it is possible to refine the algorithm by ranking the obtained discords and
retrieving the T'op-k discords.

2.5.4.3 GrammarViz

GrammarViz [104] adopts a different approach to find anomalies, based on the concept of
Kolmogorov complexity where the randomness in a sequence is a function of its algorithmic
incompressibility. An essential feature of this algorithm is the ability to find discords of
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different lengths. The main idea is that it is possible to represent a data series as context-
free grammar, and the parts of data series that map with few rules of the grammar is the
anomalies. The algorithm can be divided into different phases. First, the whole data series
is summarized using SAX (Symbolic Aggregate Approximation) to have discrete values and
not continuous. Then a numerosity reduction procedure is applied to limit the problem of
finding trivial matches [129] (a trivial match of T} is a subsequence 7}, s, where |i — a| <
0/2, i.e., the two subsequences overlap by more than half their length). Next, context-free
grammar is built using Sequitur, a linear space and time algorithm able to derive context-
free grammar from a string incrementally. Finally is built a rule density curve which is
the metadata that allows detecting anomalies. It is possible to obtain a rule density curve
by iterating over all grammar rules and incrementing a counter for each data series that
points to the rule spans. Once the rule density curve is obtained, it is possible to discover
approximate (considering the discord definition) anomalies by picking the minimum values
of the curve. Otherwise, by applying the algorithm RRA (Rare Rule Anomaly proposed
in [104]), it is possible to discover exact discords.

2.5.4.4 Matrix Profile

Matrix Profile [124, 129] proposes a metadata data series computed efficiently, able to pro-
vide several useful information about the analyzed data series, among them the discords.
For simplicity, we can call this metadata series matrix profile, and we can define it as fol-
lows:

Definition 7 (Matrix Profile). A matrix profile M P of a data seriesI" of length n is a data
series of length m — { — 1 where the i'" element of M P contains the Euclidean normalized
distance of the subsequence of length ¢ of T' starting at i to its nearest neighbor.

However, the latter definition does not tell us where that neighbor is located. This
information is recorded in the matrix profile index:

Definition 8 (Matrix Profile Index). A matrix profile index Iy;p is a vector of index where
Ivpli]| = j and j is the index of the nearest neighbor of i.

Two general definitions of Join matrix computation can be inferred. The first called
sel f Join corresponds exactly to the matrix profile. The second called Join corresponds to
the same operation but for two different data series. Formally we have:

Definition 9 (Data Series Self-Join). Given a data seriesT’, the self-join of I with subsequence
length ¢, denoted by T'><, T, is a metadata series, where: |T'>y T| = |T| — ¢ + 1 and
Vi, 1 < <|Tv<y T, (T<ty T); 1 = dist(Ty 0, 1" NN of T; ).

Definition 10 (Data Series Join). Given two data series A and B, and a subsequence
length (, the Join between A and B, denoted by (A <y B), is a metadata series,
where: |A>y, B| = |B] —{(+ 1and Vi,1 < i < |[Axy B|, (Axy By =
min(dist(B; g, A1), ..., dist(B; g, Ajaj—e41,0))-
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Figure 2.9: (a) Matrix profile (a2) applied on the SED (Nasa disk failure datasets) data series
snippet (a1). The highest value in the matrix profile (a;) points to an anomaly of the SED
data series. (b) Matrix profile (b2) applied on a synthetic data series (b;). The smallest value
in the matrix profile (a;) points to a motif pair in the data series.
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Figure 2.10: (a) Synthetic data series generated with random noise with two similar random
subsequences injected (red). (b) Matrix profile of the data series in (a). (c) Two similar
random subsequences injected in (a).

These metadata are computed using Mueen’s ultra-fast Algorithm for Similarity Search
(MASS) [85] that requires just O(n * log(n)) time by exploiting the F'F'T' (Fast Fourier
Transform) to calculate the dot products between the query and all the sub-sequences of
the data series. Once these metadata are generated, it is possible to retrieve the T'op-k
discord by considering the maximum value of the Matrix Profile and order it, excluding the
trivial matches (overlapping subsequences). It is also possible to retrieve the subsequences
with the shortest distance to their nearest neighbor (called moti fs). These subsequences
correspond to a recurrent motif in the data series and can, therefore, be helpful in the
anomaly search.

Figure 2.9 shows an example of the Matrix Profile metadata. On the one hand, Figure
2.9 (a) shows that the discord found corresponds to a very different subsequence from the
regular cycles. On the other hand, Figure 2.9 (b) shows that the distinct shapes are well
identified as motifs.

Figure 2.10 depicts another example of motifs search. In this case, two similar randomly
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(a.1) Electrocardiogram MBA(805) with supraventricular contractions (inred) (b.1) Electrocardiogram MBA(820) with premature heartbeat (in red)
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Figure 2.11: Nearest neighbor euclidean distance (in green) computed using Matrix Profile
for (a) an electrocardiogram containing similar supra-ventricular contractions and (b) an
electrocardiogram containing similar premature heartbeats.

generated subsequences (same random subsequences combined with small random noise
shown in Figure 2.10(c)) are injected in a random noise synthetic data series (Figure 2.10(a)).
Therefore, the motifs are not straightforward to identify. Nevertheless, the smallest value
in the matrix profile points to the correct motifs.

However, if one anomaly occurs several times, the corresponding subsequences will be
similar and thus considered as motifs. Thus the identification of multiple similar anoma-
lies is hard using matrix profile. Figure 2.11 illustrates this limitation with two examples.
Figure 2.11(a) corresponds to an electrocardiogram containing supra-ventricular contrac-
tions (in red) and Figure 2.11(b) corresponds to an electrocardiogram containing premature
heartbeat. In these two cases, the abnormal subsequences are similar to each other, and thus
the discord found using matrix profile does not correspond to the abnormal heartbeats.

2.5.4.5 Extended Methods on Similar concepts

The matrix profile algorithm has attracted much attention in the past few years, and sev-
eral extensions have been proposed. Extended methods such as STAMPI [124] proposes
an incremental implementation of the matrix profile algorithm permitting its usage for
streaming applications. VALMOD [71] has been proposed in order to permit the detection
of variable length motifs and discords. Finally, to accelerate the matrix profile computation,
SCRIMP [130] and SCAMP [131] have been proposed to either (i) efficiently provide an ac-
curate approximate matrix profile at any time while the exact computation is still running
or (ii) modify matrix profile implementation in order to use GPUs.

2.5.5 New perspectives with graph-based approaches

The other way to detect anomalies in data series (and more generally detect any specific
pattern) is to map the data series into a complex network (graph). This idea is attractive
since this data structure benefits from rich and well-developed methods on complex net-
work and graph analysis for various tasks as community detections. In our specific case of
data series anomaly detection, the task would be to find a way to map the data series into
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a graph that would help us to highlight the community of interest (the anomalies in our
case).

More specifically, the graph should represent all the possible subsequence evolution as
paths, in which the edge’s weight could correspond to the number of times this evolution
occurred. Having this kind of information would give us a way to build indicators to detect
unusual subsequences. Secondly, the graph should be small to be used and analyzed easily,
moving the problem from big data series pattern mining to small graph mining tasks. This
compression has a cost and should be measured such as the best compromise is found
between the accuracy (reducing the loss of information) and the speed (keeping the size
such as classical graph algorithm are scalable to the anomaly detection task).

No such graph-based method has been proposed in the specific case of subsequence
anomaly detection in data series. Nevertheless, we analyze the different methods to map a
data series into a graph in the following section.

We first define some basic notions related to graph theory. We define a Node Set \V as
a set of unique integers (we set this type as default). Given a Node Set NV, an Edge Set £
is then a set composed of tuples (x;, z;), where z;, x; € N; w(x;, x;) is the weight of that
edge. Formally, we define a graph as follows:

Definition 11 (Graph). Given a Node Set N, an Edge Set £ (pairs of nodes in N'), a Graph G
is an ordered pair G = (N, ).

In some specific cases, the directions of the edges matter. We thus define a directed
graph as follows:

Definition 12 (Directed Graph). A directed graph or digraph G is an ordered pair G =
(N, E) where N is a Node Set, and £ is an ordered Edge Set.

2.5.5.1 Visibility Graph

Visibility Graph [65] is a way to model a data series into a complex network where each
data series point is a node. The main idea is to connect the nodes such as one node can "see"
the other one. This visibility criterion is formally defined as follows [65]: two arbitrary data
points 7; and T} will have visibility and consequently will be connected by an edge if any
other point 7} placed between them (: < k < j) fulfills:

Jj—k

j—1

Ty <Tj+ (Ti = Tj)

Therefore, the resulted graph (also called Natural Visibility Graph) NVG = (N, )
where N = {1y, T}, ....,T,,}, and & are the edges (T;,T}) such as T; and 7 satisfy the pre-
vious equation. This graph is illustrated in Figure 2.12 (a) (blue arrows without considering
the direction).

This simple formulation also provides us some strong guarantees about the inner struc-
ture of the graph and its construction invariance to some transformation. These guaranties
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are listed as follows: (i) Since each point is linked to at least its nearest neighbors in time
(left and right), the complete graph is connected. (ii) The complete graph is undirected and
allows us more freedom in which algorithm to use. (iii) The graph construction is invariant
under the affine transformation of the data series.

Nevertheless, this modeling manner has some severe drawbacks. Even though the time
complexity is somewhat limited (O(n * log(n)) in the worst case, in nearly linear in aver-
age), the memory complexity is more problematic. Since every point of the data series will
correspond to a node, this method does not fit the case of a very large data series. Moreover,
the number of edges being at least equal to the number of nodes (and orders of magnitude
more considerable on average), it becomes very challenging to deals with such a big graph
to perform any analysis like anomaly detection.

Horizontal Visibility Graph [78] (HVG) is a specific type and a subgraph of Natural
Visibility Graph. Both of them have the same set of nodes but do not share the same set of
edges. As regards HVG, two nodes are connected if one can draw a horizontal line without
crossing any other points. Formally, the visibility criterion can be defined as follows: two
arbitrary data points 7; and 7); will have visibility and consequently will be connected by
an edge if any other point 7}, placed between them (z < k < 7) fulfills:

TZ>TkandT]>Tk

Therefore, the resulted graph (also called Horizontal Visibility Graph) HVG = (N, £)
where N = {1, T4, ....,T,,}, and & are the edges (1;,7;) such as T; and 7} satisfy the
previous equation. This graph is illustrated in Figure 2.12 (b) (both dotted line and red line
without considering the directions of the arrows). As one can see, the size of the produced
HVG is smaller and easier to use than the corresponding NVG underlined in Figure 2.12 (a).

In order to have more control, one can decide to parametrize the graph such as the
visibility is constrained in one direction. This direction can be seen as the angle between
two nodes (i.e. data series points), and the visibility criterion can be formally defined as
follows [9]: two arbitrary data points 7; and 7; will have visibility and consequently will
be connected together by an edge, if any other point 7}, placed between them (i < k < j)
fulfills:

| — k
T < T3+ (T, = 1)
T, —T;
Opin < arctan(%) < Qmin
] —1

Therefore, the resulted graph (also called Parametric Visibility Graph) PVG = (N, &)
where N' = {1, T1,....,T,,}, and & are the edges (1;,7;) such as T; and 7} satisfy the
previous equation. This graph is illustrated in Figure 2.12 (a) and (b) (full blue and red
arrows). Note that whatever the data series, NVG and PVG using (min = =5, Qmaz = 5)

2
have the same edges. The only difference is that the edges are oriented from left to right.
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Figure 2.12: For a given data series 7', (a) the corresponding Natural Visibility Graph (NVG),
and (b) the corresponding Horizontal Visibility Graph (HVG).

In the case when we have (v, > — 5 Omaz < g) (as illustrated in Figure 2.12 (b)), PVG
has less edges than NVG (and HVG in Figure 2.12 (b)).

2.5.5.2 Introduction to State-space reconstruction

State-space reconstruction is the foundation of nonlinear data series analysis [54, 19] first
proposed by Packard et al. [89]. In principle, it allows the reconstruction of the dynamics
and the behavior of a univariate data series. As claimed by Bradley et al. [19], these recon-
structions can be useful to find data series behaviors insight with guarantees to hold in the
original data series. The classical strategy for state-space reconstruction is time delay em-
bedding, where a data series value and its predecessors separated with a given delay is used
as a vector to embed the given data series value. Formally, given a data series 7" and a time
delay 7, a m dimensional state-space reconstruction vector R; can be defined as follows:

Ri = <7—‘Za 7ﬁi—T) 7—%—27'7 cey 7ﬁ’i—7n’l’>

As stated by Bradley et al. [19], mathematically, one can equivalently take forward de-
lays instead of backward ones, but for practical purposes, it is better to obey causality laws.
If 7 is very small, the coordinates in each of these vectors are strongly correlated. In the
particular case when 7 = 1, it becomes a simple subsequence embedding. As 7 is getting
larger, reconstruction unfolds off the data series space domain and highlights some deeper
(i.e., long periods) features and insights.

The primary interrogation that remains is: how to pick 7 and the number of dimensions
m? Of course, this question is dependent on the task one wants to achieve. Nevertheless,
a commonly used technique called the C-C method has been defined to find the best de-
lay [61], and false nearest neighbors methods [56] appears to be very useful to determine
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Regarding our application to anomaly detection, it is important to link these parameters
and the commonly used ones. Indeed the combination of the number of dimensions m and
the time delay 7 can be compared to the subsequence length ¢ used by both supervised and
unsupervised methods previously enumerated. As mentioned earlier, given a dimension m
and for the specific case when 7 = 1, the state space reconstruction vector is simply the
subsequence of length m. While 7 increases, the vector becomes a downsampling version
of the subsequence length 7 x m.

2.5.5.3 Complex Network Analysis

Sharing the same motivation as Lacasa et al. [65], several other works also provide a way
to build a complex network from a data series. These methods are recurrent-based and
distance-based. We will develop these two types in the following sections.

Several works (Gao et al. [38, 39]) proposed to build the graph using the recurrence
matrix Rc. For a given data series T, R its state space reconstruction vectors, Fc is defined
as follows:

RCZ‘,J’ = @(6 — HRl — RjH),for Z,] c [0, ’THA =R-1T

The function © is the Heaviside function, and € € R. Matrix R is then used to build the
adjacency matrix of the corresponding complex network. Matrix A is the adjacency matrix
of our future graph. Matrix [ is the identity matrix. The recurrence matrix itself has become
a basic tool of nonlinear data series analysis and was first introduced by Eckmann et al. [32].
The constructed complex graph is supposed to store most of the helpful information that
the Rc matrix has.

2.6 Supervised Subsequences Anomaly Detection in

Data Series

Each method listed in the previous sections was fully unsupervised. However, one can
argue that the best way to detect anomalies is to learn what an anomaly should look like
from the past. It is possible if and only if the experts provide a large number of annotations.
(i) In this case, the anomaly detection task can be considered as a classification class with
two classes: normal subsequences and abnormal subsequences. Nevertheless, (ii) in several
other cases, the construction of an abnormal subsequences class is impossible. Thus, the
only supervision possible is by using the normal subsequence class as labels. We discuss in
the following sections the solutions in the literature to handle cases (i) and (ii).
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2.6.1 Semi-Supervised Machine Learning Approaches

As mentioned earlier, it is sometimes easier to build a dataset composed of normal behavior
(real or simulated), and one can try to train a model to detect the normality and consider
as abnormal everything that the model cannot detect. In this case, we supervise the model
to learn the normality, but we complete the detection in an unsupervised way. We discuss
in the following section the various machine and deep learning methods that apply this
strategy. However, one should note that all the following methods have a serious advantage
(the training step) over the methods mentioned in the previous sections, and therefore,
should be compared very carefully.

2.6.1.1 Control Chart

Control Chart [27] is a proposed method that aims to measure the stability of a process
usually applied to control the quality and the deviation of a process (or a time series) to an
unwanted state. The deviation is measured by defining statistics of interest (such as mean,
median, standard deviation) and then by defining a range (using lower and upper bound
thresholds) in which these statistics should belong. These bounds can be set manually, but
then it requires a strong knowledge of the analyzed process.

2.6.1.2 Hidden Markov Model

Hidden Markov Model [24] (HMM) is a statistical Markov model in which we assume that
the system is a Markov process. Thus, such a model can be used for data series.

The latter aims to learn unobservable states (hidden states) from the data series. For the
specific case of anomaly detection, the hidden states are learned using data series without
any anomalies (provided by the expert). From the Hidden Markov Model, one can compute
the probability of any new sequence of points. Therefore, one can expect that the prob-
ability of an abnormal sequence will be lower than a regular sequence of points. Thus, a
threshold can be chosen in order to detect abnormal sequences.

2.6.1.3 One-class SVM

One-class Support Vector Machine (SVM) for novelty detection and anomaly discovery aims
to separate the instances from an origin and maximize the distance from the hyperplane
separation [101] or spherical separation [111]. This method is a variant of classical Support
Vector Machine for classification tasks [48]. Originally, given /-dimensional training data
points zy, ...z, € X (in our case these points correspond to subsequences of length /),
a non linear function ¢ that maps the feature space X’ to a dot product space F, a kernel
k(z,y) = (¢(x), p(y)) (usually set to a Gaussian kernel k(z, y) = e~ *=¥I°/¢), the quadratic
program to solve using a hyperplane is the following:
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Figure 2.13: One class SVM illustration in which a point corresponds to a subsequence and
only the green point are provided for the training step.
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subject to: (w.¢(x;)) > p — &,
& > 0.

Figure 2.13 illustrates the principle of One-class SVM. For a given new instance z, by
deriving the dual problem, the decision function can be defined as follows:

f(x) = 39”(2 aik(zi, ) — p)

Note that the instances z; associated with non-zero «; are called the support vectors.
Their value can be found by solving the following dual problem:

1
mamg Z oziajk(xi, l’j)

Z'7j

_ 1
subject to: 0 < o; < i

1%
ZOZZ‘:]_.

The quadratic program to solve using a spherical separation, with a given center a (lin-
ear combination of the support vector for which the Lagrange multiplier is non-zero), a
radius R and a penalty parameter C'is defined as the following:
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aErfI?l}ZnGRR +CZ£Z
7
subject to: ||z; — a||* > R* — §;

& > 0.

If we assume that such an optimization problem can be solved, we can use the decision
function as an anomaly score. To do so, one has to ensure to train the One-class SVM model
on a normal section of the data series only (those have to be annotated by a knowledge
expert and therefore require extra work to be used).

2.6.1.4 LSTM-based anomaly detection method

Long Short Term Memory (LSTM) [50] network has demonstrated to be particularly effi-
cient to learn inner features for subsequences classification or data series forecasting. More-
over, such a model can also be used for anomalies detection purpose [81, 35].

The principle of the last paper is simple as follows. A stacked LSTM model is trained
on normal parts of the data series 7. The objective is to predict the point 7; € T or the
subsequence 7}, using the subsequence 7;_,,. Consequently, the model will be trained to
forecast a healthy state of the data series, and therefore, will fail to forecast when it will
encounter an anomaly. A LSTM unit (composed of ny, cells) is composed of 4 trainable
matrix tuple defined as (W, U,,b,) € R"™? (with D = 1 if the input is a univariate data
series). The subscript ¢ can be equal to f, j, 0, ¢, which corresponds to the four gates in the
LSTM unit. Figure 2.15 depicts the components and interactions within a LSTM unit (in
blue the gates containing trainable weights). The various components are given by:

fi=o0q(WsxT; 4+ Uy x hi—y + by)

Ji = og(W; xT; + Ui x hi—y + b))

0; =0,(WoxT; + Uy * hi_y1 +b,)
ci=fiocici+jioo(WexT;+Ucxhiy +0b.)
hi = 0; 0 op(cs)

In the latter equation, the operator o denotes the Hadamard product. By combining
a large number of cells (outlined in Figure 2.15), and stacking them [81], one can fit the
weights to forecast the data series in two different ways described as follows: (i) the first
is to train the network using a fixed subsequence length [T}y, ..., 7;_1] to predict T;, (ii)
or using the same input to predict the incoming sequence [T}, ..., T;;»]. For the specific
purpose of anomaly detection, we will assume that such a model can be trained to achieve
both of the previously enumerated tasks. Then, this model has to be trained on the normal
section of the data series (a priori annotated by knowledge expertise), and the forecasting
error can be used as an anomaly score. Therefore, similarly to the one class SVM, one can
expect to obtain a more significant forecasting error for a subsequence that the model has
never seen during its training (like an anomaly) rather than a usual subsequence.
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Figure 2.14: LSTM unit architecture.

2.6.1.5 GAN-based anomaly detection method

Generative Adversarial Network (GAN) is another network architecture that has attracted
some serious interest. It was initially proposed for image generation purposes [41] but can
be used to generate data series as well.

Let us first consider multilayer perceptrons. A GAN is composed of two networks. The
first one is called the generator G(z, 0,) with 6, its parameters. The second one is called
the discriminant D(z, 0,) with 0, its parameters and x a sequence of a given length ¢. The
output of GG is the same shape as the input, and the output of D is a scalar D(z) that
represents the probability that = came from the original dataset, and therefore 1 — D(x) is
the probability of = to have been generated by GG. Formally GG and D have to be optimized
such as the two-players min-max game with value function V (G, D) defined as follows:

mC%n mDin V(G, D) = Eorpypra(logD(@)] + E.rp. () [log(1 — D(G(2)))]

For T, the set of subsequences to train on, and Z the corresponding set of vectors from
the latent space, we have the following stochastic gradient descent:

Discriminant :ngL [—logD(T;,) — log(1 — D(G(Z)))]

el 7, 2rtre
1
Generator :Vgg@ g [1—log(l — D(G(Z)))]

A/
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Figure 2.15: Illustration of GAN Network.

This architecture has been tried for the specific case of data series anomaly detection
[69]. Nevertheless, a sliding window method has been used to go deeper into the subse-
quences and adapt to anomaly detection within a data series. We describe in this section
the possible adaptation.

For the specific case of anomaly detection, the generator is trained to produce subse-
quences labeled as normal, and the discriminator is trained to discriminate the anomalies.
Thus training such a model requires having a training dataset with normal subsequences
only. However, subsequence anomaly detection is not required.

To detect the anomaly, one can use both the discriminator and the generator simultane-
ously. First, given that the discriminator has been trained to separate real (i.e., normal) from
fake (i.e., anomaly) subsequences, it can be used as a direct tool for anomaly detection. Nev-
ertheless, the generator can also be helpful. Given that the generator has been trained to
produce realistic subsequences, it will most probably fail to produce real anomalies. There-
fore, the Euclidian distance between the subsequences to evaluate and what would have
simulated the generator with the same latent input can be used to discriminate anomalies.

Formally, given a subsequence 7}, (univariate or multivariate) in the data series 7, a
trained generator G, a distance function (in practice Euclidian, Mannathan, or covariance),
one has to find Z; such that:

Z; = I%in distance(T; 0, G(Z;))

Thus the residual error of 7; , between its best latent mapping and itself is defined as
follows:
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0
Res(Tip) = > |Tipja — G(Zi);a]
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Finally, given a subsequence T 4, a value A to tune based on the importance we give to
the generator and the discriminant, the anomaly score can be defined as a convex combi-
nation of the residual error and the answer of the discriminant:

Lz,, = ARes(Ti;) + (1 — \)D(Ty,)

This subsequence score is then combined with a cumulative sum to build a global score
for the data series instance [69]. However, in the specific case of subsequence anomaly
detection within a data series, which is the focus of this work, the latter subsequence score
is enough.

2.6.1.6 Autoencoder

Autoencoder is a type of artificial neural network used to learn to reconstruct the dataset
given as input using a smaller encoding size to avoid identity reconstruction. As general
idea, autoencoder will try to learn the best latent representation (also called encoding) using
a reconstruction loss. Therefore, it will learn to compress the dataset into a shorter code,
and then uncompress that code into a dataset that closely match the original. Formally,
given two transition functions ¢ and 1, respectively called encoder and decoder, the task
of an autoencoder is the following one:

6T, — Z
biZ T,
¢,Y =aryg I}')}lwn L(Tip,9(0(Tir)))

L is a loss function that is usually set to the mean square error of the input and its re-
construction, formally written ||T; , — ¢ (¢(T;¢))||*. Regarding subsequences in data series,
this loss fits well the task since it coincides with the Euclidian distance.

For the specific task of anomaly detection, the reconstruction error can be used as an
anomalous score. The model trained on the non-anomalous subsequence of the data series
is optimized to reconstruct the normal subsequences. Therefore, all the subsequences far
from the training set will have a more considerable reconstruction error. Figure 2.16 depicts
the framework of autoencoder for data series anomaly detection task. Moreover, Figure 2.16
depicts the reconstructed subsequences using an autoencoder with encoder(Conv(64, 3)-
Relu()-Dense()-Tanh()), and decoder(DeConv(64, 3)-Relu()-Dense()-T'anh()). Figure
2.16, where the record 803 of the electro-cardiogram physiobank dataset is used as example,
illustrates the significance of the reconstruction error in the anomaly found.
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Figure 2.16: Autoencoder architecture framework for data series subsequences anomaly
detection. The loss L is used to both train the model (on the non anomalous subsequences),
and score the new subsequences.

2.6.2 Supervised Machine Learning Approaches

As mentioned earlier, if annotations are available (for both normal and abnormal subse-
quences), one can consider the anomaly detection task as a classification task. Data series
classification is considered as a challenging problem in data mining and a well studied
task [119, 33]. To address the task mentioned above, various data series classification al-
gorithms have been proposed in the past few years [5], applied in a large number of use
cases. Among them, one of the most popular and traditional data series classification meth-
ods is based on distances to the instances nearest neighbors. While the Euclidian distance
seems to miss the similarity features needed to classify correctly, the Dynamic Time Warp-
ing (DTW defined in Section 2.5.1) distance is a solid baseline [30]. Naturally, it has been
confirmed that ensembling all the individual distance-based classifiers outperforms all of
them separately. Nevertheless, recent works have shown that ensemble-based methods us-
ing other kinds of classifiers than just distance-based methods are now state-of-the-art [6].
Finally, recent works have been conducted using a deep learning method for data series
classification [34]. Most of the famous network architectures from the computer vision lit-
erature have been tried for data series classification [114]. Some variants, including multi-
length and standard transformation steps, have also been proposed [28]. In this section, we
briefly describe the methods mentioned above.

2.6.2.1 Distance-Based methods

One of the most popular and traditional data series classification methods is based on dis-
tances to the instances nearest neighbors. It consists of computing for each instance the
distance to its nearest neighbor (or to its k" nearest neighbor) in a given training set. We
then attribute to the instance the class of its nearest neighbor. For that purpose, two dis-
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tance measures are commonly used: the Euclidian and the Dynamic Time Wrapping one.
The first distance seems to fail to catch the similarity features to classify correctly. On
the contrary, the Dynamic Time Warping (DTW) distance is accurate [30]. Moreover, even
though DTW computation is slow, DTW first Nearest Neighbor (DTW 1-NN) classifier does
not require any training phase and represents an efficient solution.

2.6.2.2 Heterogeneous Ensemble-based methods

Rather than simply using one classifier to predict which class one instance belongs to, sev-
eral works have been proposed to use ensembling methods to improve the classification
accuracy [73, 6]. Such methods either ensemble several distance-based methods [72], but
ensemble also dictionary-based [99], shapelet-based [49, 74, 84, 123], frequency-based and
other general transformed-based methods [73, 7]. Such methods have shown to be signif-
icantly more accurate than all the previous state-of-the-art classifiers for data series. The
proposed Hierarchical Vote Collective of Transformation-Based Ensembles (HIVE-COTE)
remains until now the most accurate approach to classify data series. However, its execu-
tion time complexity and memory make it hardly usable in practice.

2.6.2.3 Deep Learning methods

Following the recent advances made for image analysis and classification, deep learning
methods and neural networks have been used to classify univariate and multivariate data
series. Such methods have demonstrated solid results and are now considered to be solid
baselines. We now discuss how neural networks are used.

2.6.2.4 Neural Network Notations

We are interested in classifying data series using a neural network architecture model. We
now define the essential components of neural networks.

Dense layer: The basic layer of neural network is a fully connected layer (also called
Dense layer) in which every input neuron is weighted and summed before passing through
an activation function. For univariate data series, given an input data series 7' € R", given
a vector of weights W € R" and a vector B € R", we have:

h:fa< > wi*Tﬁbi) (2.2)

T; y Wi 7bi € (Tzva)

fa is called the activation function and is a non-linear function. The commonly used
activation function f, is the rectified linear unit (ReLU) [88] that prevents the saturation
of the gradient. Nevertheless, other activations are also used in the literature as T'anh,
Leaky ReLU [118] and many others. For the specific case of multivariate data series, all
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dimensions are concatenated to give input 7, W € RP*". Finally, one can decide to have
several output neurons. In this case, each neuron is associated with a different W and B,
and Equation 2.2 is executed independently.

Convolutional layer: Convolutional layer has shown significant quality to detect
shape based and sub features in images [63, 68, 114], and recently in data series classi-
fication [34]. In general, convolutional layers are used as feature extractors and stacked
together before being passed through a dense layer that plays the role of classifier. For-
mally, for multivariate data series, given an input vector 7' € R’ and given matrices
weights W, B € R(”9), the output 2 € R™ of a convolutional layer can be seen as a uni-
variate data series. The tuple (W, B) is also called kernel, with (D, £) the size of the kernel.
Formally, for h = |hq, ..., h,], we have:

hi:fa( Z Z wk*Tk+bk)
(

76 W) B e Ty w bk €
(T'WB) (7 W@ B

IR

(2.3)

In practice, we have several kernels of size (D, ). The result is a multivariate series with
dimensions equal to the number of kernels, n;. For a given input 7' € R®?™, we define
A € R™7™ to be the output of a convolutional layer conv(ng, £). A,, is thus a univariate
series corresponding to the output of the m!" kernel (also called filter).

Global Average Pooling: Another type of layer, Pooling layers compute aver-
age/max/min operations. A specific type of pooling layer is Global Average Pooling (GAP).
This operation is averaging an entire output A,, of the m'" kernel of a convolutional layer
into one value, thus providing invariance to the position of the discriminative features.
Formally, for a set of filters A,, € A, a Global Average Pooling (GAP) is defined as follows:

Y= 3 > (An)Y (24)

JEAmM I€EAmM

Learning Phase: The learning phase uses a loss function £ that measures the accuracy
of the model and optimizes the various weights. For the sake of simplicity, we note (2 the
set containing all weights (e.g., matrices W and B defined in the previous sections). Given
a set of data series 7, we define the average loss as:

= 7 Z L(T (2.5)

TeT

Then for a given learning rate «, the average loss is back-propagated to all the weights
in the various layers. Formally the back-propagation is defined as follows:
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In the section, we will use the stochastic gradient descent using the ADAM opti-
mizer [62]. Our contribution aims to focus on which loss function to back-propagate and
what combination of the inputs should be applied to maximize the classification accuracy.

2.6.2.5 Convolutional Neural Network Architecture

A classical deep learning architecture used to perform data series classification is Convolu-
tional Neural Network Architecture [34, 114] (CNN). It corresponds to a concatenation of
convolutional layers (joined with the ReLU activation function, batch normalization, and
MaxPooling layer). The last convolutional layer is then connected with a Global Aver-
age Pooling layer and a dense layer. Unlike Multi-Layer Perceptron (MLP) architecture, the
same convolutions kernel (the weight w and the bias b) will be used for all the subsequences
in the data series. Thus, the features learned are invariant of the position in the data series.
Moreover, instances of multiple lengths can be used with the same network. Figure 2.17
depicts the CNN architectures (with a multivariate data series, for which each dimension
is stacked in one channel) with three convolutional layers and a GAP layer.

2.6.2.6 Residual Neural Network Architecture

A second classical neural network architecture is Residual Neural Network architecture [34,
114] (ResNet). This architecture is based on the classical CNN, to which we add residual
connexions between successive blocks of convolutional layers. These connections prevent
the gradient from exploding or vanishing during the learning phase and allow experts to
use deeper (i.e., a high number of layers) architecture. Figure 2.18 illustrates the ResNet
architecture.

2.6.2.7 Advanced variant Architectures

Other advanced methods have been proposed in the literature. Most of them are based on
the same components mentioned above (convolutional layers). A first approach proposed
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Figure 2.18: Residual Neural Network architecture for multivariate data series.

in the literature and mentioned in deep learning methods surveys [34, 114] is called En-
coder [105]. The latter is a hybrid deep CNN for which an attention layer replaces the GAP
layer. It enables the network to learn which parts of the data series (in the time domain)
are important for a certain classification. However, this approach seems to be less accurate
than ResNet or CNN [34].

A second approach proposed is Multi-scale Convolutional Neural Network
(MCNN) [28]. This architecture is trained using identical input subsequences with
different lengths (using either downsampling or smoothing operation). The goal is to learn
features of different temporalities and to be able to detect patterns and trends of different
lengths using only one architecture. Nevertheless, this approach seems to be less accurate
than ResNet or CNN [34].

A third variant approach is Multi-Channel Deep Convolutional Neural Network (MCD-
CNN) [127], which was originally proposed for multivariate data series. The main differ-
ence between this architecture and the classical convolutional neural network architecture
is that the convolutions are computed independently for each dimension.

Moreover, Time LeNet [42] is another variant architecture proposed inspired by the
LeNet architecture from document recognition task [67]. This architecture is very simi-
lar to the classical CNN architecture (concatenation of convolutional layers) but contains
Max Pooling operations between the convolutional layers. It enables the network to learn
general features that are invariant to small perturbations. The last difference between CNN
and Time-CNN remains in the usage of a fully connected dense layer (connected to every
neuron of the last convolutional layer) instead of a GAP layer. Thus, due to the very high
number of weights on the last dense layer, this architecture is significantly slower to train.
Moreover, this approach seems to be less accurate than the other proposed methods [34].

InceptionTime [52] is a recently proposed architecture as an equivalent of AlexNet for
time series. InceptionTime is an ensemble of five deep learning models, and each one is
created using multiple Inception modules [108]. Each individual model has the same archi-
tecture. The core idea of an Inception module is to use multiple filters simultaneously to
an input time series. The module includes kernels of varying lengths, which permits the
network to learn relevant features of variable lengths.

Finally, other architectures have been proposed like Time Warping Invariant Echo State
Network (TWIESN) [110] (a recurrent architecture originally proposed for data series fore-
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Figure 2.19: Illustration of Class Activation Map for CNN architecture.

casting) tested and implemented for data series in [34], and Time Convolutional Neural
Network (Time-CNN) [126], an architecture that uses MSE instead of the classical cross-
entropy loss function. However, these architectures seem to have significantly worse results
than the classical architectures [34].

2.6.3 Finding Precursors of Abnormal Subsequences

The previously mentioned supervised methods have two significant benefits: (i) as anno-
tations and supervision have been provided, these methods are naturally more accurate
than unsupervised and semi-supervised approaches, (ii) the anomaly investigation can be
further extended in order to identify precursors or symptoms of the classified anomaly. The
latter can be seen as discriminant features or subsequences characterizing the abnormal
class. We now discuss methods that identify such discriminant features.

2.6.3.1 Discriminant features identification

In order to identify discriminant features, one needs to interpret the decision made by the
model and identify which section of the input data is used to make this decision. One re-
quirement is to have a trained model with a high enough accuracy. If the accuracy is low,
the discriminant features will be irrelevant. Moreover, the discriminant features might not
be one entire dimension or one point for the specific case of data series but might be a
subsequence within a specific dimension. For that purpose, discriminant features identifi-
cation can be seen as object detection in a picture, where the object is a subsequence, and
the picture is a data series.

2.6.3.2 Class Activation Map for Univariate Data Series

Class Activation Map [128] (CAM) has been proposed to highlight the parts of an image that
contributed the most for a given class identification. The latter has been adapted and ex-
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perimented on data series [34, 114] (univariate and multivariate). This method explains the
classification of a certain deep learning model by highlighting the subsequences that con-
tributed the most to a certain classification. One should note that the Class Activation Map
method can only be used if and only if a Global Average Pooling layer has been used before
the softmax classifier. Thus, only the classical architecture CNN and ResNet proposed in
the literature can benefit from the Class Activation Map. As mentioned in [34, 114] one
should note that this is a very novel research area (especially for data series classification)
which is most of the time considered secondary for improving accuracy. As mentioned ear-
lier, only 2 out of the 9 data series classification approaches listed above provide a method
that explains the decision taken. We now elaborate on the mathematical formulation of the
Class Activation Map method. Formally, let A be the result of the last convolutional layer
conv(ng, (), which is a multivariate data series with n; dimensions and of length n. A4, is
the univariate time series for the dimension m € [1,n| corresponding to the m" kernel.

Let wel be the weight between the m" kernel and the output neuron of class C; € C.
Since a Global Average Pooling layer is used, then the input to the neuron of class C; can
be expressed by the following equation:

zcj:ZwS,{ Z (Anr)i

(Am)i€Am

The second sum represents the averaged time series over the whole time dimension.

Note that weight W is independent of index ¢ (thanks to the Global Average pooling layer).
Thus, z¢, can also be written by the following equation:

~C; = Z ng{(AM)i
(Apr)i€Am m

Finally, CAMc, = [CAMc, o, ..., CAMg, ,] that underlines the discriminative features
of class C; is defined as follows:

Vi € [0,n], CAMe,; =Y w(Ay);

As a consequence, C’AMcj is a univariate data series where each element at index i
indicates the significance of index ¢ (regardless of the dimensions) for the classification as
class C;. Figure 2.19 illustrates the process of computing the Class Activation Map and
identifying the significant subsequences in the initial data series.

2.6.3.3 Limitation of Class Activation Map for Multivariate Data Series

As mentioned earlier, a CAM that highlights the discriminative subsequences of class C;,
CAMe,,is aunivariate data series. The information provided by C'AM, is sufficient for the
case of univariate series classification. Nevertheless, the explanation provided by CAM¢,
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Method name H unsup. ‘ semi-sup. ‘ sup. ‘ univ. ‘ multiv. ‘ static ‘ streaming ‘ complexity ‘
Density-based
Local Outlier Factor (Section 2.5.3.1) X X o(T]?)
Isolation Forest (Section 2.5.3.2) X X O(a|T|log(|T]))
IMondrian Forest (Section 2.5.3.3) X O(a|T|log(|T]))
Distance-based
STOMP (Section 2.5.4.4) X X o(|T)?)
STAMPI (Section 2.5.4.4) X o(|T)?)
GrammarViz (Section 2.5.4.3) X X O(a|T))
DAD (Section 2.5.4.2) X X O(a|T))
Graph-based
Visibility Graph (Section 2.5.5.1) X X O(|T|log(|T]))
Complex Network (Section 2.5.5.3) X X o(IT]?)
Machine and Deep learning-based
Control Chart (Section 2.6.1.1) X -
Hidden Markov Model (Section 2.6.1.2) X -
OCSVM (Section 2.6.1.3) X -
LSTM (Section 2.6.1.4) X X -
GAN (Section 2.6.1.5) X X -
AE (Section 2.6.1.6) X X -
CNN (Section 2.6.2.5) X X X -
ResNet (Section 2.6.2.6) X X X -
InceptionTime (Section 2.6.2.7) X X X -

Table 2.1: Summary and taxonomy of methods listed in this chapter. Note that none of these
approaches can handle missing data points and unsynchronized data series. Preprocessing
steps are thus needed.

is deficient in the specific case of multivariate data series classification. For example, even
though the significant temporal index is correctly highlighted, no information can be re-
trieved on which dimension is significant or not. Solving this severe limitation is a signifi-
cant challenge for several domains.

2.7 Summary

Table 2.1 depicts a summary of all the methods listed in this chapter and their characteristics
and taxonomy described in the previous section. We included graph-based approaches,
even though these methods were not introduced explicitly for anomaly detection purposes.
We denote by Complex Network the methods that are trying to build a graph based on the
phase space of the data series. Finally, we report in Table 2.1 the execution time complexity
to the data series length that we note |7'| («v is used to embed the different parameters and
inner components of the methods that have a significant impact on the execution time).
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Unsupervised subsequence anomaly (or outlier) detection in long sequences is an important
problem with applications in many domains. However, the approaches that have been pro-
posed so far in the literature have severe limitations: they either require prior domain knowl-
edge or become cumbersome and expensive to use in situations with recurrent anomalies of
the same type. This chapter addresses these problems and proposes two generic approaches,
NormA and Series2Graph, two novel approaches suitable for domain-agnostic anomaly de-
tection. NormA is based on a new data series primitive, which permits to detect anomalies
based on their (dis)similarity to a model that represents normal behavior. Series2Graph aims
to embed the data series into a directed graph that emphasizes the unusual and potentially ab-
normal subsequences. The experimental results on several real datasets demonstrate that the
proposed approaches correctly identify both single and recurrent anomalies of various types,
with no prior knowledge of the characteristics of these anomalies (except for their length).
Moreover, it outperforms the current state-of-the-art algorithms in terms of accuracy while
being faster in execution time.
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3.1 Limitations of Current Approaches

Anomaly, or outlier detection is an old problem, finding applications in a wide range of
domains. In the specific context of sequences, we are interested in identifying anomalous
subsequences. That is, the outlier is not a single value but rather a sequence of values.
As described in the previous chapter, existing techniques either explicitly look for a set of
pre-determined types of anomalies [44, 1], or identify as anomalies the subsequences with
the largest distances to their nearest neighbors [124, 104]. We observed and illustrated in
the previous chapter that these approaches pose limitations to the subsequence anomaly
identification task for several reasons. We summarize below these limitations.

First, anomalous behaviors are not always known. Therefore, techniques that use spe-
cific domain knowledge for mining anomalies (e.g., in cardiology [44], and engineering [3])
involve several finely-tuned parameters and do not generalize to new cases and domains.
Second, in the case of general, domain-agnostic techniques for subsequence anomaly de-
tection, the state-of-the-art algorithms (e.g., see Section 2.5.4.3 and Section 2.5.4.4) have
been developed for the case of a single anomaly in the dataset, or multiple different (from
one another) anomalies. The reason is that these algorithms are based on the distance of
a subsequence to its Nearest-Neighbor (NN) in the dataset: the subsequence that has the
farthest NN is marked as an anomaly. Third, in order to remedy this situation, the mth dis-
cord approach has been proposed (see Section 2.5.4.2). This approach takes into account the
multiplicity, m, of the anomalous subsequences that are similar to one another and marks
as anomalies all the subsequences in the same group by computing the m'* (instead of the
1Y) NN for each subsequence. Nevertheless, this approach assumes that we know the mul-
tiplicity m, which is not valid in practice (otherwise, we need to re-execute the algorithms
for several different m values).

Finally, another drawback of existing unsupervised methods for subsequence anomaly
detection is the execution time complexity. Discord-based methods and Local Outlier Factor
methods usually require a high execution time. As unsupervised methods are commonly
used for exploratory purposes, the execution time can be a significant limitation for users.

In the following section, we address the problems mentioned above and propose two
generic approaches. Then, we empirically demonstrate their advantages for the specific
task of unsupervised subsequence anomaly detection in accuracy and execution time.

3.2 Proposed Approaches: a Generic idea

In this section, we describe our proposed approaches to the problems of unsupervised sub-
sequence anomaly detection in data series (as defined in Problem 1). The generic idea of
our proposed approaches is to focus on the construction of a data structure that summa-
rizes the normal behaviors of a targeted data series [11]. We abstractly define the normal
behavior of the data series as follows:

Definition 13 (Normal Behavior, Ng). Given a data series'I', Ng is a model that represents
the normal (i.e., not anomalous) trends and patterns in T'.
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Figure 3.1: [llustration of the two subsequence anomaly definitions proposed approaches:
(a) NormA; (b) Series2Graph.

The above definition is not precise on purpose: it allows several interpretations, leading
to different kinds of models. Nevertheless, subsequence anomalies can then be defined uni-
formly: anomalies are the subsequences with the largest distances to the expected, normal
behavior, N (or their distance is above a set threshold). Therefore, both of the proposed
approaches will define their data structure to represent Np, as well as their distance mea-
sure.

Overall, the problem (derived from Problem 1) we solve in this chapter is defined as
follows.

Problem 1 (Subseq. Anom. Detection). Given a data series T, and a targeted anomaly
subsequence length (, propose a function f : T — {N, A} decomposed into two different
functions: (i) f1 : T — Np and (ii) dy, : T — {N,A}. Overall, f returns A, a set
containing the 1) most abnormal subsequences of length (.

In the following sections, we describe the two proposed approach that introduce a spe-
cific data structure that enables fast and accurate detection. Figure 3.1(a) is an illustration of
the data structure used by NormA (called Normal Model and defined in Section 3.3) and Fig-
ure 3.1(b) illustrates the graph data structure used by Series2Graph (defined in Section 3.4).

3.3 NormA: Set-based modeling of the data series

3.3.1 Normal Model Definition

We now present NormA. We propose a formalization for Np, called the Normal Model,
denoted N,,, and defined as follows [18, 13]:

Definition 14 (Normal Model, Ny;). Ny, is defined as the following set of sequences:
Ny = {(N](\)/bwo)? (Nj%wwl)a o (N]T\L/[ﬂ wn)}
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where N, is a subsequence of length {,, (the same for all N, ) that corresponds to a recurring
behavior in the data series T, and w' is its normality score (the higher this score is, the more
usual the behavior represented by N, is).

In other words, this model averages (with proper weights) the different recurrent be-
haviors observed in the data, such that all the normal behaviors of the data series will be
represented in the normal model, while unusual behaviors will not (or will have a very low
weight).

Figure 3.1(a) is an illustration of a Normal Model. As depicted, the Normal Model N,
is a weighted combination of a set of subsequences (points within the dotted circles). The
combination of these subsequences and their related weights returns distances d;, d;, dj, that
are high enough to be differentiated from the normal points/subsequences. These distances
can be seen as the distance between subsequences and a weighted barycenter B (in green)
that represents /V,;. Note that we do not actually compute this barycenter; we illustrate it
in Figure 3.1(a) for visualization purposes. Moreover, we choose {y,, > ¢ in order to make
sure that we do not miss useful subsequences, i.e., subsequences with a large overlap with
an anomalous subsequence. For instance, for a given subsequence of length /¢, a normal
model of length /y,, = 2¢ will also contain the subsequences overlapping with the first
and last half of the anomalous subsequence.

As we have defined the data structure N,; that represents the normal behavior of a
given data series 7', we now define the distance to V), which is used as anomaly score:

Definition 15 (Subsequence Anomaly Score: Distance to Ny;). Assume a data series T,
the set Ty of all its subsequences of length {, and the Normal Model N); of T. Then, the
subsequence T;, € T, with anomaly score, i.e., distance to Ny, dn,,(Tj,) = ZN}M w' *
MANe(0,0x,, ] {d(T},, N}WM)} is an anomaly if dy,, (T} ) is in then largest distances among
all subsequences in T, or dy,, (T ¢) > €, where e € Ry is a threshold.

Note that the only essential input parameter is the length ¢ of the anomaly (which is
also one of the inputs in all relevant algorithms in the literature listed in Table 2.1). The
parameter 7) (or €) is not essential, as long as the algorithm can rank the anomalies. We stress
that in practice, experts start by examining the most anomalous pattern and then move
down in the ranked list since there is (in general) no rigid threshold separating anomalous
from non-anomalous behaviors [8].

As we mentioned above and will detail later on, we choose to define N, as a set of
sequences that summarizes normality in 7" by representing the average behavior of a set
of normal sequences. Intuitively, NV}, is the set of data series which tries to minimize the
sum of distances (distance function d in Definition 15) between itself and some of the sub-
sequences in 7. The Normal Model and subsequence anomaly definition are illustrated in
Figure 3.2. Last but not least, we need to compute N, in an unsupervised way, i.e., without
having normal and abnormal labels for the subsequences in T,.

Observe that this definition of N, implies the following challenge: even though Ny,
summarizes the normal behavior only, it needs to be computed based on 7', which may
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(thick lines) of subsequences (thin lines) of 7". Each subsequence of 7" is compared to all
centroids N}, weighted by w’ (black box). (c) Anomaly score dy,, of all subsequences of 7:
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Symbol Description
Ny Normal Model of T’
Ni, the i'" sequence of Normal Model of T
w' Normality score of Ni,
Ny, length of Normal Model Ny,
Nip<, T | join between Ni, and T with subsequence length ¢
T, T self-join of 7" with subsequence length /y;,,
S a subset of subsequences of 7', of length /y,,
C a set of clusters of subsequences of length /,,
c one cluster in C
Center(c) the centroid of cluster ¢

Table 3.1: NormA table of symbols

include (several) anomalies. We address these challenges by taking advantage of the fact
that anomalies are a minority class. Table 3.1 summarizes the symbols we use to describe
NormA (and its computational steps) in the following sections.

3.3.2 Computational Steps

We now define the computational steps involved to build automatically the Normal Model
Nj; and the anomaly score computation based on N);. Recall that V), should capture
(summarize) the normal behavior of the data. It may not be tough to do for a sequence 7" that
does not contain any anomalous subsequences. In practice, however, we would like to apply
the NormA approach in an unsupervised way on any sequence, which may contain several
anomalies. The challenge is then how to compute V), based on a sequence 7" that contains
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anomalies, without user intervention and prior knowledge of the anomalies (except for
their length), and then identify the anomalous subsequences in this same sequence 7.

Note that the N, length, /y,,, is larger than the anomaly length /, so that we do not
miss subsequences that have a large overlap with an anomalous subsequence: given a sub-
sequence of length ¢, if we choose a normal model of length /y,, = 2/, it will contain the
subsequences overlapping with the first and last half of the anomalous subsequence, which
is desirable.

NormA approach (N, extraction and anomaly score computation) is thus composed of
the following four steps.

1. Sampling of Subsequences: We extract the subsequences, which can serve as can-
didates for building the N, (blue subsequences in Figure 3.2(b)).

2. Subsequences Clustering: We group these subsequences according to their simi-
larity, adopting a hierarchical clustering strategy, augmented by automated identi-
fication of the right number of clusters, based on the Minimum Description Length
principle (the centroids of the resulting clustering are illustrated by the black data
series in Figure 3.2(b)).

3. Cluster Scoring: We then score the clusters computed in the previous step. Finally,
we set the Normal model Ny, = {(NY, w), (Niy, w')..., (N3, w™)}, with N, the
centroid of the i*" cluster, and w' its score.

4. Anomaly Score Computation: We finally score each subsequence in the data series
(illustrated in Figure 3.2(c)) and extract the most anomalous subsequences (illustrated
as the red subsequences 77, in Figure 3.2).

We now elaborate on these N); computational steps and the anomaly score computa-
tion.

3.3.2.1 Sampling of Subsequences

Remember that we are interested in describing the normal behavior of a system. Hence, we
need to identify the subsequences (of the data series in which we wish to detect anomalies)
that occur approximately the same along with the data series. These subsequences are a
form of recurrent patterns and should represent the normal behavior. Good candidate sub-
sequences are those that satisfy the following properties: (i) they are similar to one another
(normal behavior repeats approximately the same); (ii) they cover a large percentage of the
data (not all extracted from the same part of the series); and (iii) they have high cardinality
(appear frequently in the series).

In order to discover groups of recurrent patterns we adopt a strategy that groups similar
subsequences without knowing beforehand their range and frequency. Since subsequence
clustering has high time and memory complexity, considering every possible subsequence
of alarge input data series would not be a suitable solution, both in execution time efficiency
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and in accuracy [58]. We thus decide to ignore some subsequences [96] and select only a
subset of them in the original data series.

We describe two variations of our candidate subsequence selection strategy, one motif-
based strategy and one random selection strategy. In the first strategy, we select subse-
quences from 7' that have high similarity to 7" (excluding overlapping subsequences). To
that extent, we sort the subsequences of T according to the distances to their 1** NN in 7.
We can achieve this with the self-join (defined in Section 2.5.4.4). For each position ¢ in the
data series 7', the self-join sequence contains the nearest neighbor distance of the subse-
quence 7}, (an example is shown in Figure 2.9). Given the self-join of 7', we can discard
the isolated occurrences, namely, the subsequences that do not have a close match and thus
have the highest self-join values.

Given an input data series 7" and its self-join (71, 7"), we define the set of the clustering
candidate patterns (subsequences), S**//7°™" selected by means of the self-join:

Definition 16 (Motif Set: S*¢!/7°"). Given a data series T' and a subsequence length {, we
define S*cl/ioin gs:

SHHIM = T4y, 11 <0 <|T| =y, + 1A (T T); < €} (3.1)
where e € R, Moreover, if Ty sy, Tjay,, € S*9" = |i — j| > In,,.

The S*¢!/7°i" set contains non-overlapping subsequences of T which are not isolated
occurrences.

In the second selection strategy, we use a random sampling strategy. Even though ran-
dom motif selection could be performed [70], we decide to use uniform random sampling as
a first baseline. We sample from 7" a subset of non-overlapping subsequences, generating
the candidate set as follows:

Definition 17 (Random Set: S**"'¢), Given a data series T, a subsequence length (;,,, and
a sampling rate 0 < r < 1, we define S*¥™V!¢ gs:

Ssample _ {TMNM |0 <1< |T — ENM + 1’} (3.2)

T.

such that [S*™¢| < rx|Ty, |/n,,. Moreover, if T; Jin,, €SP = |i—j| >

Ny, -

7€N]\/I ?

In S*®Pl¢ e place the subsequences that are randomly chosen until we reach the
maximum size of |[S**"¢| that respects the constraint in Definition 17. Thanks to the uni-
form distribution of the random sampling, the subsequences in S**! also cover the entire
length of the data series 7'.

Note that in the optimal case, where 7' is a periodic data series, we know that there are at
most |T, Ny |/¢n,, non-overlapping recurrent patterns, assuming that /y,, is the length of
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the period. We thus consider this value as an upper bound for the S*¢*/7°" cardinality. This
value also represents the maximum number of fixed length cycles occurring in an aperiodic
data series. Among the datasets we consider in the empirical evaluation the maximum

value of [Ty, |/Cn,, corresponds to the 1.3% of [Ty, | Moreover, we notice that setting

the threshold € = (Tt T') in S*¢/9°" always allows to filter isolated subsequences in 7.

3.3.2.2 Clustering Step

At this point, we are ready to present the adopted clustering technique to group subse-
quences in S (S*¢!/7°in or S*@™Pl¢) In that regard, we consider their complete-linkage (den-
drogram), resulting from the agglomerative hierarchical clustering [21]. Following previ-
ous work, we select a dendrogram cut by applying the Minimum Description Length prin-
ciple [97, 96].

We define description length as the total number of bits used to represent a subsequence,
namely its entropy. Given a data series T, we measure its entropy H(7T') as:

7|
H(T) == P(T =T;1)logsP(T = T};) (3.3)

i=1

The notation P(T" = 7T;;), denotes the probability of finding the value 7;; in 7. The
description length DL of T is then defined as DL(T) = |T| * H(T), and quantifies the
storage requirement of a sequence. It is minimized, when a data series contains the highest
number of repeated values. In this case, bits compression reduces the space.

Once the subsequences are grouped, we can represent them by using their distances
to the cluster centers. If the clustering is optimal, we expect the sequences to have high
similarity to their cluster centers. We consider the subsequences at the clustering stage in
their SAX form (Symbolic Aggregate approXimation), where each real value is assigned a
discrete label [106].

We introduce the conditional description length of a data series 7" (that quantifies the
bits needed to store it), when knowing its cluster center sequence C:

DL(T|C) = DL(T — C) (3.4)

Given a cluster of subsequences, C (with the centroid é), we compute the conditional cluster
description length DLC', namely the number of bits used to encode the cluster using its
center:

DLC(C|C) = DL(C) + Y _(DL(T|C)) (3.5)

TeC

where the non-conditional DLC(C) = 3 ;.o(DL(T)). Given a set of clusters C, in order
to quantify the compression achieved by C, we compare the bits needed to store all the
subsequences, with and without knowing C. We thus apply the bitsave measure:

bitsave(C) = Y ~DLC(C) — DLC(C|C) (3.6)

ceC
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Algorithm 1: Subsequences Clustering

input : subsequences set S
output: a cluster set C

1 Dendrogram <— CompleteLinkage(S);

2 C « {;

3 lastBitsave < —oo;

4 foreach cut in Dendrogram in top-down order do

5 C’ < get subsequences clusters from cut;
6 if bitsave(C') > last Bitsave then

7 C«+C;

8 last Bitsave < bitsave(C');

9 else

10 ‘ break;

11 end
12 end

In Algorithm 1, we report the clustering procedure, which selects and outputs the clus-
ters of a dendrogram cut. The subsequences linkage is computed in Line 1. Subsequently,
we iterate over the cuts in a top-down manner (Line 4). Therefore, we start by consider-
ing the cuts that produce the least number of clusters. We expect that the highest bitsave
is attained by grouping subsequences in the smallest amount of groups if cluster intra-
similarity is maximized. Hence, we iterate the cuts until their clusters bitsave stops to
increase (Line 6). We thus pick the clusters resulting from the last encountered cluster.
This permits to group the subsequences, maximizing their similarity and frequency.

3.3.2.3 Weights Computations

Each cluster we compute in Algorithm 1 becomes the candidate group of subsequences (can-
didate cluster) that are considered to build the Normal Model. We now propose a scoring
function, which permits to compute w’ (that can be seen as the normality degree) for each
candidate cluster 7. Intuitively, the cluster and subsequences with the top score are the most
representative of the different, recurring patterns in the entire data series; the next cluster
is less representative (but still contains subsequences that are close to normal behavior).

Let S C Ty, be a subset of subsequences in T of length {y,,. We can then compute
the coverage of S, Coverage(S) = MaxzOf fset(S) — MinOf fset(S), which measures the
distance between the maximum and minimum offsets in 7" (of two S subsequences), and
corresponds to the span of 7" from where the subsequences in S were extracted. We will
also refer to the frequency of S, Frequency(S) = |S| (equal to the cardinality of S).

Moreover, we want to consider an inter-clustering property, namely the centrality. We
borrow this definition from the graph analysis literature [117], which states that the most
central node in a graph denotes its influence. Given a cluster set C and a cluster C € C, we
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define centrality as:

Centrality(C,C) = (3.7)

Recall that a cluster of subsequences, denoted by C, formally coincides with a set of
subsequences S. The Center function we adopt in our work is the centroid, which is the
arithmetic mean vector of the subsequences in a cluster c.

Intuitively, to set the weights w? for all clusters i, we need to consider the subsequences
that most often occur along the largest part of the data. It translates to identifying the
cluster with the highest frequency and the broadest coverage. In order to account for the
most recurrent subsequence, we also adopt the centrality measure. If a subsequence is the
most recurrent, we expect that all its occurrences are grouped in the cluster with the highest
centrality.

We are now ready to score the candidate clusters, taking into account the frequency and
coverage of the subsequences in each cluster, and its centrality as well. After normalizing
Frequency(C), Coverage(C), and Centrality(C) so that each lies in the [1, 2] interval for
all C € C (normalization is needed so that all three criteria have equal weight), the score
we assign to a cluster C, given also the complete clusters set C, is the following:

Norm(C,C) = Frequency(C)? x Coverage(C) x Centrality(C,C) (3.8)

The Norm function provides an index with regards to the Normal Model properties
we take into consideration. Since high coverage values might erroneously be assigned to
clusters with low frequency, we favor clusters that have high frequency. For this reason, it
appears squared in Equation 3.8.

3.3.2.4 Normal Model Extraction

In Figure 3.3(a), we report the cluster scores we obtain for the MBA ECG recordings (pa-
tient 803). In the plot, we report each cluster Norm score (the size of the red point is
proportional to Frequency(C)) coupled with their coverage (blue line), which starts and
ends respectively at the smallest and largest offset of the cluster subsequences. In the
right part of Figure 3.3, we depict the subsequences in each cluster. The x-axis value as-
signed to each red point is the arithmetic mean of its subsequences offsets in the corre-
sponding cluster. This set of clusters C = {Cy, ...,C,} will be used in the Normal Model
Ny = {(Ny, w°), ...(N§,, w™) }, with N}, = Center(C;) and w' = Norm(C;, C).

In this example, the subsequences in the cluster with the highest Norm score repre-
sent correct Heartbeat Ventricles contracts. The centroid of this cluster will be the most
influential in V);. On the other hand, clusters with low scores contain subsequences that
do not represent any known features (they may be noise or even repeated anomalies) and,
therefore, will not have a real influence in N,,.
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Figure 3.3: (a) Norm cluster scoring of MBA ECG recordings (patient 803); (b) N orm cluster
scoring of the concatenation of two MBA ECG recordings (patient 803 and 805).

3.3.2.5 Anomaly Score Computation

We now discuss the problem of how to identify the anomalous subsequences
in a series 7, assuming that we have computed the Normal Model N, =
{(NY, ), (Nij, w')..., (N%, w")}. Remember that N, (ideally) represents the expected,
normal behavior of the data. Intuitively, the anomalous subsequences are the ones that are
far away from most of the subsequences in N,.

Our technique starts by considering the pairwise distances between each subsequence
of length ¢ in T to subsequences of the same length in each of N}, in N,;. For each subse-
quence N}, in Ny, this operation results in a meta-sequence, N}, T (the join sequence
defined in Definition 10), that contains at position j the nearest neighbor distance between
subsequence 7, and any subsequence of the same length, ¢, in Ny,.

We compute all the join sequences N}, T (with (Ni,, w®) € Nys), which contain the
distances between each subsequence of 7" and their nearest neighbor in N,. As described
in Definition 15, we then compute the anomaly score for each subsequence. This score
corresponds to the nearest neighbor distance between the subsequence to score and all
the subsequences in each N}, in N);. Given a subsequence T}, we retrieve the nearest
neighbor distance between T}, and every Ni, € Ny, (Ni;><y T);. We then weigh these
distances with w; and sum them. Formally, for each subsequence in 7; ;, the anomaly score
is computed as:

ANy, (Tj,é) - Z wi<NJZ‘\/[N€ T)j (3.9)

(N, wieNy

These scores represent the degree of abnormality: the larger the score is, the more
abnormal the subsequence is. We then have to extract the £ subsequences of length /,
which have the highest scores and rank them.
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Algorithm 2: NormA
input : data series 7', Normal Model length /y;,,, subsequence length ¢

output: Normal Model N, and list for Anomalies

// Compute the Normal Model Ny,
1 compute S*/i°m (or §5mPle) from T}
// compute the set of subsequences clusters in T (C)
2 C < SubsequencesClustering(S, {n,,);
3 Ny 1§}
4 forCinC do
5 ‘ add (centroid(C), Norm(C,C)) in Nyy;
¢ end
// Compute the anomaly score for each subsequence in T
7 allJoin < [[;
s foreach (Ni,, w') in Nj; do
9 ‘ allJoin < N]"V[Ng T,
10 end
11 AnomalyScore d < |[;
12 foreach j € [0, |7 — (| do
13 ‘ d <+ Z(N;'w,wi)eNM w'joinlj] ;
14 end
15 Anomalies < subsequences with top-k d values;
16 Anomalies < sort subsequences in Anomalies in order of decreasing values in d

3.3.3 Overall Algorithm and Complexity Analysis

The overall procedure for computing the Normal Model is then structured as shown in
Algorithm 2. In Line 1, we select a subset of subsequences, S, applying one of the two
strategies we discussed earlier (i.e., Sselfiom o Ssa@mple) which take into consideration sev-
eral desired characteristics of the correct (non-anomalous) part of the data. Subsequently,
we cluster them in Line 2. In Line 4, we iterate each cluster that is assigned to the Norm
score (Line 5) and then added to the Normal Model as a tuple composed of its centroid and
its score. The assigned score quantifies how much a group of similar subsequences (clus-
ter) supports the properties we define over correct data. We use NormA-SJ to refer to the
algorithm that uses S*/7°" and NormA-smpl for the variation with Ss¢m?'e,

3.3.3.1 Normal Model construction complexity

The complexity of the first section of Algorithm 2 depends on the choice of the subsequence
selection strategy performed in the initial part. We can compute S*//7°" ysing the state-
of-the art algorithm Stomp [129] in O(|T|?) time. On the other hand, computing S¥rle
takes linear time in the worst case (O(|7'])). In the experimental evaluation, we test the

67



CHAPTER 3

two selection strategies in isolation to assess their accuracy separately. Subsequently, the
subsequences linkage computation takes O({y,, * |S|?).

It is important to note that the space of |S| is in general two orders of magnitude smaller
than the original space of 7". In turn, selecting a dendrogram cut has a worst-case time
complexity of O({y,, * |S|?), when all the cuts need to be evaluated. As we show in the
experimental evaluation, the number of cuts considered in Algorithm 2 is very small in
practice.

3.3.3.2 Score computation complexity

The complexity of the second section of Algorithm 2 is defined by the computation of N},
T, which is bounded by O(|T'| % {x,, * | Na|), where | Nj/| is the number of subsequences in
Ny (remember that | Ny,| << |T'|). Therefore, the anomalies extraction step is negligible,
and the complexity is O(|T'| * {n,, * | Nasl)-

3.3.3.3 Overall complexity

To conclude the overall complexity in the worst case is O({y,, (|S|? + |T'| * |Nys|)) for
NormA-smpl and O(|T| * 2) for NormA-S]J. As one can notice, the complexity of NormA-SJ
is significantly worse than NormA-smpl. We will demonstrate the advantage in execution
time of NormA-smpl in Section 3.5.8.

3.4 Series2Graph: Graph-based modeling of the data se-

ries

We now present an alternative data structure to represent the subsequences normal behav-
iors of the data series. The previous normal model was a set of subsequences that aimed to
store both normal and abnormal subsequences in the same set, associated with weights that
rank them based on their normality. One can argue that ordering information is missing
from this data structure representation. We thus formulate an approach for subsequence
anomaly detection based on the data series representation into a Graph, in which edges
encode the ordering information [12]. Figure 3.1(b) illustrates the Graph data structure.

3.4.1 Subsequence Graph Definition

We now provide a new formulation for subsequence anomaly detection. The idea is that
a data series is transformed into a sequence of abstract states (corresponding to different
subsequence patterns), represented by nodes N in a directed graph, G(N, £), where the
edges &£ encode the number of times one state occurred after another. Thus, normality can
be characterized by (i) the edge weight, which indicates the number of times two subse-
quences occurred one after the other in the original sequence, and (ii) the node degree, the
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3-Normality 3-Anomaly 3-Normality
2-Normality 2-Anomaly 2-Normality 3-Anomaly
1-Normality ‘

1-Normality 2-Anomaly
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O * O

(d)
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Figure 3.4: 3-Normality, 2-Normality, 1-Normality, and 3-Anomaly, 2-Anomaly for two
given graphs ((a),(b) and (c),(d)) representing the simplified model of two data series. Edge
weights and node degrees are used to define the §-Normality and #-Anomaly subgraphs.

number of edges adjacent to the node, which indicates the proximity of the subsequences
in that node to other subsequences. Note that (& is a connected graph (there exists a path
between every pair of nodes), and thus, the degree of each node is at least equal to 1.

Under this formulation, paths in the graph composed of high-weight edges and high-
degree nodes correspond to normal behavior. As a consequence, the normality of a data
series can be defined as follows.

Definition 18 (/-Normality). Let a node set be defined as N' = {Ni, No, ..., N,,}. Let
also a data series T be represented as a sequence of nodes (N, N® .. N with Vi €
[0,n], N € N andm < n. The 9-Normality of T is the subgraph G4(N,,,E,) of G(N, )
with € = {(ND, N e o 1), such that: N, C N and:

VN, NG € £, w((NO, NOD)) (deg(N©) 1) > 0 (3.10)

An example of -Normality subgraph is shown in Figures 3.4(a) and (c). In Figure 3.4(a),
the subgraph composed of nodes Vi, Vo, N5, has edges with weights larger than 3, and a
minimum node degree of 2. Therefore, it is a 3-Normality subgraph. In Figure 3.4(c), the
subgraph composed of nodes Ny, Ny, N5, has edges of weight 1, but does not have any node
with a degree under 4. Therefore, it is a 3-Normality subgraph. Similarly, we define an
anomaly as follows.

Definition 19 (/-Anomaly). Let a node set be defined as N' = {Ny, N, ..., N,,,}. Let a data
series T be represented as a sequence of nodes (NV, N2 . N®™) with Vi € [0,n], N ¢
N and m < n. The 0-Anomaly of T is the subgraph G§ (N, &) of GN, E)with € =
{(N®, NCEDYY 1015, such that:

Gy(NL,E)NGG(NG, &) =10 (3.11)
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Figure 3.5: Series2Graph steps in order to build the graph from a data series (a): embed the
subsequences (b), create the nodes (c), and extract the edges (d).

An example of 0-Anomaly subgraph is outlined in Figures 3.4(b) and (d). In Fig-
ure 3.4(b), the nodes that do not belong to the 3-Normality subgraph constitute the 3-
Anomaly subgraph. The 2- Anomaly subgraph is included in the 3-Anomaly subgraph,
and the intersection of the 2- Anomaly and 2-Normality subgraphs is empty. Similar ob-
servations hold for Figure 3.4(d). We now define the membership criteria of a subsequence
to a f-Normality subgraph.

Definition 20 (/-Normality Membership). Given a data series T represented as a
sequence of abstract states (N N® . N a subsequence T, represented by
(NO NED NGO belongs to the §-Normality of T if and only if V§j € [i,i +
0, (NW NU) € §-Normality(T). On the contrary, T;, belongs to the -Anomaly of
T if and only if:

3j € [i,i+ £, (N9, NG ¢ 9-Normality(T) (3.12)

Based on the above definitions, using #-Normality subgraphs naturally leads to a rank-
ing of subsequences based on their "normality". For practical reasons, this ranking can be
transformed into a score, where each rank can be seen as a threshold in that score. We
elaborate on this equivalence in the following section. Observe also that the subsequence
length is not involved in the definition of normal/abnormal, which renders this approach
more general and flexible. Note that given the existence of graph G, the above definitions
imply a way for identifying the anomalous subsequences. The problem is now how to con-
struct this graph. Table 3.2 summarizes the symbols we use in this paper.

3.4.2 Computational Steps
In this section, we describe Series2Graph, one of our two unsupervised solution to the sub-
sequence anomaly detection problem. For a given data series 7', the overall Series2Graph

process is divided into four main steps as follows:
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Symbol Description
la Graph subsequence length
N, E set of nodes and edges
G(N,E) directed graph corresponding to 7'
0 density layer (for normality/anomaly)
0-Normality subgraph of GG (also called G7)
0-Anomaly subgraph of GG (also called G)
N, E, set of nodes and edges of 8- Normality
No, Ea set of nodes and edges of §- Anomaly
w(e) weight of edge e € £
deg(N;) degree of node N; € N/

Proj set of all embedded subsequences
Proj, reduced set Proj of three dimensions
SProj rotated Proj,

Y angle

v angle set

Ly radius set of angle v
Ny node set in Z,,

Table 3.2: Series2Graph table of symbols.

. Subsequence Embedding: Project all the subsequences (of a given length /) of
T in a two-dimensional space, where shape similarity is preserved (as illustrated in
Figure 3.5(a)).

. Node Creation: Create a node for each one of the densest parts of the above two-
dimensional space. These nodes can be seen as a summarization of all the major
patterns of length ¢ that occurred in 7 (as illustrated in Figure 3.5(b)).

. Edge Creation: Retrieve all transitions between pairs of subsequences represented
by two different nodes: each transition corresponds to a pair of subsequences, where
one occurs immediately after the other in the input data series 7. We represent tran-
sitions with an edge between the corresponding nodes. The weights of the edges are
set to the number of times the corresponding pair of subsequences was observed in
T (as illustrated in Figure 3.5(c)).

. Subsequence Scoring: Compute the normality (or anomaly) score of a subsequence
of length ¢ > /s (within or outside of 7'), based on the previously computed
edges/nodes and their weights/degrees.

We note that the length ¢ required in the first step of the method is user-defined but is

independent of the length of the subsequences that we want to detect as anomalies, which
can have different lengths. For a targeted anomaly length ¢, we set by default / = 2/3 % ¢
(we evaluate this choice in Section 3.5.6). Below, we describe in detail each one of the above
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3.4.2.1 Subsequences Embedding

We first describe our approach for projecting a data series into a two-dimensional space. We
propose a new shape-based embedding, such that two subsequences similar in shape will be
geometrically close in the transformed space after the embedding. In order to achieve this,
we (i) extract all the subsequences and represent them as vectors, (ii) reduce the dimen-
sionality of these vectors to three dimensions (that we can visualize in a three-dimensional
space), (iii) rotate the space of these vectors (i.e., subsequences) such that two of the com-
ponents contain the shape related characteristic, and the last one the average value. As a
result, two subsequences with similar shapes but a very different mean value (i.e., small
Z-normalized Euclidean distance, but large Euclidean distance) will have very close values
for the first two components but very different for the third one.

We start by extracting subsequences using a sliding window that we slide by one point
at a time. Note that this is equivalent to using a time delay embedding [55] with a delay
7 = 1. We then apply a local convolution (of size A = ¢ /3) to each subsequence to reduce
noise and highlight the important shape information. Formally, for a given subsequence
length /¢ and local convolution size A\ = /{/3, we transform subsequence 7}, into a
vector (of size {g — \):

Lo

i+ i+14X i+La
lZTk, > Th Y. Tk] (3.13)

k=i k=i+1 k=i+lg—X\

We insert the vectors corresponding to all subsequences 7;,, in matrix
Proj(T,lg,\) € Mz s,-»(R), where M is the set of real-valued matrices with |T'|
rows and £ — A columns.

In order to reduce the dimensionality of matrix Proj(7T, s, \), we apply a Principal
Component Analysis (PCA) transform. For the sake of simplicity, we keep only the first
three components (PC A3), and denote the reduced three-column matrix as Proj, (T, (¢, \).

We note that using the first three components was sufficient for our analysis. Consider
that for the 25 datasets used in our experimental evaluation (See Section 3.5), the three
most important components explain on average 95% of the total variance. Generalizing our
solution to a larger number of important components is considered as future works.

Since we are interested in subsequence anomalies, which correspond to anomalous
shapes (trends), we need to emphasize (out of the three components obtained by the afore-
mentioned reduced projection) the components that explain the most the shape of the sub-
sequences. Let min(7T) and maz(T) be the minimum and maximum values of the data
series T'. We extract the vector Uyc; = O,pOmg, Where Oy, = PC Az(min(T) * A * 1,_))
and Oy, = PCAs(max(T) x A % 1,_)) (PCAs returns the three most important com-
ponents using the trained PCA applied on Proj(T, ¢, \)). Intuitively, the vector s de-
scribes the time dimension along which the values change (bounded by A * min(7) and
Axmax(T'), where the multiplication with A corresponds to a local convolution). The other
dimensions (orthogonal vectors of ,.;) describe how the values change. Thus, overlap-
ping points/sequences in these other dimensions indicate recurrent behaviors, and isolated
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37 75 112 150
(c) T; and T,: Normal behaviors

W

0 37 75 112 150
(a) Proj,(T,2; = 150,41 = 50) (b) SProj(T,£; = 150,41 = 50) (d) T5: Abnormal behavior

Figure 3.6: (a) Proj,(T, ¢z, \) and (b) SProj(T,{z,\) of a data series T corresponding
to the movement of an actor’s hand that (c) takes a gun out of the holster and points to
a target (normal behavior); (d) the anomaly (red subsequence) corresponds to a moment
when the actor missed the holster [59]. We rotate (a) into (b) such that ¥, is invariant in
two dimensions.

points/sequences indicate possible anomalies. Given the unit vectors (i, @, @) that rep-
resent the axes of the cartesian coordinate system of the PCA, the angle ¢, = ZU, .,
¢y = LiiyUyef, ¢, = L, Uyep and their corresponding rotation matrices Ry, (¢.),R., (¢y)

and R,_(¢.), we define SProj(T, /¢, \) as follows:

SProj(T,lg, \) = Ry, (¢2)Ru, (¢y) Ru. (6:) Proj, (T, b, \)T (3.14)

The matrix SProj(T, g, ) is the reduced projection Proj. (T, {s, \) rotated in order
to have the unit vector @, aligned with the offset vector ¥,..

Figure 3.6 depicts the rotation procedure to transform Proj, into S Proj for an example
data series 7" that corresponds to the movement of an actor’s hand that takes a gun out of
the holster and points to a target (normal behavior). This rotation is using vector ¥,
defined by the minimal and maximal constant sequences mentioned earlier (marked with
the red dots in Figure 3.6(a)). The unit vectors of the rotated space are (Hg:ﬁ, Ty, T>), Wwhere
7, and 77, are the rotated vectors %, and ..

What this rotation achieves is that (similarly to Z-normalization) subsequences with a
different mean but the same shape in the space before the rotation (e.g., subsequences 7}
and T, in Figure 3.6(c)) will have very close 7, and 7, components in the new coordinate
system (as shown in Figures 3.6(a) and (b)). Therefore, subsequences with similar shapes
will appear close together, shapes that often repeat in the dataset will form dense clusters in
the space (like subsequences 77 and T3), and rare shapes (anomalies) will appear relatively
isolated (like subsequence 73). Figures 3.6(c) and (d) depict the normal (7} and 75) and
abnormal (75) subsequences. The anomaly (75) corresponds to a case when the actor missed
the holster [59].

We observe that in the rotated space (see Figure 3.6(b)), the shape differences are easy
to distinguish, and the normal behavior (dense clusters of repeated patterns) and anomalies
(isolated patterns) are clearly separated.
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Algorithm 3: Pattern Embedding
input : Data series T, input length {5, A

output: 3-dimensional points sequence S Proj

// Transform first subsequence

1 P+ <Zi+;\ Tk> 5
JE[0,6G—A]

2 add P in Proyj;

// Transform every other subsequences in T
3 foreachi € [1,|T| — {¢] do
4 PlO0:lg—A—1]« P[l:4g— \];
s | Pllg— N« 305 2T
6 add P in Proj;
7 end

// Reduce to three dimensions
8 pca < PCAs.fit(Proj);
9 Proj < pca.transform(Proj);

// Get rotation characteristics
10 Ve < pea.transform((max(T) — min(T)) * X * Ly, _1);
11 Qp,by, 02 < getAngle((Ugz, Uy, Uz), Vref);
12 Ry, Ry, Ry, + GetRotationMatrices(¢y, ¢y, ¢-);

// Rotate SProj
13 SProj Rum.Ruy.Ruz.ProjT

In the rest of this section, SProj (T, £, \) will refer to the 2-dimensional matrix keep-
ing only the r, and r, components. Algorithm 3 describes the computation of the pattern
embeddings. Finally, it is important to note that this embedding space is useful to detect
abnormal subsequences because of their shapes (which is due to the dropped component
Uyes that contained the information in the mean values of the subsequences).

3.4.2.2 Node Creation

At this point, we are ready to extract shape-related information, as in Figure 3.6, where re-
current and isolated trajectories can be distinguished. The idea is to extract the most crossed
sections of the 2-dimensional space defined by the unit vector (7, 7). These sections will
be the nodes in the graph we want to construct. First, we define the radius subset.

Definition 21 (Radius Set). Given a data series T' and its projection matrix P =
SProj(T,lq, ), the radius set Ly, is the set of intersection points between the vector U, =
cos()ry, + sin(y)r, and every segment [x;_1, x;], where x;_1, x; are two consecutive rows of
P:

Zw = {x‘(ﬁw X T = 6) N (x,,li X XTi1T; = 6)}

where X operator is the cross product.
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(@) SProj(T, £g, 1) (b) SProj(T, £, 2)

Figure 3.7: Node extraction from SProj(T, {z, \) by measuring the density of the inter-
sected trajectories to a given vector. The densest points are added to the Node Set \V.

Figure 3.7 (a) displays two radius subsets (marked with the red points). We can now
define the Pattern Node Set as follows.

Definition 22 (Pattern Node Set). Given a data series T its projection P = SProj(T, (g, \)
and a set of L, ( € W), the Pattern Node Set of T' is:

N = Uwe\p./\/;p
Ny ={z|3e,Vy, |z —y| > ¢ = fule,Ty) > fu(y, Zy) }

(z—w;—hu(Zy))?

1 e
§ : e 2ho (Zyy)2
nhy/2ro(Z,)? =

(3.15)

with fp(x,Zy) =

In the above definition, f is a kernel density estimation function applied on a radius
subset using a Gaussian distribution. Then, nodes become the areas in the 2-dimensional
space, where the trajectories of the patterns are the most likely to pass through. In other
words, each node corresponds to a set of very similar patterns. The bandwidth parameter /
affects the granularity of the extraction. The smaller the / value is, the more local maxima,
and therefore the more nodes we will end up with. Moreover, the larger the h value is,
the fewer nodes the graph will have, and therefore the more general it will be. We define
parameter = |¥| as the number of angles 1) that we use in order to extract the pattern node
set. In other words, this parameter is sampling the space (refer to Algorithm 4, Line 1). Once
again, many angles will lead to high precision, but at the cost of increased computation time.

In practice, we observed that parameter 7 is not critical, and we thus set r = 50. We
demonstrate the latter statement in Section 3.5.6. Regarding the bandwidth parameter of
the density estimation, we set it following the Scott’s rule [102]: hseore = 0(Zy). |Iw|_é. In
accordance with the use case, a better parametrization of h and r might differ. However,
we observe that this fixed bandwidth returned strong results, and we empirically confirm
its pseudo optimality in Section 3.5.6.
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Algorithm 4: Node Extraction
input : 2-dimensional point sequence S Proj, rate r, bandwidth h
output: Node Set N/

// Set the number of radius
1 W (iQTW)ie[O,r];
2 N+ {};
3 foreach iy € ¥ do
4 Iw — H,
5 foreach i € [0, |SProj| — 1] do
// Find intersected points

6 radius < mazy y(SProj;, SProjiy1);

7 Py  (radiusy.cos(v¥), radius,.sin(1));

8 add Intersect((S2, Py), (SProji, SProjiy1)) in Ly;
9 end

// Extract Nodes

10 Ny  argmazqer, frn(v, Ty);
11 add Ny, in V;

12 end

Algorithm 4 outlines the above process for extracting the node set from SProj. For
example, in Lines 6-8, we compute for each radius subset Z,, all intersection points between
a radius vector and the possible segments composed of two consecutive points in S Proj.

3.4.2.3 Edge Creation

Once we identify the nodes, we need to compute the edges among them. Recall that the set
of extracted nodes corresponds to all the possible states, where subsequences of the data
series 1" can be. In order to compute the transitions among these nodes, we loop through the
entire projection SProj(T, (g, \) and we extract the sequence (N©, N . N™) of the
nodes NV; in N that the embedded subsequences (SProj(T, g, Ao, ..., SProj(T, lc, \)»)
belong to. Intuitively, the above node sequence involves all the nodes in A (some of them
more than once) and represents the entire input data series. We use this sequence to identify
the edges of the graph G/, we want to construct. In practice, we extract the edges (all the
pairs of successive nodes in the above sequence) and set their weights to the number of
times the edge is observed in the sequence. Formally, the edges set £ is defined as follows.

Definition 23 (Pattern Edges Set). Given a data series T, its projection P = SProj(T, {g, \)
and its Pattern Node Set N/, the edges set £ is equal to:

€ ={(S(P), S(P1)) } e i1y (3.16)
where function S finds for a given projection point, the closest node in N'. Formally:
S(x) = argmingend(z,n) (3.17)
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Algorithm 5: Edge Extraction

input : 2-dimensional points sequence SProj, and a node set N/

output: a Edge Set £
1 W (iQTﬂ)iE[O,r];
2 NodeSeq + [];
3 foreach i € [0,|SProj| — 1] do
// Get the two radius that bound SProj; and SProj;i;;
4 W; < getAngle(uy, SProj;);
5 Vi1 < getAngle(uy, SProjit1);
6 foreach (¢ € W) A (¢ € [¢i, ¢it1]) do

// Fill the sequence of node NodeSeq
7 radius < maxyy(SProji, SProjit1);
8 Py, < (radiusy.cos(1), radius,.sin(1));
9 Tint < Intersect((Q, Py), (SProji, SProjit1));
10 Nint < argminne./\/w(‘xint -n );
11 add n,¢ in NodeSeg;
12 end

// Extract edges from NodeSeq
13 &+ {(NodeSeqi, NodeSequ)}

14 end

i€[0,| full Pathl)’

where x € P and d is the Euclidean distance.

Since the weight of each edge is equal to the cardinality of this edge in the edge set
&, this weight is proportional to the number of times two subsequences follow each other
in the input data series. For efficiency, S(x) is computed as follows: for a given projection
point, we first find the node subset N, of N (with ¢ € W), such that | £Zuy,| is minimal. We
then compute S(x) such as S(x) = argmin,ey;, |7.1y; —n|, where 7.1y is the scalar product
between # and uy,. As depicted in Figures 3.7(a) and (b), a total of n; + ny subsequences are
intersected by Z,, and represented by node Nq?}. At 741, these subsequences are divided
between nodes Ng 41 (ny subsequences) and Ni 41 (ny subsequences). Therefore, we have
w(Ny, Ny 1) = ni and w(Ny), Nj,,) = n,. Algorithm 5 outlines the steps we follow to
extract the edges among the nodes in V.

3.4.24 Anomaly Score Computation

We now describe how we can use the information in the graph to identify the normal and
anomalous behaviors.

We start with the conversion of a subsequence to a path in a given graph. For an
already computed graph G, (N, E), we define function Time2Path(Gy,T;,) that con-
verts a subsequence 7; , into a path (i.e., a sequence of nodes) in GG, by (i) computing the
pattern embedding S P of T}, (using the PCA transformation and rotation matrices, com-
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puted in Lines 8 and 12, respectively, of Algorithm 3), and (ii) extracting the edges using
EdgeExtraction(SP,N') (output of Algorithm 5) on the Node Set N of graph G/..

We are now ready to measure normality. As mentioned earlier, modeling a data series
using a cyclic graph results in the graph encoding information based on the recurrence of
subsequences. Then, the path normality score function can be defined as follows.

Definition 24 (Path Normality Score). Given a data series T' and its graph G, (N, E),
and a subsequence T;, of length { > (g, the normality of a path P, =
Time2Path(G (N, E), Tiy) = (NGO, NV NEHOY s equal to:

i1 ; ; ;
NG NG (deg(NWD) — 1
Norm(Py,) = g wl ; )g( eg(V) — 1) (3.18)
Jj=t

We can thus infer a normality score for subsequences in 7" using the Time2Path func-
tion defined earlier (the opposite of this normality score is the anomaly score). Formally,
the normality score is defined as follows.

Definition 25 (Subsequence Normality Score). Given a data series T, its graph G (N, E)
and a subsequence T; y of length { > (¢, the Normality scorel; ; is equal to:

Normality(T;,,) = Norm(Time2Path(Ge. (N, E),Tir)) (3.19)

Observe that the two previous definitions are consistent with the definition of 6-
Normality, such that every P, in -Normal subgraph will have N(Py;;) > 6, and every
Py, that is exclusively in a lower normality level will have N(F;;,) < 6. As a matter of
fact, the rank generated by the normality score is similar to the 8- Normality rank, and in
both rankings, the anomalies are found at the bottom of the ranking. The following lemma
formalizes this statement.

Lemma 1. Given a data series T, its graph G, (N, E), a subsequence T} ;, and its path Py, =
Time2Path(G, (N, E),T; ), we have: V9 € Noo, N(Py,) < 0 = Py, € 6-Anomaly(T)

Proof. Consider a subsequence 7}, corresponding to Py, = (N® NGFD  NGHOY If
Py, € -Normality(7T'), then according to Definition 20, we have:

Vi € [i,i+€—1],(NW NU+Dy ¢ 9-Normality(T)
—Vj € [i,i+ £ — 1], w(ND NUD) (deg(NW) —1) > 6
i+4—1

~ 3 (N0, NI deg N =)

As a consequence, P, ¢ 6-Normality(7) and according to Definition 20, Py €
0-Anomaly(7T). O
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Algorithm 6: Series2Graph
input : data series 7, input length /5, subsequence length to analyze ¢

output: a data series NormaliltyScore

// Embedding step described in Alg. 3
1 SProj < PatternEmbedding(T, g, \);

// Node creation step described in Alg. 4
2 N« NodeEztraction(SProj,r = 50,h = hopt);

// Edge creation step described in Alg. 5
3 £ < EdgeExtraction(SProj,N);
4 Gy, < Graph(N,€);

// Normality scores computation
5 NormalityScore < [0]o j7|—¢;
// compute Normality score for all subsequences of length ¢ in T
6 foreachi € [1,|T| — /| do
7 ‘ NormalityScoreli] < Norm(Time2Path(Gy, T z));
8 end

9 NormalityScore < movingAverage(N ormalityScore, {¢)

Therefore, the subsequences of 7" with a low score are those that compose the 6-
Anomaly subgraph, where the value of ¢ is low (close to one for the discords). We note
that this process identifies both single anomalies (discords) and recurrent anomalies.

3.4.3 Overall Algorithm and Complexity Analysis

Algorithm 6 summarizes all the steps of our approach. In Lines 1-3, we compute the sub-
sequence embedding, the Node Set A/ and then the Edge Set £ in order to build the graph
Gy,,. Line 7 computes the NormalityScore for all subsequences of the input data series:
we use a sliding window over the input data series to extract all subsequences, we score
each one of them and store the result in the vector NormalityScore, initialized in Line 5.
Finally, we apply a moving average filter (of window length /) on the NormalityScore
vector (Line 9). This filter tries to rectify possible small inaccuracies of the scoring function
by ensuring that two highly overlapping subsequences will have similar NormalityScores
(as we would normally expect).

We now describe the time complexity of the different computational steps. We refer in
this section to Algorithms 3, 4, and 5.

3.4.3.1 Embedding Step Complexity

Algorithm 3 describes the computation of the pattern embeddings. A naive solution is to
compute all the convolutions for all the subsequences of 7', which leads to a complexity
of magnitude O(|T'| * ¢ * \). Nevertheless, by using the previously computed convolu-
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tions (Line 4), the complexity is reduced to O(|T'| * ). The PCA step of Algorithm 3 is
implemented with a randomized truncated Singular Value Decomposition (SVD), using the
method of Halko et al. [45] with time complexity of O(|T'|* (€c— \) *|component|). The last
step consists of matrix multiplications, and therefore has a complexity of O(|T|*|R,,|*). In
our case, the size of the rotation matrices are much smaller than ), which leads to a global

complexity of O(|T'| * (3 % (b — A))).

3.4.3.2 Node Creation step complexity

Algorithm 4 outlines the above process for extracting the node set from S Proj. In Lines 6-
8, we compute for each radius subset Z,, all intersection points between a radius vector and
the possible segments composed of two consecutive points in SProj. The complexity of
this operation is bounded by O(|S Proj|*r) ~ O(|T|*r). The time complexity of the kernel
density estimation is O(|Zy|) (since |Z,| < |SProj|). Actually, we experimentally observed
that |Z,| << |SProj|. Therefore, the overall time complexity is bounded by O(|T| * r).
We can improve this complexity using the following observation. Instead of checking the
intersection with every possible radius, we can select those that bound the position of the
points ¢ and ¢ + 1 in S Proj (only the radius with ) between ¢; = Zu,.S P?“oji and ;1 =
Z1i,.SProji.1). Therefore, the worst case complexity becomes O(|T| * r), and the best
case complexity is reduced to O(|T'|). We thus denote the complexity as O(|T'| * ayr) with
ay € [1,7].

3.4.3.3 Edge Creation step complexity

Algorithm 5 outlines the steps we follow to extract the edges among the nodes in . For
each point in the input data series 7', we identify the radius it belongs to, and we choose
the closest node. Therefore, the complexity is bounded by O(|T'|) and varies based on the
number of radius we have to check and the number of nodes in each N,,. The former is
bounded by parameter r: on average, we have no more than |7'|/r points per N,. The
overall complexity is in the worst case O(|T'|?), and in the best case, O(|T|). We note
that this worst-case corresponds to the situation where each subsequence in 7" belongs
to a different node. It is not what we observe in practice: the overall complexity is close
to the best case for all our datasets. We thus denote the complexity as O(|T| * ag) with
ag € [1,|T]).

3.4.3.4 Score computation complexity

Two elements are necessary to compute the score for a given subsequence of length /. We
first need to compute the degree of each node. The latter can be achieved in O(|JN| + |£])
and needs to be computed only once. As we observe in practice that both [N, || are signif-
icantly smaller than |T'|, this operation is negligible compared to the other computational
steps. Then we have two cases: (i) the subsequence to score is inside the data series used
to build the graph, or (ii) the subsequence is not in the data series.
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For the first case (i), we just need to find the sequence of nodes that corresponds to the
subsequence (we can store this sequence in-memory) and the computation of the score is
linear to the number of nodes in the corresponding path. For a given subsequence 7 ; of
T, we have 1 < |Time2Path(Gy,,T;s)| < { — g. Thus the complexity to score every
subsequence in 7" is bounded by O(|T'| * (¢ — {¢)).

For the second case (ii), we need to match first the new subsequence in the embedding
space. As we first need to compute the convolutions over the subsequence, this can be
achieved in O(¢ x \) (the PCA projection and the rotation is negligible compared to this
operation). We then need to match the points in the embedded space to existing nodes.
It can be achieved in O(¢). Then the scoring of the corresponding path is bounded by
O(|T| * £), which is negligible compare to the previous operations. Thus the complexity to
score a new subsequence is O(¢ * \).

3.4.3.5 Overall complexity

In total, the construction of G, and the subsequences scoring for a data series 7" can be
achieved in O(|T'| * (3({g — A\) + an + ae + ({ — L¢))). As mentioned earlier, o is closer
from 1 than |T'| and ay varies between 1 and r, the overall complexity depends mostly on
the size of the data series.

3.5 Experimental Evaluation

In this section, we empirically evaluate our proposed approaches compared to state-of-
the-art techniques on a benchmark composed of real and synthetic data series. We first
describe the details of the implementations of our proposed approaches. We then enumer-
ate the datasets used in this section (and also used in the following chapters). We also
define the accuracy and execution time measure used to compare different methods. We
then compare NormA and Series2Graph with state-of-the-art approaches for anomaly de-
tection accuracy. We demonstrate the shortcomings of discord-based approaches on data
series containing similar anomalies. Finally, we measure the execution time of NormA and
Series2Graph in comparison with state-of-the-art algorithms. Overall, we demonstrate that
NormA and Series2Graph outperform both execution time and accuracy of current state-
of-the-art approaches.

3.5.1 Implementation

3.5.1.1 Technical Details

We implemented our algorithms in C (for NormA), compiled with gcc 5.4.0, and Python 3.6
(for NormA and Series2Graph). The evaluation was conducted on a server with Intel Xeon
CPU E5-2650 2.20GHz and 250GB RAM. We implemented our two methods as pip packages.
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Random walk series 1 (RW 1) sinusoid with RW 1 trend + anomaly

Anomaly
Anomaly

(a)

0 50,000 100,000 0 50,000 100,000
sinusoid with RW 2 trend + anomaly + Gaussian noise 20%
Random walk series 2 (RW 2) Anomaly
W MW\V/\/WVV\AV\W
(b)
0 50,000 100,000 0 50,000 100,000

Figure 3.8: Synthetic datasets. (a) Random walk sequence (left), and sinusoid signal follow-
ing the same trend (right) with injected anomalies (red/bold subsequences). (b) A second
example, with 20% of Gaussian noise added on top.

3.5.2 Description of the datasets

We benchmark our approaches using real and synthetic datasets, for all of which a ground
truth of annotated anomalies is available (Table 3.3). Following previous work [103], we
use several synthetic datasets that contain sinusoid patterns at fixed frequency following a
random walk trend (Figure 3.8). We then randomly inject different numbers of anomalies, in
the form of sinusoid waveforms with different phases and higher than normal frequencies
(Figure 3.8(a)), and add various levels of Gaussian noise on top (Figure 3.8(b)). We refer
to those datasets using the label SRW-[# of anomalies]-[% of noise]-[length of anomaly]
and use them in order to test the performance of the algorithms under different, controlled
conditions.

Our real datasets are the following. Simulated engine disks data (SED) from the NASA
Rotary Dynamics Laboratory [2] representing disk revolutions recorded over several runs
(3K rpm speed). MIT-BIH Supraventricular Arrhythmia Database (MBA) [40, 83], which
are electrocardiogram recordings from 5 patients, containing multiple instances of two dif-
ferent kinds of anomalies. Important information related to the aforementioned datasets
are listed in Table 3.3.

3.5.3 Description of the evaluation metrics

We use the precision-at-k (Precision@k or P@k) accuracy measure to evaluate the effec-
tiveness of the methods. The latter is the ratio of correctly identified anomalies in the 7
subsequences corresponding to the 7 highest anomaly score. (This corresponds to preci-
sion on the anomaly class T'Ps /(T P4 + F P,4), where T' P, is the number of detected true
anomalies, and F' P4 the number of false positives.) Note that this parameter 7 is only used
for evaluation purposes and is not required for practical usage. In our accuracy evaluation,
we set 1) to the number of anomalies in the sequence (n = N4 of Table 3.3). Recall that
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Datasets ‘ Length ‘ l ‘ Na ‘ Field
Annotated
SED 100K 75 50 | Electronic
MBA (803) 100K 75 | 62 | Cardiology
MBA (805 100K | 75 | 66 | Cardiology

)
)

MBA (806 100K 75 27 | Cardiology
MBA (820) 100K 75 | 76 | Cardiology
MBA (14046) 100K 75 142 | Cardiology

SRW-{20-100]-[0%]-[200] 100K 200 | var. | Synthetic
SRW-[60]-[5%-25%]-[200] | 100K | 200 | 60 | Synthetic
SRW-[60]-[0%]-[100-1600] 100K | var. | 60 Synthetic

Table 3.3: List of dataset characteristics: series length, anomaly length (¢), number of an-
notated anomalies (N ), field.

the annotated datasets we use in this work have all their anomalies annotated. We also
measure time in order to evaluate the efficiency and scalability of the methods.

3.5.4 Description of the baselines

We compare NormA and Series2Graph to the current state-of-the-art algorithms for
anomaly detection in data series. We consider two techniques that enumerate Top-k 15
discords, GrammarViz (named GV and described in Section 2.5.4.3) and STOMP (described
in Section 2.5.4.4). Moreover, we compare NormA against the Disk Aware Discord Dis-
covery algorithm (named DAD and described in Section 2.5.4.2), which finds m'* discords.
We also compare to Local Outlier Factor (named LOF and described in Section 2.5.3.1) and
Isolation Forest (named IF and described in Section 2.5.3.2). These two methods are not spe-
cific to subsequence anomaly detection but constitute strong baselines from the literature
on multi-dimensional data outlier detection. Finally, we include in our comparison LSTM-
AD (described in Section 2.6.1.4), a semi-supervised deep learning technique. Note that the
comparison to LSTM-AD is not fair to all the other techniques: LSTM-AD has to first train
on labeled normal data, which gives it an unfair advantage; all the other techniques are un-
supervised. We include it to indicate how the unsupervised techniques compare to a state-
of-the-art semi-supervised anomaly detection algorithm. In practice, we train LSTM-AD
on the longest subsequence without anomalies: 4109-10846 points (7000 on average).

3.5.5 NormA Parameters influences

In this section, we evaluate the sensitivity of the Normal Model N, as a function of its
length ¢y, and distance function d (relevant for NormA-S] and NormA-smpl), and of the
sampling rate r (relevant for NormA-smpl).
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distances

Figure 3.9: Distance measure impact experiment. (a) NormA-smpl accuracy score for
MBA(803) for sbd, DTW and Fuclidean distances. (b) Overall accuracy for all the MBA
datasets.

3.5.5.1 Distance Functions d

We now evaluate the impact of the distance measure used in the NormA framework (we
use NormA-smpl as our baseline). As explained in Section 2.5.1, different distance measures
can be used. For this purpose, we use as the d function of Definition 15 the Fuclidean dis-
tance (i.e., the default distance measure for our proposed method), the Shape-Based Distance
(SBD), and the Dynamic Time Warping (DT'W) distance (all defined in Section 2.5.1).

Figure 3.9(a) depicts the NormA-smpl score for the three distance measures for a 6000
points snippet of the MBA(803). In Figure 3.9(b), we depict the averaged accuracy (we
use Precision@k accuracy and define it in Section 3.5.3) results from over ten different
runs for the SED and all the MBA datasets (more details on these datasets are provided in
Section 3.5.2). The results show that the SBD, DTW, and Fuclidean distances lead to
similar results (with no clear winner).

Overall, Fuclidean distance provides accurate results. Moreover, through the use of
the MASS algorithm [124] it is significantly faster than the other two distance measures.
For the remainder of our work, we thus use this distance as function d in Definition 15.

3.5.5.2 Normal Model subsequences length ¢y,

We now measure the performance for Precision@k anomaly detection, setting £ equal to
the number of anomalies contained in each one of our six real annotated datasets with
multiple anomalies, and we vary the length of the Normal Model (¢,,), using a multiplica-
tive factor ranging between 1.1-10 times the anomalous pattern length ¢. Figure 3.10(b,c)
shows Precision@k for each Normal Model length we tested using both NormA-smpl and
NormA-S]J (the results for NormA-smpl are averages over 10 runs).

We observe that the accuracy values become stable once the Normal Model length is at
least 2.5x larger than the anomaly length. Before a = 2, we observe, as intuitively explained
in Section 3.3.1, a significant accuracy drop. We also note that this behavior is the same for
both NormA-SJ and NormA-smpl, and absolute accuracy values are in both cases almost
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Figure 3.10: Precision@k and execution time (in seconds) over MBA and NASA datasets (a)
when we vary r for NormA-smpl, when we vary l,, (b) for NormA-SJ and (c) for NormA-
smpl.

the same. We then observe in Figures 3.10(b.2) and (c.2) that the execution time increases
slightly when /y,, increases. This is expected because the overall complexity of NormA
(both NormA-smpl and NormA-SJ) depends on /y,, (Section 3.3.3). We set the Normal
Model length to the default value of 4x the anomaly length in all following experiments in
Section 3.5.

3.5.5.3 Sampling rate r

We then compute accuracy as we vary the sampling ratio  (see Definition 17) for computing
the Normal Model for NormA-smpl. Figures 3.10(a.1) and (a.2) depict Precision@k and
execution time (in seconds) for MBA and NASA datasets when we vary the sampling ratio
r between 0.01 (1 percent of non-overlapping subsequences selected) and 1 (100 percent of
non-overlapping subsequences selected). Even though a small accuracy drop can be spotted
for r smaller than 0.05, we observe that this parameter does not have a strong influence
on accuracy. As r has a direct impact on |S| (which is, as explained in Section 3.3.1, an
important parameter in NormA complexity), the execution time increases when r increases.
In all following experiments in Section 3.5, we use the default value » = 0.4.

3.5.6 Series2Graph Parameters Influences

In this section, we evaluate the sensitivity of the Series2Graph parameters. As we build the
graph on the entire data series (including the anomalies), we first evaluate the influence
of the cardinality of the anomalies. We then evaluate the influence of the local convolu-
tion window ), the number of radius subset r, the graph subsequence length ¢, and the
bandwidth h. For that purpose, we vary one of the parameter and set all the others to their
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Figure 3.11: Precision@k and execution time (in seconds) over MBA and NASA datasets (a)
when we vary \/{ ratio, (b) when we vary the number of radius subset r (c) when we vary
the graph subsequence length / (while keeping the same targeted subsequence length ¢
to score) (d) when we vary the bandwidth ratio h /o ((1),).

default values (i.e. b = hgeop, A = lq/3,lg = 2/3 % € and r = 50). Figure 3.11 depicts the
influences of these parameters on both accuracy (Precision@#k) and execution time for all
MBA and NASA datasets. We discuss in detail the depicted results in the following sections.

3.5.6.1 Anomaly Cardinality influence

In this section, we evaluate our method the detect rare and unusual subsequences in data se-
ries. Note that this represents the core hypothesis of our problem definition. We thus build
synthetic data series composed of two or three distinct patterns. We randomly place them
in the data series, and we vary their cardinality. We then compute the averaged anomaly
score for each patterns type. We expect our method to detect as anomalies the patterns
with small cardinalities. Figure 3.12 depicts the effect of the cardinality mentioned above
on Series2Graph anomaly score. Figure 3.12(a) corresponds to time series that have one
normal pattern that repeats over time (Pattern 1) and one anomaly that we inject (Pattern
2). We first measure the average anomaly score of these two patterns when we vary the
cardinality of Pattern 2 (bottom plots of Figure 3.12(a)). We then change the cardinality of
Pattern 2 that we inject (x-axis) by keeping the total sequence length constant. For each
cardinality of Pattern 2, we repeat the process ten times: we compute the anomaly scores
for ten different data series, composed by concatenating Patterns 1 and 2 at a random order
(the cardinality of Patterns 1 and 2 remain constant). Figures 3.12(a.1) and 3.12(a.2) show
that, on average, the anomaly score of Pattern 2 (red line) reduces as its cardinality in the
data series increases. Similarly, the anomaly score of Pattern 1 increases as its cardinality
in the data series decreases. We observe the same when we have more than two patterns
(in Figure A(b), we added a third pattern with fixed cardinality of 5, which has its anomaly
score represented by the black line in the bottom graph). In both Figures, 3.12(a) and 3.12(b),
the crossing point between the red and blue line is approximatively when Pattern 2 becomes
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(a) Synthetic dataset composed of two kinds of patterns. We change the (b) Synthetic dataset composed of three kinds of patterns. We change the
proportion of these patterns. proportion of the two first patterns (and set the proportion to the third
pattern to 5%).
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Figure 3.12: Effect of anomaly cardinality on Series2Graph detection accuracy

more frequent than Pattern 1. Assuming that, for long data series, anomalies are rare events,
this empirically demonstrates the ability of Series2Graph to detect abnormalities.

3.5.6.2 Convolution window A\

We first analyze the influence of the convolution window A on the anomaly detection accu-
racy and the execution time. Figures 3.11(a.1) and (a.2) depict Precision@k and execution
time in seconds for all MBA and NASA datasets when we vary the ratio A\ /(. We observe
a drop in accuracy for three of the six datasets when the ratio is greater than 0.5. It can be
explained by the fact that the convolutions hide some critical part of the anomalous sub-
sequences. We also observe an increase in the execution time when A increases. In theory,
as the complexity of the embedding step is O(3 * |T'|({g — A)), the execution time should
reduce when )\ increases. Nevertheless, the implementation of the first step (of complexity
O(|T'| * \) which is in theory negligible) is less efficient (because coded fully in Python)
than the second step (of higher complexity O(3 * |T'|(¢c — A)) but coded in C/C++). Thus
the increase in execution time is caused by the first step. We set by default A = ¢ /3.

3.5.6.3 Number of radius subsets r

We then analyze the influence of the number of radius subsets r on the anomaly detection
accuracy and the execution time. Figures 3.11(b.1) and (b.2) depict Precision@k and execu-
tion time in seconds for all MBA and NASA datasets when we vary r. For three datasets, we
notice a drop in accuracy for very small r. Nevertheless, the accuracy is stable for » > 10.
We also observe that the execution time increases with r. It is explained by the parameter
oy which varies between 1 and . We thus set by default » = 50. However, this parameter
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can be fine-tuned to better suit a specific use case.

3.5.6.4 Graph Subsequence Length /

We now evaluate the influence of the graph subsequence length /. For that purpose, we
set as constant the anomaly subsequence length (¢), and we vary the graph subsequence
length. Figures 3.11(c.1) and (c.2) depict Precision@k and execution time in seconds for all
MBA and NASA datasets. We observe that the accuracy increases when ¢ gets closer to /.
It is expected as too small subsequences to build the graph would lead to miss unusual tran-
sitions. Moreover, the execution time is significantly higher for small /. As the anomaly
score computation is of complexity O(|T'| % (¢ — {¢)), a small ¢ compared to ¢ increases
the computational time. For our benchmark datasets, we set by default /; = 50, which
corresponds to approximately two-thirds of the anomaly length.

3.5.6.5 Gaussian Kernel Bandwidth i

We finally evaluate the impact of the kernel bandwidth hg.p; in fj,(x,Z) in the node ex-
traction step. We measure the accuracy for different bandwidths. Figures 3.11(d.1)and (d.2)
display the Precision@*k on all the MBA and NASA datasets as a function of h/o(Zy) (log-
arithmic scale). As expected, a small bandwidth ratio breaks down too much the normal
pattern, and therefore reduces its Normality score, while a large bandwidth ratio (above
0.7) hinders some key nodes from detecting anomalies in two of the six datasets, namely
MBA(806) and MBA(820). The anomalies in these two datasets are close to the normal be-
havior. Thus the abnormal trajectories can be easily missed. In contrast, using the Scott
bandwidth ratio hg..; (marked with the dotted line) leads to very good accuracy for all the
datasets we tested (we used the datasets with the same anomaly and pattern lengths so that
we can compare Scott bandwidth ratios). Moreover, we observe that the ratio h/o(Z,) does
not have any impact on the execution time.

3.5.6.6 Anomaly Length flexibility

We now evaluate the influence of the anomaly subsequence length. For NormA, the sub-
sequences of length ¢ that the user want to evaluate can only be between 0 < ¢ < /ly,,.
On the contrary, for Series2Graph, one user can evaluate subsequences of length ¢ between
lg < (. Thus, in theory, Series2Graph is more flexible than NormA. We already demon-
strated that Series2Graph is not strongly affected by the parameter /¢, we now illustrate
and give an example on the flexibility of Series2Graph on the subsequence anomaly length.

Figure 3.13 depicts the G, (N, £) graphs for { equals to 80, 100, 120, while the anoma-
lies length is 75 for Type S anomalies, and 120 for type V anomalies. The results show
that in all cases, irrespective of the length ¢ used to construct the graph, the anomaly tra-
jectories (Type V highlighted in red and Type S highlighted in blue) are distinct from the
highly-weighted trajectories (thick black) that correspond to normal behavior.
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Type S

Type V
(a). Ggo (b). Gioo (c). Giz0

Figure 3.13: G¢(N, E) of the MBA(820) electrocardiogram data series for ¢ of 80, 100 and
120. In the three cases, the different kinds of anomalies (S: blue, V: red) are well separable
with lower edges weights.
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Figure 3.14: On the MBA and SED datasets: (a) Precision@k of Series2Graph varying the
input and query length (2¢/3 = {¢;) to build the graph Gj.. (b) STOMP Precision@¥k vary-
ing the input length /¢, (c) STOMP and Series2Graph in Precision@k average compared to
the input length /(.

In order to complement this observation, we conduct the following experiment. First,
we measure the Precision@k as the input length /; and the query length ¢ vary (using a
query length 2¢/3 = {, with the anomaly length ¢4 = 80). Figure 3.14(a) demonstrates the
stable behavior of Series2Graph. Even though the T'op-k accuracy varies for small lengths,
the performance remains relatively stable when the input lengths ¢ we use to construct
the graph are larger than the anomaly length /4. This means that simply selecting an /«
value larger than the expected anomaly length ¢4 will lead to good performance.

In contrast, as Figure 3.14(b) demonstrates, the performance of STOMP (a discord-based
approach) varies widely. Thus, such approaches need careful tuning, requiring domain ex-
pertise and good knowledge of the possible anomaly lengths. Furthermore, even though
STOMP accuracy seems to converge to a stable value as the length is increasing, the Se-
ries2Graph accuracy stays significantly higher and much more stable in average, as shown
in Figure 3.14(c).
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Datasets GV | STOMP DAD | LSTM-AD | LOF IF NormA-smpl | NormA-SJ Series2Graph
SED 0.46 0.57 0.44 0.10 0.65 | 0.65 (0.02) 0.92 (0.05) 0.91 1.00
MBA (803) 015 | 072 | 0.01 0.35 0.08 | 1.00 (0.00) |  0.99 (0.01) 1.00 1.00
MBA (805) 0.09 0.10 0.03 0.85 0.42 | 0.99(0.01) 0.99 (0.00) 0.99 0.99
MBA (806) 0.01 | 0.59 0.66 0.10 0.92 | 0.75(0.06) | 0.86(0.02) 0.85 1.00
MBA (820) 0.05 | 0.90 0.04 0.09 0.42 | 0.92(0.03) | 0.98(0.01) 0.98 0.91
MBA (14046) 0.09 0.54 0.71 1.00 0.64 | 0.99(0.01) 0.95 (0.04) 0.93 0.95
SRW-[20]-[0%]-[200] | 1.00 0.77 0.55 0.94 0.74 | 0.75 (0.05) 1.00 (0.00) 1.00 1.00
SRW-[40]-[0%]-[200] | 0.97 1.0 0.05 1.00 0.89 | 0.92(0.02) | 0.97 (0.01) 0.97 1.00
SRW-[60]-[0%]-[200] | 0.96 | 0.88 | 0.10 0.92 0.76 | 0.87(0.02) | 0.9 (0.01) 1.00 1.00
SRW-[80]-[0%]-[200] | 0.96 | 043 | 0.14 0.95 0.82 | 0.86(0.01) | 0.98 (0.00) 0.98 1.00
SRW-[100]-[0%]-[200] | 0.95 | 0.99 0.11 1.00 0.75 | 0.92(0.02) | 1.00 (0.00) 1.00 1.00
SRW-[60]-[5%]-[200] | 1.0 0.73 0.21 0.96 0.88 | 0.89(0.01) | 1.00 (0.00) 1.00 1.00
SRW-[60]-[10%]-[200] | 0.83 | 0.98 | 0.01 0.94 0.70 | 0.80(0.01) | 0.98 (0.00) 0.98 0.98
SRW-[60]-[15%]-[200] | 0.76 | 0.62 0.17 0.94 0.66 | 0.82(0.01) | 0.99(0.01) 1.00 0.98
SRW-[60]-[20%]-[200] | 0.73 1.0 0.01 0.96 0.73 | 0.85(0.02) | 1.00 (0.00) 1.00 1.00
SRW-[60]-[25%]-[200] | 0.63 | 0.64 | 0.09 0.83 0.67 | 0.80(0.01) | 0.99 (0.01) 0.94 0.98
SRW-[60]-[0%]-[100] | 0.98 | 1.0 0.23 1.00 0.74 | 0.88(0.02) | 1.00 (0.00) 1.00 0.96
SRW-[60]-[0%]-[200] | 0.96 | 0.60 0.19 1.00 0.85 | 0.83(0.01) | 1.00 (0.00) 1.00 0.98
SRW-[60]-[0%]-[400] | 0.98 1.0 0.63 0.88 0.76 | 0.88(0.01) | 0.98 (0.01) 1.00 0.96
SRW-[60]-[0%]-[800] | 0.91 | 0.86 - 0.76 0.69 | 0.87(0.01) | 0.97(0.02) 0.98 0.98
SRW-[60]-[0%]-[1600] | 1.0 1.0 - 0.90 0.52 | 0.64(0.02) | 0.92(0.04) 0.97 0.94
average 0.62 0.73 0.24 0.78 0.68 0.85 0.97 0.98 0.98

Table 3.4: P@k accuracy for LOF, IF, DAD, STOMP, GV, LSTM-AD, NormA-smpl (standard
deviation over 100 runs shown in parenthesis), and NormA-SJ and Series2Graph. We set k
equal to the number of anomalies and / to the length of the (annotated) anomalies.

3.5.7 Accuracy Evaluation

In this section, we report the anomaly detection accuracy results. In Table 3.4, we show the
P@k accuracy (correctly identified anomalies among the £ retrieved divided by k), with &
equal to the number of anomalies. These experiments test the capability of each method
to retrieve the k£ anomalous subsequences in each dataset correctly. For NormA, we simply
have to report the P@k anomalies that the algorithm produces. Similarly, we compute
accuracy for Isolation Forest and LOF, considering the k subsequences assigned with the
highest scores by these two approaches. For the discord based techniques, we have to
consider the Top-k 1% discord and the m!" discord (with m = k). Finally, LSTM-AD marks
as anomalies the subsequences that have the largest errors (distances) to the sequences that
the LSTM-AD algorithm predicts; we compute accuracy considering the subsequences with
the k largest errors.

In the first section of Table 3.4, we report the results of all techniques on the annotated
real datasets with multiple (diverse and similar) anomalies. We observe that both NormA
(NormA-SJ and NormA-smpl) and Series2Graph are outperforming the other state-of-the-
art approaches, except for MBA(14046), for which their performance is still very close to the
best performer. As expected, Top-k 15 discord techniques (GV and STOMP) achieve low
accuracy since anomalies do not correspond to rare subsequences (i.e., isolated discords).
We also observe that the m'" discord technique (DAD), which can detect groups of m similar
anomalous subsequences, does not perform well, either. It is due to the many false positives
produced by the algorithm.

In the other three sections of Table 3.4, we report the accuracy of the evaluated methods
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Critical Diagram for NormA and Series2Graph
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GV - NormA-smpl
IF LSTM-AD
STOMP

Figure 3.15: Critical difference diagram (o = 0.05) for the data series of Table 3.4.

on all the synthetic datasets (where we vary the number of anomalies, the % of Gaussian
noise, and the anomaly subsequence length /). We note that the accuracy of the discord
discovery techniques substantially improves since, in this case, most anomalies correspond
to rare and isolated subsequences (i.e., different from one another). Even in these cases,
NormA and Series2Graph are more accurate than other state-of-the-art approaches.

Regarding LSTM-AD, we note that, in general, it is more accurate than the discord-based
algorithms. Nevertheless, we stress that LSTM-AD only achieves this performance because
(contrary to the rest of the techniques) it benefits from a training phase on labeled data.
However, in order to train the LSTM model, we select the longest continuous sequence
without anomalies. As some of the datasets contain many anomalies, the longest sequence
without anomalies may not be long enough to fit the model correctly. As a matter of fact,
LSTM-AD cannot match the performance of NormA and Series2Graph. Since we would ex-
pect a semi-supervised algorithm to perform at least as good as an unsupervised algorithm,
these results suggest that supervised methods still have lots of potential for improvement.

Regarding LOF, we observe that it does not perform well in our context. Isolation Forest
achieves better performance but not as good as NormA and Series2Graph.

Overall, we observe that NormA and Series2Graph are more accurate than all competi-
tors (with very few exceptions, for which their performance is still very close to the best
one) in all the settings we used in our evaluation. Moreover, we observe that Series2Graph
and NormA-S] have similar performances. Furthermore, we note that the performance of
NormA-smpl is in almost all cases equal to that of NormA-S] and Series2Graph, or very
close to it. However, on average, it is slightly less accurate on our dataset corpus.

Finally, after rejecting the null hypothesis using the Friedman test, we use the pairwise
Post-Hoc Analysis using a Wilcoxon signed-rank test [116] to test and produce the critical
difference diagram for the algorithms and datasets of Table 3.4. The critical difference di-
agram with o = 0.05 (Figure 3.15) shows that Series2Graph, NormA-SJ, and NormA-smpl
are the overall winners, with Series2Graph, NormA-S]J, and NormA-smpl being significantly
better than all previous algorithms.

3.5.8 Execution Time Evaluation
We now present scalability tests (we do not consider LSTM-AD since supervised methods
have a completely different way of operation and associated costs, e.g., data labeling and

model training)
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Figure 3.16: Execution time (in seconds) evaluation for the baselines and our two proposed
approaches NormA and Series2Graph when we vary (a) the data series length, (b) the num-
ber of anomalies, (c) the subsequence length /.

In Figure 3.16(a), we report the execution time (seconds in log scale) of NormA, Se-
ries2graph, and all the state-of-the-art approaches, when varying the data series length
(|T|). We use several prefix snippets (50K, 100K, 500K, 1M, 2M points) of the real dataset
MBA(14406), and we set k equal to the number of anomalies that are annotated in each
snippet. We observe that NormA-smpl is 1-2 orders of magnitude faster than all the other
approaches and gracefully scales with the dataset size. It is because the number of distance
calculations performed by NormA-smpl in Algorithm 9 for each subsequence in the data
(computation of join sequence) is limited to the subsequences contained in N);. NormA
performs a limited number of distance calculations during subsequence clustering (Algo-
rithm 1), since only a small part of subsequences in the input data series are selected to
be clustered (S“lf join - or S*@mrle) - Thus, NormA-S] that uses the STOMP algorithm for
the Normal Model computation stage has a small additional time overhead (compared to
STOMP). GV, DAD, and LOF adopt different pruning strategies to reduce the number of
Euclidean distance computations, proving to be less effective. DAD and LOF, in particular,
reach the time-out point (8 hours in our experiments) for datasets larger than one mil-
lion points. Moreover, we also notice that Series2Graph is the second-fastest approach. As
NormA-smpl is performing random sampling as preprocessing step, Series2Graph is slower
than NormA-smpl. However, Series2Graph still scales with the dataset size.

In the next set of experiments, we measure the execution time (seconds in log scale)
of the algorithms as we vary the number of anomalies; we use the MBA(14406) and in-
struct the algorithms to find 20, 40, 60, 80, and 142 anomalies (Figures 3.16(b)). We observe
that the time performance of NormA and Series2Graph is not influenced by the number of
anomalies, since for every subsequence in the dataset, we compute the distance anyway to
its nearest neighbor in the Normal Model (for NormA) and the corresponding path in the
graph (for Series2Graph). Similarly, STOMP, IF and LOF enumerate in quadratic time all
the Top-k 1% discords, always consuming the same amount of time. In contrast, the perfor-
mance of GV and DAD are negatively influenced by the number of anomalies. It confirms
that the pruning strategies they use are influenced by the number of anomalies to discover.

Figure 3.16(d) depicts the time performance results as we vary the length of the anoma-
lies between 100-1600 points (SRW-[60]-[0%]-[100-1600] data series). The performance of
STOMP is constant because its complexity is not affected by the (anomaly) subsequence
length. NormA remains relatively stable since in Algorithms 2 the Euclidean distances are
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computed using the STOMP algorithm. In NormA, only the clustering operations are af-
fected by the length of the subsequences to consider (Algorithm 1), which in all experiments
we ran was always a very small number (~1-2% of all subsequences). We observe that the
execution time for NormA-S] decreases as we move from anomaly length 100 to length
200. This decrease is explained by the reduction of the number of non-overlapping subse-
quences to cluster, which drops from 242 (anomaly length 100) to 128 (anomaly length 200).
Regarding NormA-smpl, we see a slight fluctuation in execution time, between 1.1-2.4 sec.
For Series2Graph, we observe that the execution time of Series2Graph increases slightly
for larger subsequence lengths. It is due to the scoring function (the last step of the algo-
rithm). This function sums up all the edge weights of the subsequences we are interested
in. Therefore, if the subsequence is large, the number of relevant edges is large as well,
which slightly affects the computation time. LOF and IF are computing distances using all
overlapping subsequences, and the computational time is therefore affected by their length.
As shown in Figure 3.16(d), both of these two methods perform orders of magnitude worse
than STOMP and NormA. GV and DAD do not scale with the anomaly length, either.

3.5.9 User Interfaces: Stand Alone Web Applications

We also proposed two user interfaces enabling the user to interact, visualize the detected
anomalies and the different inner computational steps of NormA and Series2Graph illus-
trated by their mainframe screenshots in Figure 3.18 and Figure 3.17. Both of them are stand
alone web applications developed using Python 3.6 and the Dash framework [29].

3.5.9.1 GraphAn: Series2Graph User Interface

The mainframe of GraphAn [14] is shown in Figure 3.17. Once the user opens the web appli-
cation, they can upload a dataset (as well as the anomaly annotations, if available) that will
appear as in Figure 3.17(a.1). The user can then change the values of {; and ¢ by clicking on
the Series2Graph dropdown in the navigation bar in the middle, and subsequently, visualize
and rotate/zoom in the embedding space (Figure 3.17(a.2)) and the resulted graph G,(N, £)
(Figure 3.17(a.3)). By clicking on the points in the embedding space, the user can visualize
the corresponding subsequences (Figure 3.17(a.2.1)). Similarly, the user can click on a node
in the graph in order to see which subsequences belong to it (Figure 3.17(a.3.1)). Once these
steps are performed, the user can perform the Series2Graph anomaly score computation,
which will be displayed under the uploaded data series (Figure 3.17(a.4)). The user can also
run other anomaly detection methods: STOMP (Section 2.5.4.4), Isolation Forest (IF, defined
in Section 2.5.3.2) and Local Outlier Factor (LOF, defined in Section 2.5.3.1). Their anomaly
scores will be shown together with the Series2Graph anomaly scores (Figure 3.17(a.4)).

3.5.9.2 SAD: NormA User Interface

The SAD GUI [15] allows users to directly interact with NormA framework and interface
across the entire range of steps of the algorithm that are executed under the hood. It first al-
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Figure 3.17: Screenshots of user interfaces GraphAn, dedicated to Series2Graph.

lows users to import their own datasets via an upload tab (top right button in Figure 3.18).
The data series is then plotted in Figure 3.18(b.1) (synchronized with anomaly score of
NormA in Figure 3.18(b.2) ) If annotations (i.e., anomaly labels) are available, they can
also be uploaded to SAD, which will use them to highlight the anomalous subsequences
(red) in the time series plot. Accuracy and execution time measures are also provided (Fig-
ure 3.18(b.3)). The second functionality enables users to intervene and modify the operation
of the NormA framework. SAD visualizes each step of the process (Subsequences selection,
Clustering, Normal Model selection) and allows users to change the internal parameters of
these steps of the algorithm. SAD displays the values for the internal parameters that were
automatically selected by NormA, along with /N, and the subsequences that were used
to compute it. Thus, SAD enables users to understand better how NormA works. Finally,
the user can also run other anomaly detection methods such as STOMP (Section 2.5.4.4),
Isolation Forest (IF, defined in Section 2.5.3.2) and Local Outlier Factor (LOF, defined in Sec-
tion 2.5.3.1). Their anomaly scores will be shown together with the NormA anomaly scores
(Figure 3.18(b.2)).
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Figure 3.18: Screenshots of user interfaces SAD, dedicated to NormA.

3.6 Summary

In this chapter, we presented two new approaches, NormA and Series2Graph, that aim to
solve the task of unsupervised subsequence anomaly detection in data series. We described
in detail the computational steps of the two proposed algorithms. We then evaluated the pa-
rameter influences of the different approaches. We finally compare the anomaly detection
accuracy and the execution time of the two proposed techniques compared to the current
state-of-the-art methods. Both theoretically and empirically, we underlined the limitation
of the discord-based approaches and density-based approaches when it comes to large data
series that can contain several similar anomalies. We empirically demonstrated the supe-
riority of our two proposed approaches both in anomaly detection accuracy and execution
time.
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In the previous chapter, we tackled the unsupervised subsequence anomaly detection method
for static data series. However, with the increasing demand for real-time analytics and
decision-making, anomaly detection methods need to operate over streams of values and han-
dle drifts in data distribution. Moreover, subsequence anomaly detection methods usually re-
quire access to the entire dataset and are not able to learn and detect anomalies in streaming
settings. This chapter tackles the above-mentioned issues and proposes SAND, a novel on-
line method suitable for domain-agnostic anomaly detection. SAND aims to detect anomalies
based on their distance to a model that represents normal behavior. SAND relies on a novel
streaming methodology to incrementally update such a model, which adapts to distribution
drifts and omits obsolete data. The experimental results on several real-world and simulated
datasets demonstrate that SAND correctly identifies single and recurrent anomalies without
prior knowledge of the characteristics of these anomalies.
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4.1 Limitations of Previous approaches for the Stream-

ing case

The previous chapter proposed two approaches that overcome state-of-the-art unsuper-
vised subsequence anomaly detection methods limitations for static data series. For several
use cases in which data measurements are arriving continuously in several real-world cases,
it requires anomaly detection to take place in real-time. Because drifts in data distribution
are common, the detection needs to be independent of these changes.

Nevertheless, not all previous approaches (both existing and our proposed approaches)
can be adapted to the streaming case. In this case, among all previous methods for sub-
sequence anomaly detection, only discords methods (such as Matrix Profile incremental
implementation [124]) and tree-based methods [79] can be used. The remaining methods
cannot adapt to changes and learn new data characteristics, both of which are required
when dealing with data streams due to their design. In such cases, the methods need to
learn and modify their parameters as new data arrive.

4.2 Proposed approach: SAND

To address the problems mentioned above, we propose SAND [17], a novel approach suit-
able for subsequence anomaly detection in data streams. For this novel approach, we start
from the same data structure proposed in Section 3.3.1 and modify the computational steps
to enable streaming usage. SAND builds a data set of subsequences representing the dif-
ferent behaviors of the data series. These subsequences are weighted using statistical char-
acteristics such as their cardinality (i.e., how many times the subsequence occurred) and
their temporality (i.e., the time difference this subsequence has been detected for the last
time). SAND enables this data structure to be updated from one batch to another while
computing an anomaly score at every timestamp. Thus, SAND proposes a solution to the
subsequences anomaly detection task on streaming data. SAND benefits from k-Shape (de-
scribed in Section 2.5.2), a state-of-the-art data series clustering method, which we extend
to enable the clustering result to be updated without storing any of the previous subse-
quences. We demonstrate experimentally that our method outperforms the current (static
and streaming) state-of-the-art approaches. Our contributions are as follows.

« We describe the concepts and ideas used by the state-of-the-art methods on subse-
quence anomaly detection (static and streaming) and discuss their practical short-
comings.

« We extend k-Shape for streaming scenarios by enabling batch updates of the cluster-
ing partition. Our approach avoids entirely the storage of the previous subsequences,
a critical step for operating over unbounded data series.

« We present SAND, our subsequence anomaly detection method specifically designed
for operation over streaming sequence data. SAND exploits our streaming k-Shape
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Symbol Description
T a data series
T cardinality of T’
l input subsequence length

iy subsequence of 7" of length /, starting at index ¢
initial batch of 7" of length by;..
batch starting at timestamp ¢ of T" of length by,
partitioning of a clustering algorithm
cluster in C
centroid of C;

~Oa=2A

number of clusters

Table 4.1: Table of symbols.

to scale in memory and in execution time for unbounded streams. We propose a new
weighting scheme for clusters and an automatic cluster creation procedure to handle
distribution drifts. We finally propose a novel anomaly score computation that adapts
dynamically to the current batch and gives less importance to old subsequences.

« We perform an experimental analysis using a large data corpus of real datasets (in-
cluding a ground truth of annotated anomalies) from different fields. We evaluate
both subtle changes in data characteristics (by concatenating datasets from the same
domain) and drastic changes (by concatenating datasets from different fields). We
empirically evaluate the influence of SAND’s parameters on accuracy and execution
time. Finally, we compare SAND with several state-of-the-art approaches.

To conclude, the problem (derived from Problem 1 and adapted to the streaming case)
we solve in this chapter is defined as follows.

Problem 2 (Streaming Subseq. Anom. Detection). Given a data stream T, arriving in
batches T (with bs;.. the size of the batches) and a targeted anomaly subsequence length
¢, propose a function f : T, — {N, A} with A, a set containing the n) most abnormal subse-
quences of length (.

In this work, we focus on the Top-k anomalies. Using a threshold ¢ instead to detect
anomalies is a straightforward extension. Table 4.1 summarizes the symbols we use in this
chapter.

4.2.1 Overview

In this section, we present SAND, our solution for unsupervised subsequence anomaly de-
tection in data streams.

Overall, we compute and update a weighted set of subsequences over time. The sum-
mary of the computation steps is as follows:
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Figure 4.1: SAND computation framework.

. Model initialization: We start by computing our initial model on the initial batch.

We first select subsequence candidates and then perform the k-Shape clustering al-
gorithm. These clusters are then scored and stored in memory (Section 4.2.2).

Continuous Model update: After each new batch, we compute a new clustering on
the newest batch. We then match the new cluster with the similar one in the current
model stored in memory. The matching procedure is based on a distance threshold
corresponding to the intra-cluster average distance for each existing cluster. If the
distance between an existing cluster and a new cluster is smaller than the threshold,
we merge the two clusters. Otherwise, we create a new cluster. This procedure is
described in Section 4.2.3.1.

Centroid update: We then propose a mechanism to compute the centroid of two
merged clusters without keeping in memory the raw subsequences of these two clus-
ters. This mechanism is a novel technical extension of k£-Shape for streaming scenar-
ios. The matching system and the centroid computation is summarized in Algorithm 8
and in Section 4.2.3.2.

Weight update: We finally update the weights for each cluster (new, merged, or
unchanged) based on their previous score. The update procedure is summarized in
Algorithm 9 and in Section 4.2.3.3.

Subsequence scoring: At any time, one can compute the anomaly score on the
current batch using the current model stored in memory. We incrementally learn the
mean and the standard deviation to compute the anomaly score such that the anomaly
detection is adapted to the current batch subsequences/behaviors (Section 4.2.4).

Figure 4.1 depicts the general framework of the approach. We now describe in detail
the different steps of our methodology. Algorithm 7 summarizes the parameters, as well as
the update procedures of the set ©. Next, we describe in detail the different steps.
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Algorithm 7: SAND

input :

A data stream T": T should be composed of numerical values, evolving on a single dimension.

A subsequence length /g (with the condition /g > ¢): As empirically shown [18], for a given /,
lo = 3 x £ can be used as the default setting.

An initial number of clusters k: It will be used as the number of clusters for the k-Shape
algorithm for the initial clustering, and at each new batch. In practice, there is no restriction to use
a different k for the initialization and the other steps. For the sake of simplicity, we use the same k.
An initial batch T‘Z@ (and a batch size bg;.. < |T|): bsizc is also used to set the size of every new
batch Tze. In practice, one can use a different batch size for the initial batch and the others. For the
sake of simplicity, we use the same batch size.

A real number « € [0, 1]: A parameter conditioning the rate of change of the centroids, the
weights, the estimated mean, and standard deviation of the anomaly score.

output: A set O, a data series score

// Initialization

©,C « {}, kShape(T},, k);

© + updateCentroid(©, C°, init = True);

3 © < updateParam(©, a);

w,o < 0,05

// Online Update

s foreach in coming batch T} do

6 C' < kShape(T}, , k);

7 © «+ updateCentroid(0, Ct, init = False);
// see Alg. 8

8 © « updateParam(0, a);

// see Alg. 9

9 score, i, 0 < computeScore(O, T}(_},a, 1,0);
// see Alg. 10

-

[N

'S

10 end

4.2.2 Model initialization

We start by describing the initialization step of the SAND. It step consists in building a set
of clusters paired with weights, denoted as © = {(Co, wy), (C1,w1)..., (C, wy)} similarly
as described in Section 3.3.1 (note that, from a higher perspective, the previously discussed
Normal Model N,; has the same data structure as ). In the latter, C} is the centroid of clus-
ter C;, which is a sequence of length /. Note that this O set will be our main data structure
that will evolve through time. For simplicity purposes, in the remainder of this chapter, we
say that C; is in © if there exists the tuple (C;,w;) in ©. We describe the initialization of
this set below.

We first select the subsequences in an initial batch before clustering them. Formally, for
a given data series T, and a batch of length b;,. we define Tg@ = {Toues s Thusoo—toto }
as the set of all overlapping subsequences in the first initial batch. For efficiency and accu-
racy matters, one can argue that only a subset of non-overlapping subsequences might be
selected. However, using an appropriate clustering algorithm (such as k-Shape clustering
algorithm), one can cluster highly overlapping subsequences. We then apply the k-Shape
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clustering algorithm. For the sake of simplicity, we define k-Shape: T,k — C, with k&
being the number of clusters and C = {Cy, ..., Cy } being the set of clusters. The number of
clusters k is a user defined parameter. We evaluate its influence in Section 4.2.6. Note that
the number of clusters £ will imply the initial size of the set ©. A cluster C; is defined as
C; C Ty, and VC;, C; € C,C; N C; = (). The initialization step is defined as follows:

{Co.....C,} = kShape(Ty, ., k)

r_ ICi |
_ Wi = S hd(Cg) (4.1)
\V/(Cz, wz) & @, (;JJFO ’
Wi =

J

As described in the previous equation, we normalize the weights w; to have their sum
equal to 1. In © computation, k-Shape algorithm internally handles the realignment of the
sequences and thus permits to use a high number of subsequences of 7" without realigning
them beforehand. To be consistent with the SBD distance used in the k-Shape algorithm,
we use the S BD distance in the scoring step to measure the isolation of a given cluster from
the rest of the clusters. Theoretically, to be able to update sequences (i.e., centroids) in ©, we
have to store in memory the subsequences that were used to compute them. As mentioned
earlier, we denote C; the subsequences set, and C; its centroid. Nevertheless, storing C;
implies an infinite storage need for unlimited streams. Thus, in practice, we do not store
Ci, and we describe in Sections 4.2.3.2 how we update the sequences in © without storing
their corresponding set C;. However, for the sake of simplicity, we still use C; notation as
virtual sets corresponding to C; in ©.

4.2.3 Continuous Model Update

Once the initialization is done, the model is ready to receive new subsequences. Let TZ@
be the set of subsequences (of size | T, | = bsic) from the current batch arriving at time ¢.
The length of this batch is a user parameter. We evaluate the influence of this parameter
in Section 4.2.6. For every new batch, we perform a k-Shape clustering operation with %
clusters (same value of £ used in the initialization step), and we note the clustering result

Ct.

4.2.3.1 Matching Strategy

We then match C" with the sequences in ©. In practice, we define a threshold 7 ; for each
sequence C; in ©. We then verify if the distance between a centroid of a new cluster in C*
and an existing sequence C; € O is smaller than 7. ;. Formally, given a cluster C! in the

clustering result C* = {Cg, ..., C}.} on the current batch T7_, ©, and a threshold 7. ; for each
sequence C;, the matching process is operated as follows:

- if 3(Cj, w;) € ©,SBD(C;,C!) < 7.;: We consider that cluster C! found in the current
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batch is similar to an existing sequence C; in ©. We thus update the sequence C; and
its corresponding weight w; using the new cluster C/.

. if ¥(Cj,w;) € ©,SBD(C;,C!) > 7.;; We consider that cluster C! is not similar
enough with any of the existing sequences in ©. Therefore, we include it as a new
sequence in set ©. We then compute its corresponding score and centroid, and insert
it into ©.

We assume that the cluster quality is a significant property to guarantee an accurate
detection of anomalies, and the number of clusters directly impacts the execution time. As
underlined in the previous paragraph, threshold 7. ; has a direct impact on the number of
new clusters that will be created at each batch and on the cluster quality. On the one hand,
a high 7. ; will make the cluster creation rare but might harm the cluster quality. On the
other hand, a low 7. ; will imply a large number of clusters created at each batch. Therefore,
an optimal threshold that preserves the quality of the clusters without creating too many
clusters is difficult to set for a user. Moreover, one threshold cannot be the same for every
cluster. Therefore, to set automatically a threshold that adapts to clusters, we use the intra-
cluster distance. For a given subsequence C; in ©, we compute the intra-cluster distance as
follows:

Tej= Y SBD(T;,C;)) (4.2)

TZ;[ECJ'

We then use 7. ; to decide if a new cluster should be created or not. In practice, we do
not store set C;. If one cluster changes, we need to update the threshold dynamically. We
thus store the size of O clusters only. Formally, for a sequence C; in © and a given cluster
C{ to be merged, we update threshold 7;'; as follows:

£ ’C]| * Tej |Cf‘ * ZTm’[eCf SBD(Tm,Kv éf)
T
G+ c] Cil +ICi]

(4.3)

Finally, the matching procedure is executed in Algorithm 8, and the threshold update is
executed in Algorithm 9.

4.2.3.2 Centroids Update

At this point we matched the arrival subsequences (in the current batch) with existing
sequences in O. Let consider that cluster C! has been matched with sequence C; € ©. We
update sequence C; as described in Equation 2.1. We note C; the updated sequence C;.

As mentioned earlier, we do not store set C; in memory. We thus need to compute the
shape update process dynamically. As described in Equation 2.1, the shape update process
is computed using matrix S; (of size ¢3). S; is built by computing the dot product between
all subsequences in the merged cluster C; U C!. Nevertheless, we can split the computation
as follows:
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Algorithm 8: © Centroids Update: computeCentroid

input : A set ©, a clustering partition C' on the batch T@@, a Boolean init.
output: A set ©

1 foreach C! € C' do

2 newClusters < {};

3 if (3(Cj,S;, 7,5, wj, 85) € O, sbd(@j,(ff) < Te5) A (init = False) then

// The new cluster C! can be merged with the existing
cluster (;

: -
4 Sj — Sj =+ Z Tj',f@'Tj’,é(_)’
Tj/,geéclff
7 €HNT.QT.5;.QC;,
5 Cj + arggﬁa:v ALK ;
J
6 else
// The new cluster C! cannot be merged with any existing
cluster
T .
7 SL(— Z Tj/@.le@,
Tj,[@eci
8 C; + Centroid(C;);
9 newClusters <+ newClusters U (C;, S;, None, None, None);
10 end
11 end
12 return © UnewClusters;
T T
Si= > TuteThowt Y. Tuie T (4.4)
Tm,fgecj Tm,[e)GCf

The left part of the above sum is already computed from the previous batch. The only
new computation to be performed is the right part. Therefore, we just need to update
matrix S; by adding the sum of the dot product of the subsequences of the cluster C! to be
merged with C;. By doing so, updating the cluster shape does not require storing all the
subsequences in memory, but just matrix .S;. It results in a gain in memory space for large
data series and execution time. Formally, matrix S; (and therefore C;) is updated as follows:

S Si+ > Touo Ty (4.5)
Tm,ZQECf

Note that we just need to compute the initial .S; for all initial clusters and store them in
memory. We then compute the update C;” using the updated S7 at every new batch. The
centroids computation and update are executed in Algorithm 8.

4.2.3.3 Weights Update

Once the sequences C; are updated, we can update their corresponding weights w;. One
could decide to update the weights like in Equation 4.1 using their current statistics (cardi-
nality and distance to other sequences in ©). On the specific case of data series without any
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Algorithm 9: © Parameters Update: compute Param

input : A set ©, a float «.
output: A set ©

1 foreach (C;, S;, Teis Wi, 8;) € © do

2 wﬁk—‘ci‘z TRAL
i EC}E@ sbd(C;,C;)°
3 if (C;, Si, Te.i,w;, 8;) is a new cluster then

// Initialize the parameters for the new cluster (;
4 w;, s; < wh|Cil;

5 Tesi ZvageC;? sbd(Ty 0, C)s
6 else
// update the parameters for the merged cluster (;

7 w“—(l—a)*wi—i—#%;

Si%Te (ICil=s:)*3 7 ,ec, sbd(Tm,eC})
s Tei < TTeT [ :
9 Si |Ci 5
10 end
11 end

12 return ©;

changes of normal behaviors, this would be the good choice. However, if a new behavior
is detected, one should be able to forget the previous behaviors (or reduce its importance).
For that purpose, we dynamically update the weight using its previous value. We introduce
a user parameter « with values between [0, 1], such that it represents the rate of change.
We note w; the updated weight and compute it as follows:

w{s% |Ci|2 _
' Z(cj,wj)e@ sbd(C;, Ci)

w; <+ (1 —a)*xw; +

o *k wk (4.6)
max(1, A; — bsize)
with: .Al =1— tlast,z’

In the above definition, ¢ is the time index of the current batch, and ?;,5; is defined
as the temporal index of the latest (as regards to the time index) subsequence in cluster
C;. Note that as previously expressed, C; is not stored. However, it is trivial to count the
number of subsequences (|C;|), and to compute ¢;,5:; without storing C;. Moreover, note
that, at each iteration, we normalize the weight to have their sum equal to 1. As one can
see, the new weight w; will be a weighted mean (by «) between its old value w; and its
value at the current time w!. If no new subsequence has been added to a cluster, then
w! = w!""*. However, it also means that this cluster might correspond to an old (and
potentially irrelevant now) behavior. It has to be taken into account, and we include a time
decay component in the weight computation (as described in Equation 4.6). We have two

different cases:

o A; < bgize: Cluster C; contains at least one subsequence in the current batch. It
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means that the cluster is still active. Thus max(1, 4; — bs;..) = 1, and no time decay
is applied.

o A; > bs;e: Cluster C; does not contain any subsequence from the current batch. It
means that the cluster might not be active anymore. We can thus start to apply some
decay by dividing the current weight w! by A; — bg;.c.

Depending on the value of «, the score of the clusters without any new subsequences
will converge to zero, giving more importance to the currently activated clusters. In the
specific case when an old behavior starts again to happen, its corresponding weight will
increase faster (knowing that the cardinality of this cluster is already big). If one does not
expect any old behavior to happen again, one can decide to remove clusters with scores
approximately equal to zero. In practice, this is more efficient in memory. Nevertheless,
for the remainder of this chapter, we do not remove any cluster. The weight update is
performed in Algorithm 9.

4.2.4 Subsequence Scoring

At this point, we can update the set © at every new batch. We now describe how we
compute the score for all the subsequences inside a given batch. For a given subsequence
T; . € T, in the current batch (of length ¢ < {g), we compute the following score:

dj = Z wi * minme[we_g} {dist(ijg, (él)mj)} (4.7)
C.

7

Even though the weights w' are adjusted depending on the activity of their related
clusters, a certain noise could be observed on the score. Based on C; shape and its possible
evolution, the score values distribution might evolve as well. We thus normalize the score
at each batch. For a subsequence Tj, € T, in the current batch Tj_, we compute the
normalization as dj = % We compute the estimated mean and standard deviation pf
and o} as:

M;Ik(_a*ﬂt+(1_a)*ut—b,size

4.8
of «—axor+ (1 —a)*x oy (48)

size

In the latter equation, /; and o, are the mean and the standard deviation of d; over batch
TE@. At each batch, we use the previously updated mean and standard deviation to adapt
the distance to set ©. Otherwise, in the unusual case when a batch contains a higher rate
of anomalies than the previous (and future) batches, the normalization (without using the
previous batch mean and standard deviation) may result in missing the anomalies in the
batch. The score computation procedure is performed in Algorithm 10.
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Algorithm 10: Score Computation: computeScore

input : A set O, a subsequence ’]I‘ze, a float «, two floats p, o
output: A data series score, two floats p*, o*

1 score < [| foreach T, € T} do
// For each subsequence in the batch

2 scorelj] « Yoo W' x Mingeo 06— {dist(Tj e, (Ci)ay) }s
3 scorelj] + %,
4 end

// Update mean and variance
5 p* < ax p(score) + (1 — a) g
6 0" < axo(score) + (1 — ) x0;
7 return score, u*,o*;

4.2.5 Execution Time Complexity Analysis

In this section, we analyze the execution time complexity of the various steps of the SAND
framework. Note that the time complexity of the k-Shape algorithm is O(max(| T}, | * k *
lo *xlog(le), Ty, | * €3, k x (&) per iteration, with |T}_| = bsizc.

Initialisation Step: We study the time complexity of the different steps separately. We
first analyze the theoretical execution time needed to perform the initialization. The latter is
composed of small computations related to the weights that the S B D distance uses between
sequence of length {g with complexity O(k? * lglog(le)). Thus, the complexity of the
initialization step has the k-Shape algorithm as a bottleneck.

Batch Execution Time Complexity Analysis: At each batch, one need to run the k-
Shape algorithm. Then at each step we need to compute the SBD distance between every
new cluster and every sequence in ©. The SBD computation complexity is O(¢glog({g)).
Thus, the complexity of the first step is O(|O| x k x {glog({e)). As explained in the initial-
ization section, the weight computation complexity is O(k* * {glog({e)). Nevertheless, we
always have k < |0/, thus the weights computation step is negligible.

Then for a given cluster C;, the shape update process requires the computation of the
matrices .S; and its eigendecomposition. Thus, the shape update operation has complexity
O(max(|C;| * (2, ¢2)) with |C;| being the number of subsequences in the cluster we want
to extract the shape. We are storing previously computed matrices .S; in memory and we
are computing the matrices S; corresponding to the new clusters C!. For a given time index
t, > ceclCl = |Tj,| = bsize. Moreover, knowing that only & new clusters need to be
merged, the shape update operation cannot be done more than k£ times. Thus the overall
complexity of the shape update is O(maz(bsi.e * (3, k * 3))). Therefore, this complexity
does not depend on the time evolution, and the execution time needed remains constant
for the entire stream.

Scoring Execution Time Complexity Analysis: The anomaly distance between subse-
quences of length ¢ and the set © computation is defined by the computation of Equation 4.7,
which is bounded by O((bs;.. — ¢ + 1) * £g * |O|) using the Fourier transform to compute
efficiently the correlation and distances over overlapping subsequences.
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Overall complexity: We now analyze the overall complexity of the batch operation.
Note that some operations share the same complexity, so can be grouped. Overall, the time
complexity of the batch update operation is defined as follows:

bsize * k x Lo * log(Lo)

2 % bgjze * K%

SAND = max 2 x k * é?é (4.9)
|O| x k * Lo * log(Le)

[ (bsize — L+ 1) x lg *|O|

One should note that the only parameter that varies while time evolves is the size of the
set O (involved in the two last lines of Equation 4.9). Nevertheless, this evolution is most
likely to be slow. Thus, the overall complexity does not depend on the time evolution and
remains constant regardless of the increasing number of batches. The important parameters
on the execution time are the batch size bs;.., the number clusters £ and the length /g.
Moreover, we note that the complexity is linear to the size of the batch, which implies that
SAND scales gracefully to large batches.

4.2.6 Parameters Influences

In this section, we evaluate and analyze influences of SAND parameters on accuracy and
execution time. Recall that there are only four main parameters ({g,k, bs;.., and «) that may
affect the anomaly detection accuracy. Note that two parameters can jointly influence the
accuracy and, therefore, we vary two parameters simultaneously. We first start by analyz-
ing parameters influences independently. Figure 4.3 depicts the Precision@k (Fig. 4.3(1)),
the execution time in seconds to compute a batch (Fig. 4.3(2)) and the final number of clus-
ters created (Fig. 4.3(3)) with a color range between black and yellow (with black the lowest
and yellow the highest) for the double-normality datasets (results for single-normality fol-
low similar trends).

4.2.6.1 Influence of the Centroids Length, /g

We first evaluate parameter (g as regards to parameter {. We define {9 = a x (. Fig-
ure 4.2 depicts the Precision@k and the execution time when a varies between 1 and 10 for
double normality datasets (results for single-normality datasets follow similar trends). For
accuracy purposes, {g should be greater than two times ¢. Above a > 2, the Precision@k
reaches its maximum value and stays constant. Thus, for a value of a above a given value,
the length of the centroids does not have a significant impact on the accuracy. Moreover,
as explained in Section 4.2.5, the centroids length does have an impact on the execution
time. Thus, one needs to choose a large enough length to maximize the accuracy without
increasing significantly the execution time. We pick {g = 4 x /.
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Figure 4.2: Influence of a (a = {g/{) over all double normality datasets on Precision@¥k (a)
and execution time in sec (b).

4.2.6.2 Influence of Initial Number of Clusters, &

We analyze the influence of the SAND initial number of clusters £ (independently) on the
detection accuracy and the execution time per batch. The y-axis of Figure 4.3(b) depicts the
evolution of the accuracy and execution time per batch when we vary the initial number
of clusters k. Note that the other parameter is set to its default value (bs;,. = 5000). We
notice that parameter k does not have any impact on the detection accuracy. Nevertheless,
increasing k leads to a higher number of clusters after the final batch and a higher execution
time per batch (as theoretically explained in Section 4.2.5). Therefore, a low initial number
of clusters seems to be an optimal choice. In our experiments, we select k£ = 6.

4.2.6.3 Influence of Batch Size

We then measure the influence of the batch size on accuracy and execution time. As de-
picted in Figure 4.3(c) We note that a bigger batch requires more execution time. Never-
theless, we show in Section 4.3.6 that throughput remains constant to this parameter. We
observe a drop in accuracy for small batches, but we also notice a slow reduction of accu-
racy while the batches increase. In this case, there is a change of normality in the middle
of the data series. Thus small batches are more able to adapt to this change. We select the
nearly optimal choice of by;,. = 5000 for our experiments.

4.2.6.4 Influence of «

We measure the impact of & on accuracy and execution time (see Figure 4.3(b)). As expected,
a does not have an impact, neither on the number of clusters created nor on execution time.
However, when normality changes, the model needs to adapt fast enough. Thus, a high a
leads to a more accurate result (for the single normality datasets, the impact on accuracy
slowly decreases as « increases, since no adaptation is needed for these datasets). In our

experiments, we use o = (.5, which provides good accuracy for both single and double
normality datasets.
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Figure 4.3: Influence of batch size by;,., rate of change «, and initial number of clusters k
on accuracy (1st line), execution time (2nd line) and final number of clusters created (3rd
line), over all double normality datasets.

4.2.6.5 Influence of Batch Size and o

We now evaluate the influence of the batch size joined with cv. As previously underlined, the
execution time and the number of clusters created are independent of o but only dependent
on the batch size. We note that a high value of batch size joined with low values of o implies
low accuracy for double normality datasets (Fig. 4.3(a.1)). On the contrary, we observe that
a high value of « joined with a low value of batch size implies a lower accuracy for single
normality datasets. Overall, parameters that are on the diagonal (such as b,;,. = 5000 and
a = (.5) are optimal.

4.2.6.6 Influence of Initial Number of Clusters k and «

We then evaluate the initial number of clusters & joined with « (Figure 4.3(b)). As men-
tioned earlier, the execution time and the number of clusters created are independent of a.
Moreover, for the double normality datasets, the initial number of clusters k does not have
any impact on accuracy, while « does.
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4.2.6.7 Influence of Batch Size and Initial Number of Clusters k

Finally, we measure the influence of batch size joined with the initial number of clusters
k (see Figure 4.3(c)). One can see that the combination of a small-batch size and a high k
leads to a significant number of clusters, and large batch sizes combined with a high initial
number of clusters lead to a high execution time per batch. With regards to accuracy, only
the batch size has an impact.

4.3 Experimental Evaluation

In this section, we compare the performance of SAND with state-of-the-art subsequence
anomaly detection methods in terms of accuracy and efficiency. We measure the ability of
SAND to detect abnormal subsequences in a benchmark of real datasets. Despite operating
in a streaming setting, we confirm that SAND performs similarly to state-of-the-art (non-
streaming) subsequence anomaly detection methods that operate over the entire dataset.
We then demonstrate the shortcomings of the non-streaming methods, as well as the ability
of SAND to adapt to changes of normality. We compare the scalability of SAND to state-of-
the-art streaming methods for anomaly detection when we vary different parameters and
show that SAND is an order of magnitude faster.

4.3.1 Implementation

4.3.1.1 Technical Details

We implemented our algorithms in C (compiled with gcc 5.4.0) and Python 3.6. The evalu-
ation was conducted on a server with Intel Xeon CPU E5-2650 2.20GHz and 250GB RAM.
We implemented our method as pip package.

4.3.2 Description of the evaluation metrics

We use the Precision@k as the accuracy measure. The latter is the ratio of correctly iden-
tified anomalies in the 7 subsequences corresponding to the 7 highest anomaly score. We
set 17 as the number of anomalies in the datasets (as depicted in Table 3.3). Note that this
parameter 7 is only used for evaluation purposes and is not required for practical usage.
We then use the throughput metric and the execution time in seconds to evaluate the scal-
ability. The throughput is defined as the number of subsequences that can be handled in
one second and corresponds to an upper bound of the data acquisition speed of the method.
The higher the throughput, the better the model will handle high-frequency data streams.
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4.3.3 Description of the datasets

We benchmark our algorithm using real and synthetic datasets, for all of which a ground
truth of annotated anomalies is available. We simulate streams by selecting static data se-
ries. We carefully select two specific types of data series. We first select several real data
series. The first data series is a Simulated Engine Disks data (SED) from the NASA Rotary
Dynamics Laboratory [2] representing disk revolutions recorded over several runs (3K rpm
speed). We also include MIT-BIH Supraventricular Arrhythmia Database (MBA) [40, 83],
which are electrocardiogram recordings from four patients containing multiple instances of
two different kinds of anomalies (either supraventricular contractions or premature heart-
beats). All the previously enumerated datasets and their characteristics are grouped in
Table 3.3.

To evaluate the capacity of our method to adapt to changes over time, we create syn-
thetic datasets that contain more than one specific normality. We note them Double-
Normality, 7T'riple-Normality, up until Sextuple-Normality. We build them by concate-
nating our real single normality datasets. We thus perform two kinds of concatenation.
We first concatenate different datasets from the same domain (i.e., two Electro-Cardiogram
from two different patients) to evaluate methods to adapt to subtle changes. We then con-
catenate datasets from different domains (i.e., Electro-Cardiogram with SED) to evaluate
methods to adapt to drastic changes.

4.3.4 Description of the baselines

We first compare with four state-of-the-art static methods (i.e., methods that take as input
the entire data series): Isolation Forest (named IF and described in Section 2.5.3.2), NormA
(defined in Section 3.3), Series2Graph (named S2G and defined in Section 3.4), and STOMP
(described in Section 2.5.4.4); as detailed below, we use the parameters suggested in the
original papers. For IF, we use 100 trees as explained in [75]. For NormA, as described in
Section 3.3, we use the default parameters for sampling rate, r = 0.4, and subsequence
length, {,, = 4 * (. For S2G, we use as parameters local convolution A = 1/3 % (¢,
bandwidth & (set using Scott’s rule [102]), and number of angles » = 50 (as defined in
Section 3.4). We finally compare SAND to NormA-mn, a variation of NormA, where we
adapted the computation of the anomaly score based on the average anomaly score in a
given window length: we compute the anomaly score of a subsequence 7 4, and we subtract
the average anomaly score of all subsequences within the interval [i — 2 % g, + 2 * lg].
This adaptation of the scoring step enables NormA to operate on multi-normality datasets.

We then compare SAND to dynamic methods (i.e., methods that receive subsequences
of the data series incrementally). We first build baselines from the state-of-the-art static
methods called NormA-batch and S2G-batch, which operate locally (and independently) on
each new arriving batch. We also compare SAND to two state-of-the-art dynamic methods:
IMondrian Forest(mentioned in Section 2.5.3.3) and STAMPI (mentioned in Section 2.5.4.5).
The first method is an alternative to Isolation Forest that uses a tree structure (called Mon-
drian tree, initially proposed for classification purpose [66]) with the characteristic to be
incrementally modified while new points (subsequences in our case) arrive. Similarly to
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Isolation Forest, we use 100 different trees. Similar to STOMP, the second approach is us-
ing the nearest neighbor distance to identify abnormal points. On the contrary to STOMP,
this method has the specificity of being updatable incrementally. One can either keep track
of all the previous points and update the distance profile until the end of the stream or
keep track of the distance profile over a fixed window length (called batch size in our case).
We consider using a fixed window length equal to the batch size for the following reason:
(i) keeping track of the entire distance profile requires a large amount of computation and
makes the latency increase quadratically. (ii) STAMPI (using the discord definition) can suf-
fer from the fact that similar anomalies can happen in a stream. Therefore, keeping the old
distance profile might lead to a higher false-negative rate than keeping only a fixed win-
dow length. The second point is confirmed by Table 5.2. For SAND, we set the additional
parameters as follows: & = 0.5, {g = 4 % { and k = 6.

4.3.5 Accuracy Evaluation

4.3.5.1 Clustering accuracy evaluation

In this section, we evaluate the clustering accuracy of our extension of the k-Shape algo-
rithm. For that purpose, we use all the UCR datasets [30]. We run the original k-Shape
on the entire dataset, and we run our extended k-Shape on 1/10th of the dataset at each
new batch incrementally. Figure 4.4(a) depicts the rand score [93] accuracy comparison
between the original and our extended k-Shape algorithm. We observe that our algorithm
has a similar rand score on average as the usual k-Shape. Thus our technique provides a
way to use the original k-Shape for streaming scenarios with the same accuracy. Moreover,
Figure 4.4(b) depicts the average execution time (in seconds) for a simple solution for in-
cremental k-Shape (i.e., storing all subsequences to compute the centroids from scratch at
every new batch), and our proposed solution for incremental k-Shape (i.e., without stor-
ing all the subsequences). The results confirm the benefits of our proposed solution for an
incremental k-Shape algorithm.

4.3.5.2 SAND accuracy evaluation

We now compare the Precision@k of our method with several other methods, both static
and dynamic. All methods share the subsequence length ¢ as the main parameter. For
each dataset, we set the subsequence length ¢ = /4 as shown in Table 3.3. We use a batch
size of 5000 points for IMondrian Forest, STAMPI, and our approach. Table 5.2 depicts the
Precision@k accuracy of the aforementioned methods for our datasets corpus. One can
notice that for single normality datasets, static methods NormA, Isolation Forest, and Se-
ries2Graph (that are using the entire series to build their model), have good performances.
Nevertheless, online methods IMondrian Forest and SAND are still performing well by be-
ing slightly less accurate than the static methods. STAMPI has a medium Precision@k due
to the limitations caused by similar anomalies in the single normality datasets. However,
STAMPI has better performance than STOMP, which confirms that using a fixed sliding
window limits the number of similar anomalies and provides better accuracy. Finally, we
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Static Streaming
Data Series NormA | IF [ STOMP | $2G | NormA-mn || NormA-batch | $2G-batch [ IMondrian F | STAMPI | SAND
Single Normality (100,000 points)
MBA(803) 0.99(0.01) | 1.00(0.00) | 072 [ 1.00 | 0.97(0.01) 0.70(0.07) 0.97 0.99(0.01) 0.46 0.97(0.02)
MBA(805) 0.99(0.00) | 0.99(0.01) | 0.10 | 0.99 | 0.99(0.00) 0.82(0.05) 0.90 0.96(0.02) 035 0.98(0.01)
MBA(806) 0.86(0.02) | 0.75(0.06) | 059 | 1.00 | 0.88(0.02) 0.74(0.07) 0.70 0.85(0.03) 0.66 0.80(0.03)
MBA(820) 0.98(0.01) | 0.92(0.03) | 090 | 0.91 | 0.97(0.00) 0.74(0.08) 0.71 0.95(0.02) 0.84 0.96(0.01)
SED 0.92(0.05) | 0.65(0.02) 0.57 1.00 0.98(0.01) 0.80(0.06) 0.90 0.31(0.05) 0.87 0.96(0.00)
Average 0.95 0.86 0.58 0.98 0.96 0.76 0.84 0.81 0.64 0.93
Double Normality (200,000 points)
Same Domain
MBA(803 + 805) 0.91(0.10) | 0.53(0.03) | 032 | 0.99 | 0.95(0.02) 0.76(0.03) 0.94 0.97(0.01) 0.40 0.94(0.01)
MBA(803 + 806) 0.70(0.01) | 0.75(0.00) | 0.58 | 0.75 | 0.89(0.03) 0.68(0.02) 0.84 0.87(0.02) 052 | 0.96(0.02)
MBA(803 + 820) 0.83(0.27) | 0.75(0.05) | 078 | 0.76 | 0.92(0.01) 0.66(0.04) 0.81 0.93(0.01) 0.67 0.88(0.00)
MBA(805 + 806) 0.74(0.00) | 0.68(0.04) | 020 | 073 | 0.85(0.01) 0.76(0.06) 0.41 0.81(0.04) 044 | 0.95(0.01)
MBA(805 + 820) 0.76(0.03) | 0.49(0.04) | 051 | 051 | 0.97(0.01) 0.71(0.02) 0.71 0.94(0.01) 0.61 0.90(0.02)
MBA(806 + 820) 0.77(0.02) | 0.78(0.00) | 0.83 | 0.81 | 0.92(0.01) 0.75(0.02) 0.20 0.51(0.04) 079 | 0.93(0.01)
Average 0.78 0.66 0.54 0.76 0.92 0.72 0.65 0.84 0.57 0.93
Different Domains
MBA(303) + SED 0.56(0.19) | 0.45(0.00) | 0.67 | 0.06 | 0.60(0.14) 0.72(0.02) 0.84 0.65(0.08) 064 | 0.96(0.01)
MBA(805) + SED 0.69(0.20) | 0.37(0.01) 0.30 0.11 0.87(0.05) 0.84(0.03) 0.41 0.68(0.09) 0.57 0.95(0.02)
MBA(806) + SED 0.74(0.05) | 0.57(0.01) | 0.62 | 0.07 | 0.84(0.01) 0.79(0.02) 0.72 0.46(0.04) 0.79 0.80(0.03)
MBA(820 + SED 0.91(0.03) | 0.38(0.01) | 0.82 | 0.10 | 0.92(0.02) 0.72(0.06) 0.40 0.52(0.01) 0.85 0.88(0.00)
Average 0.72 0.44 0.60 0.09 0.81 0.77 0.59 0.58 0.71 0.90
Triple Normality (300,000 points)
Same Domain
MBA(803 + 805 + 806) 0.84(0.00) | 0.43(0.02) | 037 | 0.82 | 0.84(0.01) 0.71(0.04) 0.59 0.82(0.01) 044 | 0.92(0.03)
MBA(803 + 805 + 820) 0.60(0.23) | 0.37(0.02) | 054 | 0.63 | 0.86(0.06) 0.66(0.02) 0.79 0.95(0.00) 0.56 0.88(0.02)
MBA(803 + 806 + 820) 0.83(0.00) | 0.68(0.05) | 0.74 | 0.67 | 0.82(0.04) 0.67(0.06) 047 0.69(0.06) 066 | 0.91(0.01)
MBA(805 + 806 + 820) 0.60(0.12) | 0.41(0.02) | 053 | 0.44 | 0.85(0.02) 0.65(0.05) 0.25 0.70(0.02) 061 | 0.94(0.00)
Average 0.72 0.47 0.54 0.64 0.84 0.69 0.52 0.79 0.57 0.91
Different Domains
MBA(803 + 805) + SED 0.60(0.13) | 0.26(0.00) | 0.41 | 0.10 | 0.60(0.12) 0.77(0.03) 052 0.75(0.02) 053 | 0.95(0.00)
MBA(803 + 806) + SED 0.67(0.14) | 0.34(0.01) 0.62 0.06 0.67(0.04) 0.70(0.03) 0.73 0.67(0.05) 0.64 0.88(0.00)
MBA(803 + 820) + SED 0.60(0.12) | 0.26(0.00) | 075 | 0.10 | 0.64(0.02) 0.64(0.06) 0.52 0.66(0.01) 072 | 0.87(0.01)
MBA(805 + 806) + SED 0.75(0.11) | 0.31(0.00) | 035 | 0.09 | 0.79(0.02) 0.78(0.02) 0.40 0.66(0.05) 0.59 0.76(0.01)
MBA(805 + 820) + SED 0.62(0.06) | 0.24(0.00) | 054 | 0.09 | 0.94(0.01) 0.71(0.03) 0.26 0.73(0.01) 0.67 0.91(0.02)
MBA(806 + 820) + SED 037(0.11) | 0.31(0.00) | 078 | 0.10 | 0.82(0.02) 0.74(0.05) 039 0.40(0.08) 0.81 | 0.86(0.00)
Average 0.60 0.28 0.58 0.09 0.74 0.72 0.47 0.65 0.66 0.87

Quadruple Normality (400,000 points)

Same Domain

MBA(803 + 805 + 806 + 820) 0.86(0.01) | 0.32(0.02) [ 053 [057 [ 0.86(0.03) [ 0.670.05) [ 042 | 070001) [ 057 [0.950.00)
Different Domains
MBA(803 + 805 + 806) + SED 0.47(0.03) | 0.23(0.00) | 0.44 [ 0.10 | 0.74(0.06) 0.74(0.01) 0.50 0.72(0.01) 0.55 | 0.91(0.01)
MBA(803 + 806 + 820) + SED 0.30(0.10) | 0.23(0.00) | 071 | 0.09 | 0.60(0.27) 0.67(0.04) 0.50 0.58(0.02) 071 | 0.85(0.04)
MBA(805 + 806 + 820) + SED 0.540.01) | 0.21(0.00) | 0.55 | 0.09 | 0.55(0.30) 0.66(0.03) 0.28 0.60(0.01) 0.67 | 0.90(0.02)
Average 043 0.22 057 | 0.09 0.63 0.69 0.43 0.63 0.64 0.89
Quintuple Normality (500,000 points)
Different Domains ‘
MBA(303 + 805 + 806 + 820) + SED | 0.40(0.01) [ 0.16(0.05) [ 055 [0.08 | 081005 [ 067004 | 038 [ 069002 | 062 [0.90(0.00)

Table 4.2: Precision@k accuracy for NormA (and NormA-batch), Isolation Forest (IF),
STOMP, S2G (and S2G-batch), IMondrian Forest, STAMPIL, and SAND applied to our
datasets corpus (including concatenations of different datasets from same and different do-
mains). The standard deviation of 10 runs is reported in parentheses.
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Figure 4.4: Comparison between the original and our extended k-Shape on rand score (a),
and execution time (b).

note that SAND outperforms both STAMPI and IMondrian Forest, and performs equal or
very close to Series2Graph and NormA. Moreover, one can notice that the online adapta-
tion of NormA and S2G (NormA-batch and S2G-batch) are not performing as well as their
respective static version for the single normality datasets.

Regarding double normality datasets, we observe that the static methods suffer from a
significant drop in accuracy, while the online methods have on average similar Precision@k
accuracy to the single normality datasets. However, we note that both NormA-batch and
S2G-batch perform better than NormA and S2G for double normality datasets from dif-
ferent domains, but not for datasets from the same domain. Only NormA-mn is robust to
multiple normality datasets, but SAND is still more accurate. Moreover, SAND outperforms
both IMondrian Forest and STAMPI. More precisely, SAND significantly outperforms the
competitors (both static and online) for double normality datasets created by concatenated
datasets of different domains. The latter underlines the superior adaptability of SAND, re-
gardless of the dataset composition.

The same observation can be made for triple, quadruple, and quintuple normality
datasets, for which the Precision@¥k contrast between SAND and the other state-of-the-art
methods is even stronger. More generally, one should underline that static methods (Isola-
tion Forest, Series2Graph, and NormA) see their Precision@#k dropping while the number
of different normality increases, in opposite to online methods (IMondrian Forest, STAMPI,
and SAND) that seem to be more stable. Only STOMP seems to have a stable accuracy while
the number of normality sections increases.

A careful look can be addressed to Series2Graph performance on multiple normality
datasets. Similar to NormA and Isolation Forest, one can notice an accuracy drop. Never-
theless, this drop is significantly bigger for datasets concatenated from different domains.
It underlines a limitation of Series2Graph to data series that have a strong heterogeneous
range of values through time. The embedding space needs to be changed to adapt to this
specific case.
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(a) Critical Diagram for SAND versus static methods (b) Critical Diagram for SAND versus streaming methods
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Figure 4.5: Critical difference diagrams using a Wilkoxon pair-wised signed rank test (with
a = 0.05) on both single and multiple normality datasets.

To conclude, SAND has equivalent accuracy for single normality datasets with state-
of-the-art static methods and significantly outperforms both static and online state-of-the-
art methods for datasets containing normality changes. To assess the significance of these
differences, Figure 4.5 depicts a critical difference diagram computed using a Wilcoxon pair-
wised signed-rank test (with & = 0.05) on single and multiple normality datasets. Overall,
Figure 4.5(a) underlines that SAND achieves the highest rank of all methods and statistically
outperforms all previous static state-of-the-art methods (i.e., thick lines connect methods
performing similarly; SAND outperforms methods with statistically significant differences).
Similarly, Figure 4.5(b) confirms that SAND outperforms state-of-the-art online methods as
well.

4.3.6 Time Performance Evaluation

In this section, we evaluate the scalability of our methods and the state-of-the-art stream-
ing method analyzed in the previous section. For that purpose, we first assess the global
execution time (in seconds) needed to perform the update operation of the model and the
subsequences scoring (in batch). We then measure the throughput when we vary different
parameters.

We first evaluate the execution time needed for the model update and batch scoring.
Figure 4.6 presents results on the double normality datasets (results with single normality
datasets exhibit similar trends; we omit them for brevity). Figure 4.6(d) depicts the global
execution time for the model update and the batch scoring for SAND (in blue), IMondrian
Forest (in red), and STAMPI (in green). One should note that STAMPI performs both the
model update and the batch scoring at the same time. We thus report zero as the model
update execution time of STAMPI. Nevertheless, SAND is significantly faster than IMon-
drian Forest for the model update operation, up to three orders of magnitude faster for the
batch scoring operation. Overall, the total execution time (represented by the dotted lines)
of SAND is significantly lower than the two other methods.

We now measure the influence of the batch size on throughput (using a fixed subse-
quence length of 75). Figure 4.6(a) illustrates with the dotted lines the standard devia-
tion envelope over all the double normality datasets. SAND throughput remains stable as
the batch size increases. It confirms our expectation (cf. Section 4.2.5). On the contrary,
STAMPI and IMondrian forest throughput decreases. Thus, SAND has a significantly higher
throughput for large batches (5000 subsequences).

We then evaluate the influence of the subsequence length on the throughput (while
keeping an almost constant batch size of approximately 20,000 subsequences). The latter
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Figure 4.6: Throughput vs batch size (with fixed subsequence length ¢ = 75), subsequence
length (with fixed batch size bg;,. = 20000), and position in the stream (with / = 75 and
bsize = 10000).

is illustrated in Figure 4.6(b). We notice that the throughput of SAND and IMondrian is
reducing when the subsequence length is increasing. The latter has been predicted by the
high importance of the length in Equation 4.9. On the contrary, STAMPI throughput is
constant, whatever the value of the subsequence length. We notice that the throughput
of IMondrian Forest is equivalent to the one of STAMPI for a subsequence length of 1000
points for double normality datasets. Overall, SAND throughput is significantly higher for
small subsequence length (up to 200 points) and remains higher for subsequence length
up to 1000 points. We observe that most of the subsequence anomalies are of moderate
size (e.g., for cardiology datasets [40, 83], abnormal heartbeats are usually shorter than 200
points) and rarely measure up to 1000 points (e.g., electrical consumption datasets, patient
respiration, and Space Shuttle Marotta Valve [57, 103]).

We finally investigate the evolution of throughput as the stream evolves (we use 10,000
as batch size and 75 as subsequence length). Figure 4.6(c) shows the throughput of SAND,
IMondrian Forest, and STAMPI at each batch (represented with its index in time on the x-
axis). Despite the variability between different datasets (represented by the dotted line
envelope), we note that SAND throughput is relatively constant (this is true for both
multi-normality and single normality datasets). It confirms the statement made in Sec-
tion 4.2.5, and proves empirically that the size evolution of |O| does not affect execution
time. Similarly, STAMPI throughput is constant over time. On the contrary, IMondrian For-
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Figure 4.7: Screenshots of the user interfaces of SAND.

est throughput reduces over time. We observe a perturbation on its throughput for double
normality datasets, taking place when the normality changes (at index 100,000). At that
point, the insertion of elements in the Mondrian trees is faster because these elements are
significantly different (larger distances) than current elements and, therefore, the IMon-
drian Forest throughput increases. Nevertheless, it starts rapidly to decrease on average.
Overall, SAND throughput is constantly one order of magnitude larger than the one of
IMondrian Forest and STAMPL

4.3.7 User Interface: StandAlone Web Application

We also proposed a user interface enabling the user to interact, visualize the detected
anomalies and the different inner computational steps of SAND [16]. The GUI is a stand-
alone web application developed using Python 3.6 and the Dash framework [29]. Figure 4.7
displays the different frames of the GUI The mainframe is shown in Figure 4.7(a). Once the
user opens the web application, he can upload a dataset (as well as the anomaly annota-
tions, if available). At first, only the initial batch is displayed. When new batches arrive, by
default, only the current and the three newest batches are displayed (as in Figure 4.7(a.1)).
Nevertheless, the user can navigate through older sections of the data series. Moreover, if
annotations are provided, they will be colored in red. The user can then change the val-
ues of ¢ and the batch size bs;.. by clicking on the SAND dropdown in the navigation bar.
Then, by clicking on the initialization button, the anomaly score on the initial batch will
be displayed under the data series plot. Moreover, model © (the centroids of the model)
is depicted in Figure 4.7(a.2). By clicking on one of the centroids, the user can visualize
the corresponding weight and the time distribution of the subsequences contained in the
selected centroid (Figure 4.7(a.4)). Once the model is initialized, it is ready to be updated
with new batches arriving. The user then may (i) decide to manually add the next batch (by
clicking on the "by batch" button) or (ii) have the system process batches continuously (by
clicking on the "continuous" button). When a new batch arrives, both the data series and
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the anomaly score plots are updated. The model is also updated, and the new clusters from
the current batch that need to be merged with an existing cluster will be aligned with it
(under the label "cluster to be merged" as in Figure 4.7(a.3)). The new clusters appear under
“clusters to create.”

The user can also run other anomaly detection methods: STAMPI (mentioned in Sec-
tion 2.5.4.5) and Isolation Mondrian Forest (named IMondrian and mentioned in Sec-
tion 2.5.3.3). Their anomaly scores will be shown together with the SAND anomaly scores
(Figure 4.7). If annotations are provided, performance analysis can be carried out by click-
ing on the performance button: a new frame will appear (Figure 4.7(b)) displaying accuracy
(Figures 4.7(b.1),(b.2) and (b.3)) and time execution evaluations (Figure 4.7(b.4)).

4.4 Summary

To conclude, we tackled in this chapter the specific case of unsupervised subsequence
anomaly detection for streaming data series. We first analyzed the limitation of state-
of-the-art approaches and our approaches described in Section 3.3 and Section 3.4. We
then introduced SAND, a novel unsupervised approach for subsequence anomaly detection
in streaming sequences. SAND is based on a set representation of the subsequences in a
data stream (inspired from NormA described in Section 3.3) and can detect both single and
recurrent anomalies. We proposed a user interface implementation of our approach that
simplifies the usage and facilitates the comprehension of SAND. Finally, we conducted an
experimental analysis of several synthetic and real datasets. These experiments demon-
strate the benefits of our approach in terms of efficiency and accuracy.
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In the previous chapter, anomalies were considered unknown. However, one can consider that
experts precisely know which event he wants to detect and has a collection of data series that
corresponds to these anomalies. In that case, we have a database of anomalies at our disposal.
As a consequence, one can decide to adopt supervised methods. A question that naturally
arises is the following one: is it possible to detect subsequences that happened before the known
anomaly that might lead to an explanation of the anomaly (and potentially predict it). If the
supervised model is trained to classify anomalies from normal data series, the features and
subsequences that discriminate the anomaly from the normal class can be seen as symptoms or
precursors (if these subsequences happened before the anomaly). Thus precursors detection for
known anomalies can be tackled as a discriminant features identification for a classification
model. For some Convolutional Neural Network-based models, the Class Activation Map
(CAM) can be used as an explanation for the classification result. CAM has been used for
highlighting the parts of an image that contribute the most to a given class prediction, and
has also been adapted to data series. Nevertheless, CAM for data series suffers from one
important limitation. Since CAM is a univariate time series with high values aligned with
the subsequences of the input that contribute the most for a given class identification, in the
specific case of multivariate data series as input, no information can be retrieved from CAM
on the level of contribution of specific dimensions. In this chapter, we address the above-
mentioned limitations and propose a novel data organization and a new CAM that highlights
both the temporal and dimensional informations.
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5.1 Class Activation Map: an interesting tool for

anomaly precursor identification

In this chapter, we assume that the user has a data series example of abnormal and normal
data series at his disposal. Thus, as already mentioned, one can train a convolutional neural
network (CNN, ResNet, or InceptionTime) to classify anomalies from normality and then
use Class Activation Map (CAM) to identify subsequences that can explain the anomalies.
Thus, such subsequences correspond to features that the model used to discriminate the
two classes (normal and anomaly). In the general case, it corresponds to tackle the task of
discriminant feature identification for classification models. Thus, we now formulate the
problem analyzed in this chapter as follows:

Problem 3 (Multivariate Data Series Classification Explanation). Given a set T of mul-
tivariate data series T = {70 TW . TWO=DY of D dimensions belonging to classes
C; € C,and a model f : T — C, find a function g(T, f) that returns a multivariate se-
ries g(T, f,C;) = {T©", TV ... TPV} " in which T®" is a series that has high values if
the corresponding subsequences in T; discriminate T’ of belonging to another class than C;.

5.1.1 Limitations for Multivariate Data Series anomaly detection

As mentioned earlier, a CAM that highlights the discriminative subsequences of class C;,
CAMec,(T),is a univariate data series. The information provided by C AM¢, (T') is sufficient
for the case of univariate series classification, but not for multivariate series classification.
Even though the significant temporal index may be correctly highlighted, no information
can be retrieved on which dimension is significant or not. Therefore, we focus in this
chapter on proposing a method that solves the issue as mentioned above.

5.2 A first Baseline for Multivariate Data Series

A new solution would be to decide to use a 2D convolutional neural network with kernel
size (¢, 1), such that each kernel slides on each dimension separately. Thus, for an input
data series 7', A,,,(7') would become a multivariate data series for the variable m € [1,n¢],

and A%)(T) € A,,(T) would be a univariate time series that would correspond to the
dimension d of the initial data series. Note that one can use similar kernels of size (¢, () as
those used for pictures. It implies that subsequences of length ¢ for ¢ dimensions will be
merged by one kernel. However, the ordering of dimensions in data series is not (most of
the time) important. Thus using kernels of size (¢, ¢) will force the user to choose the most
meaningful order for the dimensions, which is very difficult in practice.
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Symbol Description
T a data series
|| length of T’
T i" dimension of T'
D number of dimensions
C set of all classes
C; one class of C
ws weight of connecting the m" convolutional layer and class C; neuron
A (T) output of the m!" convolutional layer for input 7'
ze,(T) output of C; neuron for input 7'
CAMe,(T) Class Activation Map for class C; and input T’
Xr set of all possible permutations of 7" dimensions
St T with one possible permutation of its dimensions (Si. € X7)
k number of permutations
Ng number of permutations that have been correctly classified by the model

Table 5.1: dCAM Table of symbols.

5.2.1 cCNN: a first architecture

We call this solution cCNN, and we use cCAM to refer to the corresponding Class Activation
Map. Figure 5.1 illustrates cCNN architecture and cCAM. This architecture is equivalent to
train one single CNN on each dimension independently. Note that any other architectures,
such as ResNet and InceptionTime, with a Global Average Pooling (GAP) can be used. We
denote these baselines as cResNet and cInceptionTime.

5.2.2 Limitations

New limitations arise from this solution. First, the dimensions are not compared together:
each kernel of the input layer will take as input only one of the dimensions at a time. Thus,
features depending on more than one dimension will not be detected. However, cCNN,
cResNet and cInceptionTime represent interesting first baselines to address the problem.
We further study and demonstrate the limitations of these baselines in the experimental
section. Table 5.1 summarizes the symbols we use in this chapter.

5.3 Proposed Approach: Dimension-wise Class Activa-

tion Map

In this chapter, we describe our proposed approach, dCAM (dimension-wise Class Activa-
tion Map). Based on a new architecture that we call dCNN (as well as the variant architec-
tures dResNet and dInceptionTime), dCAM aims to provide a multivariate CAM pointing
to the discriminant features within each dimension. Contrary to the previously described
baseline, one kernel on the first convolutional layer will take as input all the dimensions
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Figure 5.1: Illustration of Class Activation Map for cCNN architecture with three convolu-
tional layers (ns1, nyo, and ny3 different kernels respectively of size all equal to ¢).

together with different permutations. Thus, similarly to the standard CNN architecture,
features depending on more than one dimension will be detectable while still having a
multivariate CAM. Nevertheless, the latter has to be processed such that the significant
subsequences are detected.

We first describe the proposed architecture dCNN that we need in order to provide a
dimension-wise Class Activation Map (ACAM), while still being able to extract multivariate
features. We then demonstrate that the transformation needed to change CNN to dCNN
can also be applied to other, more sophisticated architectures, such as ResNet and Incep-
tionTime, which we denote as dResNet and dInceptionTime. We demonstrate that using
permutations of the input dimensions makes the classification more robust when impor-
tant features are localized into small subsequences within some specific dimensions.

We then present in detal how we compute dCAM (based on a
dCNN/dResNet/dInceptionTime architecture). Our solution benefits from the per-
mutations injected into the dCNN to identify the most discriminant subsequences used for
the classification decision.

5.3.1 Dimension-wise Architecture

As mentioned earlier, the classical CNN architecture mixes all dimensions in the first convo-
lutional layer. Thus, CAM is a univariate data series and does not provide any information
on which dimension is the discriminant one for the classification. To address this issue, we
can use a two-dimensional CNN architecture by re-organizing the input (i.e., the cCNN so-
lution we described earlier). In this architecture, one kernel (of size (1, ¢, 1)) slides on each
dimension independently. Thus, for a given D-dimensional data series (7%, ..., T(P~1) of
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Figure 5.2: dCNN architecture and application of the CAM.

dense layer

length n, the convolutional layers returns an array of three dimensions (ns, D,n), each
row m € [0, D — 1] corresponding to the extracted features on dimension m. Neverthe-
less, the kernels (1, ¢, 1) get as input for each dimension independently. Evidently, such an
architecture cannot learn features that depend on multiple dimensions.

5.3.1.1 dCNN: a first architecture

In order to have the best of both cases, we propose the dCNN architecture, where we trans-
form the input into a cube, in which each row contains a given combination of all dimen-
sions. One kernel (of size (D, /, 1)) slides on all dimensions D times. The latter allows
the architecture to learn features on multiple dimensions simultaneously. Moreover, the
resulting CAM is a multivariate data series. In this case, one row of the CAM corresponds
to a given combination of the dimensions. However, we still need to be able to retrieve
information for each dimension separately, as well. To do that, we make sure that each row
contains a different permutation of the dimensions. As the weights of the kernels are at
fixed positions (for specific dimensions), a permutation of the dimensions will result in a
different CAM. Formally, for a given data series T', we note C(T) € R(”:P") the input data
structure of dCNN, defined as follows:

TMO-1) 70  (D=-3) 7(D-2)
C(T) = T.(l) T'(2) T(b—l) T.(O)
TO  p® qD-2) (D-1)

Note that each row and column of C'(T’) contain all dimensions. Thus, a given dimen-
sion T is never at the same position in C'(T") rows. It is a crucial property for the compu-
tation of dCAM. In practice, we guarantee the latter property by shifting by one position
the order of the dimensions. Thus 7% in the first row is aligned with 7" in the second
row. A different order of 7" dimensions will thus generate a different matrix C'(7).

Figure 5.2 depicts the dCNN architecture. The input C'(T') is forwarded into a classical
two-dimensional CNN. The rest of the architecture is independent of the input data struc-
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ture. The latter means that any other two-dimensional architecture (containing a Global
Average Pooling (GAP)) can be used by only adapting the input data structure. Similarly,
the training procedure can be freely chosen by the user. For the remainder of the chap-
ter, we will use the cross-entropy loss function and the ADAM optimizer (mentioned in
Section 2.6.2.4).

Observe that multiple permutations of the original multivariate series will be processed
by several convolutional layers, enabling the kernel to examine multiple different combi-
nations of dimensions and subsequences. Note that the kernels of the dCNN will be sparse,
which has a significant impact on overfitting.

5.3.1.2 Other architectures

As mentioned earlier, any architecture using a GAP layer after the last convolutional layer
can benefit from dCAM. Thus, different (and more sophisticated) architectures can be used
with our approach. To that effect, we propose two new architectures dResNet and dIncep-
tionTime, based on the state-of-the-art architectures ResNet [114] and InceptionTime [52].
The transformations that lead to dResNet and dInceptionTime are very similar to that from
CNN to dCNN, using C'(T') as input to the transformed networks. The convolutional layers
are transformed from 1D (as proposed in the original architecture [114, 52]) to 2D. Similarly,
for dCNN, the kernel sizes are (D, ¢, 1) and convolute over each row of C'(T") independently.

We demonstrate in the experimental section that these architectures do not affect the
usage of our proposed approach dCAM, and we evaluate the choice of architecture on both
classification and discriminant feature identification. In the following sections, we describe
our methods assuming the dCNN architecture. Nevertheless, it works exactly the same for
the other two architectures.

5.3.2 Limitation of CAM for Dimension-wise Architecture

At this point, we have our network trained to classify instances among classes Cy, C, ..., C,.
We now describe in detail how to compute dCAM that will identify discriminant features
within dimensions. We assume that the network has to be accurate enough in order to
provide a meaningful discriminant features identification. We evaluate in the experimental
section the relation between the classification accuracy of the network and the discriminant
features identification accuracy.

At first glance, one can compute the regular Class Activation Map CAMc, (C(T)) =

Yo we A (C(T)). However, a high value on the i row at position t on C AMc, (C(T))
does not mean that the subsequence at position ¢ on the 7" dimension is important for the
classification. It rather means that the combination of dimensions at the " row of C/(T’)
is important. Thus, one cannot use CAM as for cCNN. We thus describe how to compute
dCAM, which corresponds to the importance of one dimension only at each row.
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Figure 5.3: Example of Class Activation Map results for different permutations.

5.3.3 Computation of dCAM

We now describe in detail to computation steps involved to produce dCAM from a network
dCNN.

5.3.3.1 Permutations of the Dimensions

Given those different combinations of dimensions (i.e., one row of C'(T")) produce different
outputs (i.e., the same row in CAM¢,(C(T'))), the positions of the dimensions within the
C(T) rows have an impact on the Class Activation Map. Consequently, for a given com-
bination of dimensions, we can assume that at least one dimension at a given position is
responsible for the high value in the Class Activation Map row. For the remainder of the
chapter, we use X1 for the set of all possible permutations of 7" dimensions, and S_éip € X
for a single permutation of 7'. For instance, for a given data series T = {7, (1) T2}
one possible permutation is Si. = {71 7O 7?1,

Figure 5.3 depicts an example of Class Activation Maps for different permutations. In
this Figure, for three given permutations of T (i.e., S9. S} and S%), we notice that when
T® is in position two of the second row of C(S%.), the Class Activation Map C AM (C(S%))
is greater than when 7% is not in position two. We infer that the second dimension of 7" in
position two is responsible for the high value. Thus, we may examine different dimension
combinations by keeping track of which dimension at which position is activating the Class
Activation Map the most. In the remainder of this section, we describe the steps necessary
to retrieve this information.

Definition 26. For a given data series T = {T©) T .. TP~V of length n and its input
data structure C(T)), we define function idx, such thatidz (T, p;) returns the row indices in
C(T) that contain the dimension T") at position p;.

We can now define the following transformation M.

128



SUPERVISED IDENTIFICATION OF PRECURSORS OF ANOMALY

) @ came (c(s)) ) 2 (came, (c(s8)))
T®-D, 7O, 7@-2T TO-1+
T(P=2)
T®Win pos,, 1

at time t,

- -

7O 7D p0-D)

o
PG, 7@, p@-i-1 | aT
S

3

%’ T

TO, 70, 7O-1] | 2TO®

T®in pos;,,
at time t,

time

Figure 5.4: Transformation M for a given data series 7'.

Definition 27. For a given data series T = {T© TW . TW=DY of length n, a given
class C; and Class Activation Map, we define M(CAMc,(C(T))) € RPL™ (with
CAMe,(C(T)) € RP™ and CAMc,(C(T)); its i row) as follows:

M(CAMc,(C(T))) =
CAMC]’ (C(T) )idm(T<0) ,0) CAMC]’ (C(T) )idm(T<0) ,D—1)
OAMCj(C(T))idx(T(l),O) OAMC]-(C(T))MI(TG),DA)

(5.1)
CAMCj(C(T))idx(T<D*1),O) CAMCj(C(T))idx(T@*l),D—l)

Figure 5.4 depicts the M transformation. As explained in Definition 27, the M transfor-
mation enriches the Class Activation Map by adding the dimension position information.
Note that if we change the dimension order of 7, their M(CAMc,(C(T'))) changes as well.
Indeed, for a given dimension 7'¥) and position p;, idz(T™, p;) will not have the same value
for two different dimension orders of 7. Thus, computing M(CAMc,(C(T'))) for differ-
ent dimension orders of 7" will provide distinct information regarding the importance of
a given position (subsequence) in a given dimension. We expect that subsequences (of a
specific dimension) that discriminate one class from another will also be associated (most
of the time) with a high value in the Class Activation Map.

5.3.3.2 Merging CAM on a set of permutations

We compute M(CAMc,(C(Sr))) for different S € YX7. Note that the total number of per-
mutations | X7| is enormous for high-dimensional data series. In practice, we only compute
M for a randomly selected subset of Y. We thus merge k¥ = |¥7| permutations S%, by
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Figure 5.5: Example of one row of matrix /\;lc]. (T') for a specific dimension D.

computing the averaged matrix Me,(T) of all the M transformations of the permutations.
Formally, Mc, (T) is defined as follows:

- 1

Me,(T) = > M(CAM,(C(SE)))

|ET’ Skesy

Figure 5.6 illustrates the process of computing Me,(T) from the set of permutations of
T, ¥r. Mc,;(T) can be seen as a summarization of the importance of each dimension at
each position in C(T), for all the computed permutations. Note that all permutations of
T are forwarded into the dCNN network without training it again. Thus, even though the
permutations of 7" generate radically different inputs to the network, the network can still
classify most of the instances correctly. For k permutations, we use n, to denote the number
of permutations that the model has correctly classified. We provide in the experimental
section an analysis of n,/k w.r.t the classification accuracy of the model and the impact
that n,/k has on the discriminant features identification accuracy.

Figure 5.5 illustrates one row of matrix Mcj (T). In the illustrated heatmap, each row
is associated to a position and corresponds to the averaged Class Activation Map when
dimension D is in that position. We first observe that the averaged activation is not constant
for all time indexes. We also observe that the averaged activation is not constant for all
positions. In the following section, we use the latter information to retrieve the discriminant
dimensions.

5.3.3.3 dCAM Extraction

We can now use the previously computed /\;lcj to extract explanatory information on which
subsequences are considered important by the network. First, we note that each row of
C(T) corresponds to the input format of the standard CNN architecture. Thus, we expect
that the result of a row of /\;lcj (one of the ten lines in Figure 5.6(b)) is similar to the standard
CAM. Hence, we can assume that j(Mc,(T)) = 2 de0.D—1] 2pe[0,D1] /\;lg’jp(T)/(Q x D)
is equivalent to standard Class Activation Map C'AMc, (T') (this approximation is depicted
in Figure 5.6(d)).

Moreover, in addition to the temporal information, we can extract temporal information
per dimension. We know that for a given position p and a given dimension d, Mg;p (T") rep-

resents the averaged activation for a given set of permutations. If the activation ./\;lg;_p (T)
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Figure 5.6: dCAM computation framework.

for a given dimension is constant (regardless of its value, or the position p), then the position
of dimension d is not important, and no subsequence in that dimension d is discriminant.
On the other hand, a high or low value at a specific position p means that the subsequence
at this specific position is discriminant. While it is intuitive to interpret a high value, in-
terpreting a low value is counter-intuitive. Usually, a subsequence at position p with a low
value should be regarded as non-discriminant. Nevertheless, if the activation is low for
p and high for other positions, then the subsequence at position p is the consequence of
the low value and is thus discriminant. We experimentally observe this situation, where
a non-discriminant dimension has a constant activation per position (e.g., see dotted red
rectangle in Figure 5.6(b): this pattern corresponds to a non-discriminant subsequence of
the dataset). On the contrary, for discriminant dimensions, we observe a strong variance
for the activation per position: either high values or low values (e.g., see solid red rectan-
gles in Figure 5.6(b): these patterns correspond to the (injected) discriminant subsequences
highlighted in red in Figure 5.6(e)). We thus can extract the significant subsequences per
dimension by computing the variance of all positions of a given dimension. We can filter
out the irrelevant temporal windows using the averaged y(Mc, (T')) for all dimensions, and
use the variance to identify the important dimensions in the relevant temporal windows.
Formally, we define dC AM¢,(T') as follows.

Definition 28. For a given data series T' and a given class C;, dC AMc, (T) is defined as:

dCAMe, (T) =
P2 (ME(T)) # u(Me,(Th) o (ME(T)) % (M, (T),.)
oM (T)) # u(Mey(They) . 02N (D)) # (M, (D)) | 2

a2<M§f-1<T>to> « 1(Me,(T)iy) - a2<M2f-l<T>tn> « 1(Me, (T):,)
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5.4 Experimental Evaluation

We now present the results of the experimental evaluation with several real datasets from
different domains. Overall, the experimental section is organized as follows:

1. We first introduce in Section 5.4.1 the datasets, the baselines, and the evaluation met-
rics used to measure both classification accuracy, discriminant feature identification
accuracy, and execution time.

2. We evaluate in Section 5.4.3 our proposed approaches and the baselines on classifi-
cation accuracy on 28 publicly available multivariate data series datasets.

3. We evaluate in Section 5.4.4 our proposed approaches and the baselines on discrimi-
nant feature identification accuracy on 20 synthetic multivariate data series datasets.

4. We analyze in Section 5.4.5 the relationship between classification accuracy and the
discriminant feature identification accuracy.

5. We report scalability experiments in Section 5.4.6, where we measure the execution
time needed by the baselines and our approaches for training and for identifying
discriminant features.

5.4.1 Experimental Setup

We implemented our algorithms in Python 3.5 using the PyTorch library [94]. The evalua-
tion was conducted on a server with Intel Core 17-8750H CPU 2.20GHz x 12, with 31.3GB
RAM, and Quadro P1000/PCle/SSE2 GPU with 4.2GB RAM, and on Jean Zay cluster with
Nvidia Tesla V100 SXM2 GPU with 32 GB RAM.

5.4.1.1 Datasets

We conduct our experimental evaluation using real datasets from the UCR/UEA archive [30]
to evaluate the classification performance of our approaches compared to the state-of-the-
art methods.

To evaluate the discriminant features identification, we conduct our experimental eval-
uation using real datasets injected with known discriminant patterns and a real use case
from the medical domain. We use the StarLightCurves (classes 2 and 3 only), ShapesAll
(classes 1 and 2 only), and Fish (class 1 and 2 only) datasets from the UCR archive [30], in
which we inject subsequences that will generate discriminant features. We build two types
of datasets to study the ability of the algorithms to identify the discriminant patterns guid-
ing the classification decision, (1) when these patterns occur in a subset of the dimensions
at different timestamps, and (2) when these patterns occur in a subset of the dimensions at
the same timestamp.
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(a) Type 1 discriminant features: subsequences of interest (b) Type 2 discriminant features: subsequences of interest
(in red) occurs in a subset of dimensions at different timestamps.  (in red) occur in a subset of dimensions at the same timestamp.
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Figure 5.7: Synthetic datasets: (a) T'ype 1, in which the discriminant subsequence is two
injected patterns from class 2 StarLightCurves dataset in random dimensions at random
positions, (b) T'ype 2, in which the discriminant factor is the fact that the two injected
patterns are injected at the same position.

1. For the T'ype 1 datasets, we build each dimension of Class 1 by concatenating random
instances from one class of one of our two UCR seed datasets. We build Class 2 by
injecting in the data series of the other class of our two UCR datasets a pattern in 2
random dimensions at a random position in the series.

2. For the T'ype 2 datasets, we build each dimension of Class 1 by concatenating random
instances from one of the classes of our two UCR datasets and injecting patterns from
the other class in x random dimensions and at different positions. We build Class 2
by injecting patterns at the same positions of 2 random dimensions.

Examples of T'ype 1 and T'ype 2 5-dimensional datasets based on StarLightCurves are
depicted in Figures 5.7(a), and 5.7(b), respectively. In our experiments, we use 1000 such
datasets.

5.4.1.2 Evaluation Measures

We first evaluate the classification accuracy, C'-acc. This measure corresponds to the ratio
of correctly classified instances among all instances in the test dataset.

We then evaluate the discriminant features accuracy, Dr-acc, for Class 1 (as depicted
in Figure 5.7). We define Dr-acc as the Area Under the Precision versus Recall Curve (PR-
AUC) for CAM/cCAM/dCAM obtained from the models and the ground truth. The ground-
truth is a series that has 1 at the positions of discriminant features (the ground-truth of
the series depicted in Figure 5.7(a.2) contains 1 at the positions of the injected patterns,
marked with the red rectangles, and 0 otherwise). We motivate the choice of PR-AUC
(instead of the Area Under the Receiver Operating Characteristic Curve (ROC-AUC)) by
the fact that we are more interested in measuring the accuracy of identifying the injected
patterns (representing at max 0.02 percent of the dataset) than measuring the accuracy of
not detecting the non-injected patterns. In this very unbalanced case, PR-AUC is more
appropriate than ROC-AUC [31].
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We note that even though we are annotating each point of the injected subsequences as
discriminant, only some subparts of these sequences might be discriminant, thus leading to
Dr-accless than 1. Finally, for CNN/ResNet/InceptionTime we compute the Dr-acc scores
by assuming that their (univariate) CAM values are the same for all dimensions. We mark
their Dr-acc scores with a star in Table 5.2.

5.4.2 Baselines and Training Setup

We compare our model, dCNN,dResNet and dInceptionTime, to the classical CNN, ResNet
and InceptionTime model [51, 34, 114, 52], and the cCNN, cResNet and cInceptionTime
baseline introduced in Section 5.2. We are using the same architecture setup for all mod-
els. We then use CAM for CNN, ResNet, InceptionTime, cCAM for cCNN, cResNet and
cInceptionTime, and dCAM for dCNN, dResNet and dInceptionTime to identify discrim-
inant features. For CNN,cCNN and dCNN, we are using 5 convolutional layers with
(64, 128, 256, 256, 256) filters respectively. We are using a kernel size of 3 and a padding
of 2. The depth of the convolutional-based networks are empirically chosen. For ResNet,
cResNet, and dResNet we use three blocks with three convolutional layers of 64 filters (for
the first two blocks) and 128 layers (for the last block). For each block, we are using kernel
sizes equal to 8, 5, and 3 for three layers of the block. For InceptionTime, cInceptionTime
and dInceptionTime, we are using the same architecture as originally defined [52].

We split our dataset into training and validation sets with 80 and 20 percent of the total
dataset, respectively (equally balanced between the two classes). The training dataset is
used to train the model, and the validation dataset is used as a validation dataset during the
training phase. For synthetic datasets, we generate a fully new test dataset and to evaluate
C-acc and Dr-acc. We train all models with a learning rate o = 0.00001, a maximum batch
size of 16 instances (less if GPU memory cannot fit 16 instances), and a maximal number of
epochs equal to 1000 (we use early stopping and stop before 1000 epochs if the model starts
overfitting the test dataset). For dCAM, we use & = 100 (number of random permutations).
We can make the assumption that the number of permutations should be high when the
number of dimension is high. Nevertheless, £ = 100 is a value that we empirically verified
to be sufficient over our use cases and benchmark datasets.

5.4.3 Classification Accuracy evaluation

We first evaluate the classification performance of our proposed approaches (denoted as
c-Baselines and d-Baselines in Table 5.2) and the ones of the different baselines (denoted
as Baselines in Table 5.2) over the UCR/UEA multivariate data series. We run each method
ten times and report the average C-acc.

We observe that ResNet-based architecture performs better than CNN-based and
InceptionTime-based architectures. Moreover, we note that, overall, dCNN and dResNet
have a better C-acc than CNN and ResNet, respectively. This observation confirms that
our proposed architectures (dResNet, dCNN) do not result in any loss in accuracy; on the
contrary, they are slightly more accurate than usual architectures (ResNet, CNN). We no-
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Metadata C'-acc (averaged on 10 runs)
Baselines c-Baselines d-Baselines
Datasets name Nb classes | Data length | Nb dimensions || CNN | ResNet | InceptionTime || cCNN | cResNet | cInceptionTime || dCNN | dResNet | dInceptionTime
AtrialFibrillation 3 640 2 0.41 0.40 0.64 0.56 0.53 0.68 0.49 0.45 0.61
Libras 15 45 2 0.96 0.96 0.82 0.80 0.82 0.65 0.91 0.94 0.66
BasicMotions 4 100 2 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
RacketSports 4 30 6 0.94 0.99 0.90 0.95 0.98 0.85 0.94 0.98 0.92
Epilepsy 4 206 3 1.00 1.00 0.97 1.00 1.00 1.00 1.00 1.00 0.99
StandWalkJump 3 2500 4 0.70 0.66 0.65 0.83 1.00 0.81 0.95 1.00 0.75
UWaveGestureLibrary 8 315 3 0.88 0.89 0.89 0.76 0.74 0.64 0.84 0.89 0.83
Handwriting 2 152 3 0.83 0.90 0.55 0.42 0.70 0.38 0.76 0.89 0.52
NATOPS 6 51 24 0.99 1.00 0.95 0.86 0.89 0.83 0.97 0.99 0.91
PenDigits 10 8 2 0.99 0.99 0.99 0.99 0.99 0.99 0.99 0.99 0.99
FingerMovements 2 50 28 0.70 0.68 0.71 0.57 0.63 0.55 0.72 0.71 0.66
ArticularyWordRecognition 25 144 9 0.99 0.99 0.93 0.82 0.94 0.74 0.98 0.99 0.88
HandMovementDirection 4 400 10 0.44 0.42 0.51 0.34 0.35 0.40 0.45 0.44 0.33
Cricket 12 1197 6 1.00 1.00 0.98 0.94 0.97 0.87 1.00 1.00 0.98
LSST 14 36 6 0.62 0.66 040 0.56 0.59 0.49 0.62 0.66 0.51
EthanolConcentration 4 1751 3 0.35 0.36 0.34 0.36 0.36 0.36 0.35 0.39 0.34
SelfRegulationSCP1 2 896 6 0.86 0.83 0.87 0.88 0.84 0.88 0.86 0.86 0.88
SelfRegulationSCP2 2 1152 7 0.59 0.58 0.62 0.6 0 0.59 0.59 0.57 060 0.63
Heartbeat 2 405 61 0.83 0.86 0.83 0.76 0.76 0.76 0.84 0.86 0.83
PhonemeSpectra 39 217 39 0.31 0.37 0.27 0.31 0.33 0.28 0.33 0.40 0.32
EigenWorms 5 17984 6 090 0.92 0.82 0.71 0.92 0.73 0.92 0.92 0.81
MotorImagery 2 3000 64 0.58 0.57 0.56 0.56 0.57 0.56 0.65 0.68 0.66
FaceDetection 2 62 144 0.57 0.59 0.71 0.55 0.70 0.70 0.57 0.61 0.63
Mean 0.758 | 0.766 0.735 0.701 0.747 0.684 0.770 0.793 0.723
Rank 3.78 B8 B] 4.82 5.52 4.34 5.86 3.56 2.04 517

Table 5.2: C'-acc averaged accuracy for 10 runs for CNN, ResNet, InceptionTime, cCNN,
cResNet, cInceptionTime, dCNN, dResNet, dInceptionTime over UCR/UEA datasets.

tice that dResNet is on averaged one rank higher than ResNet. Similar observations can be
made when comparing dCNN and CNN.

Moreover, Table 5.2 confirms that using cCNN baselines (or cResNet and cInception-
Time) implies a drop in classification accuracy. For instance, CNN architecture is 0.05 more
accurate than cCNN architecture. Thus, c-Baselines cannot guarantee at least equivalent
accuracy. Figure 5.8(a) depicts the comparison between dCNN C-acc (on the y-axis) and
CNN/cCNN C-acc (on the x-axis, with CNN illustrated with blue circle and cCNN with red
crosses). The dotted line corresponds to cases when both classifiers have the same accuracy.
We observe that almost all cCNN C'-acc (red crosses) are above the dotted line, showing
that dCNN is more accurate for most of the datasets. Similarly, we observe that most of
the CNN C-acc (blue circles) are above the dotted lines, which means that dCNN is more
accurate than CNN. The same observation can be made when examining Figure 5.8(b), in
which dResNet is compared with ResNet and cResNet.

However, the same observation is not true when comparing dInceptionTime with In-
ceptionTime and cInceptionTime. Even though in Figure 5.8(c) most of the red crosses are
above the dotted line, indicating that dInceptionTime is most of the time more accurate
than cInceptionTime, the blue circles are equally distributed above and under the dotted
line. Thus, dInceptionTime is not more accurate than InceptionTime. The results in Ta-
ble 5.2 also show that the averaged C'-acc across all datasets (as well as the averaged rank) is
lower for dInceptionTime than for InceptionTime. Nevertheless, the results also show that
the performance of dInceptionTime is very close to that of InceptionTime. Thus, transform-
ing the original architecture into one that supports dCAM does not penalize classification
performance.
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Figure 5.8: C-acc comparison of (a) dCNN with cCNN and CNN, (b) dResNet with cResNet
and ResNet, and (c) dInceptionTime with cInceptionTime and InceptionTime on UCR/UEA
datasets.

5.4.4 Discriminant Feature identification evaluation

We now evaluate the classification accuracy (C-acc) and the discriminant feature identifi-
cation accuracy (Dr-acc) on synthetically built datasets. Table 5.3 depicts both C-acc and
Dr-acc on T'ype 1 and 2 datasets, when varying the number of dimensions from 10 to 100.
In this experiment, we keep as baselines only ResNet and cResNet, which are the most
accurate methods among all other baselines.

We first notice that for low dimensional (D=10) datasets, ResNet, dResNet, dCNN, and
dInceptionTime are performing nearly perfect C-acc. Moreover, ResNet performs well for
low-dimensional data series but starts to fail for a larger number of dimensions. While the
drop is already significant for the T'ype 1 dataset built from the StarLightCurve dataset, it is
even stronger for T'ype 2 datasets, for which ResNet fails to classify instances with a number
of dimensions D > 20. On the contrary, dCNN, dResNet, and dInceptionTime, which use
the random permutations in the input, are not sensitive to the number of dimensions and
have an almost perfect C-acc for most of Type 1 datasets. We observe a C'-acc drop for
dCNN, dResNet and dInceptionTime as dimensions increase for T'ype 2 datasets. However,
this drop is significantly less pronounced than that of ResNet. Overall, dCNN, dResNet,
and dInceptionTime, which have on average the three highest ranks, are the most accurate
methods.

Regarding cResNet, although it achieves a nearly perfect C-acc for Type 1 datasets,
we observe that it fails to classify correctly instances of Type 2 datasets. As explained
in Section 5.2.2, the input data structure is not rich enough to allow comparisons among
dimensions, which is the main way to find discriminant features between the two classes
of T'ype 2 datasets. Overall, Figure 5.9(a) shows that dCNN, dResNet and dInceptionTime
are equivalent to cResNet for Type 1 (Figure 5.9(a.1)), outperforming all the baselines for
Type 2 (Figure 5.9(a.2)), and in general are better than the baselines (ResNet and cResNet)

for both types (Figure 5.9(a.3) with F'(T'ype 1, Type 2) = 222:&?}555 i;lﬁi‘;i%ﬁ 622))).
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Datasets C'-acc (averaged on 10 runs) Dr-acc (averaged on 50 instances)
CAM cCAM dCAM
Dataset name | Type | Dimensions || ResNet | cResNet | dCNN | dResNet | dInception || ResNet || cResNet || dCNN | dResNet | dInception || Random

10 0.95 1.00 1.00 1.00 1.00 0.07* 0.92 0.46 0.38 0.21 0.02

20 0.71 1.00 1.00 1.00 0.98 0.02* 0.92 0.38 0.45 0.36 0.01

Type 1 40 0.60 1.00 0.99 1.00 0.93 0.008* 0.94 0.28 0.42 0.39 0.005

60 0.57 1.00 0.98 0.99 0.91 0.004* 0.92 0.23 0.24 0.13 0.003

StarLightCurve 100 0.64 1.00 0.96 0.97 0.79 0.0031 0.92 0.2 0.26 0.10 0.002
10 0.71 0.53 1.00 1.00 0.93 0.0256 0.025 0.26 0.43 0.10 0.021

20 0.61 0.55 0.98 1.00 0.70 0.016* 0.01 0.28 0.43 0.05 0.01

Type 2 40 0.58 0.51 0.88 0.58 0.56 0.0068" 0.006 0.20 0.05 0.03 0.005

60 0.55 0.53 0.64 0.59 0.55 0.0058" 0.005 0.01 0.003 0.009 0.003

100 0.59 0.5 0.59 0.56 0.60 0.0024* 0.002 0.003 0.004 0.02 0.002

10 1.00 1.00 1.00 1.00 1.00 0.09* 0.79 0.66 0.7 0.55 0.02

20 0.86 1.00 1.00 1.00 0.99 0.03* 0.74 0.56 0.66 0.51 0.011

Type 1 40 0.65 1.00 1.00 1.00 1.00 0.008* 0.88 0.45 0.74 0.76 0.005

60 0.65 1.00 1.00 1.00 0.96 0.005* 0.65 0.44 0.72 0.79 0.003

100 0.57 1.00 0.98 1.00 0.85 0.003* 0.83 0.31 0.49 0.48 0.002

ShapesAll _

10 0.82 0.54 1.00 1.00 0.93 0.0467 0.04 0.63 0.50 0.32 0.02

20 0.57 0.52 1.00 1.00 0.89 0.0132* 0.013 0.50 0.73 0.40 0.01

Type 2 40 0.60 0.52 0.90 0.72 0.73 0.005* 0.005 0.40 0.20 0.36 0.005

60 0.59 0.51 0.65 0.61 0.72 0.0037* 0.003 0.22 0.34 0.46 0.003

100 0.59 0.50 0.55 0.58 0.55 0.0027* 0.002 0.005 0.02 0.05 0.002

\ rank | 39 | 3 1.65 16 | 285 [[ 4s5 [ 3 [ 26 215 [ 275 |

Table 5.3: C'-acc and Dr-acc averaged accuracy for 10 runs for ResNet, cResNet, dCNN,
dResNet, dInceptionTime over synthetic datasets.

We now compare the different methods using the Dr-acc measure. We observe that
the baseline cCAM (computed with cCNN) is outperforming CAM (computed with ResNet)
and dCAM (all of dCNN, dResNet and dInceptionTime) for T'ype 1 datasets. The latter is
explained by the fact that such dataset classes can be discriminated by looking at each di-
mension independently. Thus, cCAM is naturally the best solution. Nevertheless, as T'ype
2 datasets require comparisons among dimensions to discriminate the classes, cCAM fails
on them, with a Dr-acc very similar to the one of a random classifier. It confirms that such
a baseline cannot be considered as a general solution for multivariate data series classifica-
tion. We then compare CAM and dCAM (used with dCNN, dResNet and dInceptionTime).
We note that dCAM significantly outperforms CAM. As depicted in Figure 5.9(b), we also
observe that Dr-acc reduces for all models as the number of dimensions increases. Never-
theless, Dr-acc of dCAM remains relatively high for both the T'ype 1 (Figure 5.9(b.1)) and
Type 2 (Figure 5.9(b.2)) datasets (for a number of dimensions under 60). The previous re-
sult demonstrates the superiority of dCAM over state-of-the-art methods. The superiority
of dCAM is also confirmed by looking at the average ranks in Table 5.3, which indicates
that dCAM computed from ResNet has the highest rank of 2.15.

5.4.5 (C-accversus Dr-acc

In this section, we conduct three different analyses. We first analyze the relation between C'-
acc and Dr-acc. We then evaluate the impact that C'-acc has on the number of permutations
that have been correctly classified n,. We finally evaluate the impact that n, has on Dr-acc.
We perform these three analyses for dCNN, dResNet and dInceptionTime.

First, Figure 5.10(1) depicts the relation between C-acc and Dr-acc for dCNN (Fig-
ure 5.10(a.1)), dResNet (Figure 5.10(b.1)) and dInceptionTime (Figure 5.10(c.1)) for all the
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Figure 5.9: Evaluation of the influence of the number of dimensions on our approaches and
the baselines C-acc and Dr-acc.

synthetic datasets. We notice that all methods have a logarithmic relation (dotted red line)
between Dr-acc (on the x-axis) and C-acc (on the y-axis). It confirms that the accuracy
of the trained model has a significant impact on discriminant feature identification. With
the lack of blue dot on the bottom right corners of Figure 5.10(a.1),(a.2), and (a.3), we can
conclude that an inaccurate model will most probably lead to an inaccurate discriminant
features identification.

Figure 5.10(3) depicts on the y-axis the ratio of correctly classified permutations (n,)
among all permutations (k) versus the C'-acc (on the x-axis). In this case, for all of dCNN
(Figure 5.10(a.3)), dResNet (Figure 5.10(b.3)) and dInceptionTime (Figure 5.10(c.3)), we ob-
serve that there exists a linear relationship between n,/k and C-acc from 0.7 to 1. It means
that n, will be greater when the model is more accurate. Nevertheless, for C-acc between
0.5 and 0.7, we observe a high variance for n, /k. Thus, an inaccurate model may still lead

to a high n,.

Finally, Figure 5.10(2) depicts the relation between n,/k (on the y-axis) and Dr-acc (on
the x-axis). We observe a similar relationship between C-acc and Dr-acc, which means
that a low n, may lead to inaccurate discriminant features identification.

To conclude, as was mentioned in Section 5.3.1, the experimental results confirm that an
inaccurate model (for all of dCNN, dResNet and dInceptionTime) cannot be used to identify
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Figure 5.10: Evaluation of C-acc, Dr-acc and the ratio between the number of permuta-
tions k& and the number of permutations correctly classified n, for dCNN, dResNet and
dInceptionTime.

discriminant features. Moreover, as it is not possible in practice to measure Dr-acc for a
real use case, we can use 7, /k to estimate the discriminant feature identification accuracy.
Even though Figure 5.10(2) demonstrates that a high n,/k does not always lead to a high
Dr-ace, in practice, we can safely assume that a low n,/k will most probably correspond
to a low Dr-acc.

5.4.6 Execution time evaluation

In this section, we evaluate the execution time of our proposed approaches and the
baselines. Figure 5.11(a) depicts the training execution time (for one epoch) when we
vary the data series length with a constant number of dimensions fixed to ten (Fig-
ure 5.11(a.1)), and when we vary the number of dimensions with a constant data series
length fixed to 100 (Figure 5.11(a.2)). We notice that overall, CNN-based and InceptionTime-
based architectures are faster than ResNet-based architectures. Moreover, the traditional
CNN, ResNet and InceptionTime are faster when the number of dimensions and the
data series length is increasing. Nevertheless, both dCNN/dResNet/dInceptionTime and
cCNN/cResNet/cInceptionTime (that are the only solutions that can provide a multivariate
Class Activation Map) require the same execution time for the training steps.
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Figure 5.11: Execution time (in second) for the (a) training computations when we vary (a.1)
the data series length and (a.2) the number of dimensions. (b) Execution time for dCAM
computation (using dCNN, dResNet and dInceptionTime) when we vary (b.1) the number
of dimensions, (b.2) the data series length, (b.3) the number of permutations k.

Moreover, we measure the execution time required to compute dCAM (for all of dCNN,
dResNet and dInceptionTime) when we vary the number of dimensions with a constant
data series length fixed to 400 (Figure 5.11(b.1)), when we vary the data series length with a
constant number of dimensions fixed to 10 (Figure 5.11(b.2)), and when we vary the number
of permutations (Figure 5.11(b.3)). Note that the dCAM execution times are very similar
for the three types of architectures. Moreover, the execution time increases super linearly
with the number of dimensions but is linear to the data series length and the number of
permutations k.

5.4.7 Use Case: Surgeon skills explanation

We now illustrate the applicability of our method to a real-world use case. In this use case,
we train our dCNN network on the JIGSAWS dataset [37] to identify novice surgeons, based
on kinematic data series when performing surgical suturing tasks (i.e., wound stitching)
using robotic arms and surgical grippers.
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Figure 5.12: Example of the result of dCAM on a multivariate data series of the JIGSAWS
dataset. (a) the depicted data series corresponds to a novice surgeon performing a suture
operation (joined with the corresponding dCAM in (b)). General statistical results over the
entire novice class Cy are depicted such as (c) box-plots of the maximal activation value
per sensor and (d) the averaged activation per sensor per gesture performed.
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5.4.7.1 Dataset

The data series are retrieved from the DaVinciSurgical System. The multivariate data
series are composed of 76 dimensions (an example of multivariate data series is depicted
in Figure 5.12(a)). Each dimension corresponds to a sensor (with an acquisition rate of
30 Hz). The sensors are divided into four groups: patient-side manipulators (left and right
PSMs: green rectangle in Figure 5.12(a) top left), and left and right master tool manipulators
(left and right MTMs: blue rectangle in Figure 5.12(a) bottom left). Each group contains 19
sensors. These sensors are: (i) 3 variables for the Cartesian position of the manipulator, (ii)
9 variables for the rotation matrix, (iii) 6 variables for the linear and angular velocity of the
manipulator, and (iv) one variable for the gripper angle.

To perform a suture, the surgeons perform different gestures (11 in total). For example,
(1 refers to reaching for the needle with the right hand, while G11 refers to dropping
the suture at the end and moving to end points. Each gesture corresponds to a specific
time segment of the dataset, involving all sensors. For example, the dotted red rectangle in
Figure 5.12(a) represents gesture G6: pulling the suture with the left hand. Surgeons that
reported having more than 100 hours of experience are considered experts, surgeons with
10-100 hours are considered intermediate, and surgeons with less than 10 hours are labeled
as novices. We have 19 multivariate data series in the novice class, denoted as Cy, 10 in the
intermediate, C;, 10 multivariate data series in the expert class, Cr. More information on
this dataset can be found in [37].

5.4.7.2 Training

For the training procedure, we use 80% of the dataset (randomly selected from the three
classes) for training. The rest 20% of the dataset is used for validation and early stopping.
Since the instances do not have the same length, we use batches composed of one instance
when training the models in the GPU.

5.4.7.3 Evaluation

Similar to what has been reported in previous work [51], we achieve 100% accuracy on
the train and test datasets (for 10 different randomly selected train and test sets). We pro-
ceed to compute the dC AN, for every instance of the novice class Cy. The dCAM,
of the multivariate data series named Suturing_B001 (Figure 5.12(a)) is displayed in Fig-
ure 5.12(b). In the latter, the deep blue color indicates low activated subsequences (i.e.,
non-discriminant of belonging to the novice class Cy), while the yellow color is pointing
to highly activated subsequences. First, we note that some groups of sensors (dimensions)
are more activated than others. In Figure 5.12(b), the left and right "MTM gripper angles”
are the most activated sensors. Figure 5.12(c), which depicts the box-plot of the maximal
activated values per sensors, confirms that in the general case, MTM gripper angles, as well
as the MTM and PSM tooltip rotation matrices (three of these sensors are highlighted in red
in Figure 5.12(a)), are the most discriminant sensors. On the contrary, linear and angular
speeds are not discriminant and hence cannot explain the novice class Cy.
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Figure 5.12(d) depicts the averaged activation per sensor per gesture. Overall, dCAM,,
identifies gesture G9 (using the right hand to help tighten the suture) as a discriminant ges-
ture, because of the discriminant subsequences present in the sensors "right MTM gripper
angle", "5 element", and "7"" element" (marked with red ovals in Figure 5.12(d)). These
three identified sensors (dimensions) are relevant to the right PSM tooltip rotation matrix
and are important for the suturing process. Similarly, we observe that gesture G6 (i.e.,
pulling suture with left hand) is discriminant, and activated the most by the "left NTM
gripper angle" sensor. This result is consistent with a previous study [51], which also iden-
tified gesture G6 as a discriminant of belonging to the novice class. Nevertheless, dCAM
provides more accurate (and useful) information: it does not only identify the discriminant
gesture (that relates to all sensors), but also the discriminant sensors.

5.4.7.4 Results Conclusion

The application of the proposed dCAM approach in the robot-assisted surgeon training use
case demonstrated its effectiveness. Our approach was able to provide meaningful explana-
tions for the classification decisions, based on specific gestures (subsequences), and specific
sensors (dimensions) that describe particular aspects of these gestures, i.e., the positioning
and rotation angles of the tip of the stitch gripper. Such explanations can help surgeons to
improve their skills.

5.5 Summary

Even though data series classification using deep learning has attracted a lot of attention,
existing techniques for explaining the classification decisions fail in the case of multivariate
data series. Moreover, simple extensions, such as cCNN, do not meet usual architectures’
performances, such as CNN. In this work, we described a novel approach, dCAM, based
on convolutional neural networks, enabling us to detect the discriminant subsequences
within individual dimensions of a multivariate data series. In order to apply dCAM, we
provided a transformation to the network architecture that we call dCNN (for the usual
CNN architecture) dResNet and dInceptionTime (for the ResNet and the InceptionTime
architectures). The experimental evaluation with synthetic and real datasets demonstrates
our approach’s benefits and superiority in discriminant feature discovery and classification
explanation in multivariate time series. Moreover, we evaluated the influences between
several important parameters in order to give the user all the keys to estimate the accuracy
of dCNN and dCAM.
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In this chapter, we illustrate the applicability and the interest of our developed methods in a

real-world application. We study the detection precursors of unwanted vibrations occurring

in turbine-driven feed-water pump systems inside EDF nuclear power plants. We first describe

the dataset and the industrial context. We then explore two scenarios: we first tackle the task
as if the experts had provided no label and apply NormA and Series2Graph. We evaluate their
accuracy using the labels of the experts. We then tackle the task as a supervised problem (using
the label provided by the experts) and apply dCNN/ACAM. We first compare the accuracy of
both unsupervised and supervised methods. We then investigate the precursors detected by
dCAM and discuss the validity of these results compared to expert knowledge.

146



UsE CasEt: Pump ViBRATION CASE

Symbol Description
TPA Turbine-driven feed-water pump
T Set of multivariate data series without any vibration
T4, Set of multivariate data series containing a vibration
APP Turbine-driven feedwater pump system
AGR | Feedwater pump turbine lubrification and control fluid system
MT Temperature measure
MD Flow measure
MP Pressure measure
MC Speed measure

Table 6.1: Table of symbols and acronyme related to the use case

6.1 Use Case: Precursors of Anomalous Vibration De-
tection in Nuclear Power Plants

We now illustrate the applicability and the interest of our developed methods in a real-
world application. This use case is about discovering possible precursors of unwanted vi-
brations happening in turbine-driven feed-water pump systems inside EDF nuclear power
plants. These pumps (two different pumps noted TPA1 and TPA2) aim to increase the water
pressure (from 1 to 80 bar) before passing the water through the steam generator (with a
pressure of 80 bar). However, these vibrations are considered problematic when the posi-
tion of the pump varies by few microns, and a boolean sensor is activated when it happens.
Thus, knowledge experts are interested in finding, if there exist, possible precursors of these
unwanted vibrations in other sensors surrounding the pump and discovering unusual pat-
terns that could explain why a pump is eventually vibrating or at least alert the imminent
occurrence of vibrations. Table 6.1 summarizes the symbols we use in this chapter.

6.1.1 Dataset and Use case description

At this point, we need to create our datasets of abnormal data series (i.e. vibrations) and
anomaly-free data series. Following the suggestion of expert knowledge, we selected 120
sensors inside 12 sub-systems of the nuclear power plant. Figure 6.1(a) summarizes the
sub-systems analyzed and the number of sensors collected. The experts observe that TPA
are vibrating of few micrometers. They classify these vibrations in two types: (i) Vibra-
tions between 70 and 90 micrometers, (ii) Vibrations above 90 micrometers. In this study,
we collected every unwanted vibration of type (ii) that happened in every French 1300MW
nuclear plant. In total, we have 444 vibrations. We then create our multivariate data series
by selecting every sensor’s measurement between 75 minutes before the vibrations and 5
minutes after. We set the sampling rate to 1 point every 6 seconds, and each multivariate
data series contains 96,000 points. We note the set of data series containing a vibration T').
We then select 444 intervals of 80 minutes for which no vibration has been recorded (i.e.,
vibrations less than 70 micrometers) at least one day before and after. Finally, we note the
set of data series without any vibration 7'4;. We also selected the non-vibration periods
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(a) Secondary circuit subsyster)r\ts of French nuclear power plants

l ) CEX: condensate extraction system GCT: turbine bypass system )
VVP: main steam system 2 sensors (pressure and temperature) i 2 sensors (pressure)
28 sensors GSS: moisture separator-reheater system KKO: energy metering system
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z | J K Low pressure water J
. : . ] . i GRE: turbine governing system
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30 sensors (flow, temperature, water level) ! control fluid system i
ASG: auxiliary feed- AHP: high pressure feed- * 32 sensors (temperature) ADG: feed-water tank and gas
water system water heater system APP: turbine-driven feedwater pump system stripper system
1 sensor (temperature) 14 sensors (temperature) 9 sensors (flow, pressure, temperature, speed) 2 sensors (water level)
— ADGOOIMN-
h—n [ p— oSS — - -
———— / /—  —— "
f— T e o R
= :
. Possible precursors found .
: in two AGR sensors :
1 ) ,
=S APP)IZMT:
T T T —
__Vib-60min Vib-40min Vib-20min Vibration, __ Vib-60min Vib-40min Vib-20min _ Vibration,
Y Y
(b) Multivariate data series (120 sensors) (c) dcAM

Figure 6.1: Simplified schema of the secondary circuit of EDF 1300MW nuclear power plant.
We collect in total 120 sensors from 8 subsystems (solid black boxes) surrounding the feed-
water pumps (TPA). Blue arrows: water flow. Red arrows: steam flows.

corresponding to the same operating conditions as the vibration periods. Namely, when
the nuclear facility ramps up or down between 15% and 67% of maximum power. This
operating area, where the second feed-water pump is coupled, is conducive to vibrations.
The latter is a critical step and must be conducted thoroughly. Otherwise, the precursors
highlighted would be already-known differences in operational conditions and solicitations.
In this case, we used the sensor related to the power regime: its distribution is the same
across both classes. We also took the same distribution of years for both classes to mini-
mize the influence of degradation due to aging. What we want to highlight are unexpected
solicitations that would have led to vibrations later. The latter will trigger immediate and
cost-effective corrective actions. We thus have, in total, 888 multivariate data series (for
which 444 of them correspond to unwanted vibrations) of dimensions D = 129. All the
sensors are returning continuous values. In total the datasets contains 85,248,000 points.
Formally, we define the dataset as Ty = TA]\/Q U Tjél, with T/\]\/fu Tj(‘,l € [R(444,120,800)
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Overall, the task is to detect the vibration correctly and discover subsequences in one or
several sensors that happened before the vibration and could potentially explain it. For that
purpose, we tackle this task as defined in Problem 1 with NormA and Series2Graph (with
subsequence length of 2 minutes), and as defined in Problem 2 with dCNN/dCAM. We have
shown in Chapter 5 that dResNet is slightly more accurate than dCNN and dInception Time.
However, for the sake of simplicity, we used the most usual architecture dCNN as our base-
line for this use case. In the following two sections, we describe the experimental settings
of the unsupervised approaches (NormA and Series2Graph) and the supervised approach
(dCNN/dCAM). The general objective is to evaluate and compare both unsupervised and
supervised methods on a real industrial use case. In addition, we will measure the limit of
unsupervised methods and the gain that human labels can bring in consistency.

6.1.2 Unsupervised Approaches

First, we use NormA and Series2Graph score function as f : Ty — {N, A} and A is
the set of subsequences (within each dimension of multivariate data series in 7)) with a
score higher than a given threshold. In practice, as both NormA and Series2Graph are not
dedicated to multivariate data series, we train NormA and Series2Graph models on each
dimension independently (across every time series). We set the parameters as their default
values described in Section 3.5.5 and Section 3.5.6. We first build a model (V;; for NormA,
and the directed graph G for Series2Graph) using all data series of a given dimension. In
total, we build one model per dimension. We then compute an anomaly score for each
data series (for each dimension). We then use this anomaly score to classify instances as an
anomaly or normal. We finally analyze the anomaly score of each dimension independently.

6.1.3 Supervised Approaches

We then train dCNN to classify 7', and T3;. Formally, dCNN is defined as the function
[T, T — {N, A}. We then use dCAM as the function g : Ty, f — S that return the
set S of subsequences that explain the classification as the vibration class (as the red subse-
quences and rectangle depicted in Figure 6.1(b,c)). In practice dCAM returns a multivariate
data series score for each instance in 7%} (as depicted in Figure 6.1(b,c)).

6.2 Experimental Analysis

We now evaluate both unsupervised and supervised methods’ accuracy on the vibration
detection and prediction use case. We conduct two evaluations described as follows: (i)
We first evaluate the detection accuracy. We thus, measure the accuracy of the anomaly
score of NormA and Series2Graph when used to detect instances (i.e., entire multivariate
data series) containing a vibration. We also measure the classification accuracy of dCNN.
(ii) We then measure the ability of dCAM (applied on the trained dCNN) to detect possible
precursors. We compare first the sensors considered necessary by NormA, Series2Graph,
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and dCNN/dCAM and verify if the results are consistent with expert information on the
power plant structure. We then evaluate the temporal position of the detected precursors
and verify temporal consistency based on expert knowledge. We finally explore the group
of subsequences detected by dCAM and analyze them by their shapes. We conclude the
analysis by the expert validation of the complete analysis.

6.2.1 Vibration Detection Evaluation

We now evaluate the detection accuracy. We first measure the accuracy of the anomaly
scores of NormA and Series2Graph. We then measure the classification accuracy of dCNN.
Note that the detection accuracy is not a challenging problem for the experts (with boolean
sensors positioned on the pumps that raise an alert if there are any vibrations). However,
this is a required step before tackling the precursors’ detection. We thus experimentally
evaluate the vibration detection as a validation.

6.2.1.1 Unsupervised Detection

We first start by analyzing how unsupervised approaches, such as NormA and Se-
ries2Graph, can detect data series with a vibration. As the methods are unsupervised, we
build the models on both data series with and without anomalies (without specifying which
data series belong to which class). We set the parameters as defined in Section 3.5.5 and Sec-
tion 3.5.6, and we use a subsequence length of 20 points. As the methods can only be used
for univariate data series, we build one model per dimension (i.e., sensor). We then com-
pute an anomaly score data series for each data series instance. We note Scorel; . ,(TY)
(with |Scored, . (TD)| = |T(4)|) the anomaly score of data series 7¥) using the NormA
model trained on dimension d (with 0 < d < 129). Similarly, we note Scored,,(T?) (with
|Scorety  (TD)| = |T@]) the anomaly score of T?) using the Series2Graph model trained
on dimension d.

Figure 6.2 depicts six examples of Scored,(T@) with dimension d corresponding to
APP202MC— (speed sensor from the turbine-driven feedwater pump system with two
examples illustrated in Figure 6.2(a)), AGR412MT— (temperature sensor from the feed-
water pump turbine lubrification and control fluid system with two examples illustrated
in Figure 6.2(b)), and AP P062M P— (pressure sensor from the turbine-driven feedwater
pump system with two examples illustrated in Figure 6.2(c)). In these six examples illus-
trated in Figure 6.2, we observe that the anomaly score highlights some specific patterns.
The latter patterns are either very close to the vibration timestamp represented by the solid
vertical red line (such as the top plot of Figure 6.2(a)) or largely earlier (such as the bottom
plot of Figure 6.2(a)). Both of these patterns can be relevant to detect vibration instances.

We thus compute the maximal value of Scored,(T@) and Score,,,, +(T) and use
it as a unique score for 7?. We thus expect that for two data series T, 1" € T, Tf,l,
there exist a dimension d such as max(Scorel,,, +(T?)) > max(Scoret,, (T"D))
and maz(Scoredyq(TW)) > maz(Scored,q(T"@)). We now evaluate the last assumption.
Figure 6.3 and Figure 6.4 depicts for each sensor d the value distribution (histogram) of the
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(a) Sensor measuring speed in turbine- (b) Sensor measuring temperature feedwater (c) Sensor measuring pressure in turbine-
driven feedwater pump system pump turbine lubrication and control fluid system driven feedwater pump system
APP202MC-: Time series snippet (vibration class) AGR412MT-: Time series snippet (vibration class) APP062MP-: Time series snippet (vibration class)
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Figure 6.2: Example of anomaly score produce by Series2Graph algorithm for time series
containing a vibration from three sensors.

max(Scored,. (TD)) and maz(Scorely,o(T@)) respectively. The histograms of each
sensor d are sorted by s(d) defined as follow:

For NormA:

s(d)= > |Histrera (maz(Scoref o, a(TY))) — Histrery (max(Score?VormA(T(d))))] (6.1)
bins>0 -

For Series2Graph:

s(d) = Z Histrera (max(S’core%QG(T(d)))) — Histrery (max(Score%QG(T(d))))] (6.2)
bins>0 -

The latter value is high when the score distribution is shifted on the right compared
to the blue distribution. Thus, the plots at the bottom of Figure 6.3 and Figure 6.4 are the
sensor for which the data series with a vibration obtained a higher anomaly score than
the data series without any vibrations. The latter sorting equation is for visual purposes
only but provides a first approximate answer on which sensor could be helpful to detect
vibrations correctly.

In general, we observe that, for a large number of sensors, the distributions overlap
entirely. Thus data series with or without vibrations have a similar anomaly score. For
instance, as illustrated in Figure 6.4, we observe that some sensor AP P122M T — data series
belonging to the vibration class can be discriminated using the Series2Graph anomaly score.
Likewise, in Figure 6.3, the same observation can be done for NormA anomaly score on
sensor AGRA18MT—.
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Legend: Sensor curves color
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Figure 6.5: ROC, PR, and Accuracy curve for Series2Graph and NormA evaluated on each
sensor separately and using the maximal anomaly score on the entire instance.
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CHAPTER 6

This first analysis of NormA and Series2Graph anomaly scores distributions confirms
that it is difficult to discriminate instances from the vibration classes and instances from
the normal class for the vast majority of sensors. However, we observe that, for few sen-
sors, we can discriminate some of the vibration class instances from normal class instances.
Therefore, we now formally evaluate the accuracy of NormA and Series2Graph. For that
purpose, we use the following three accuracy measures:

« ROC curve and ROC-AUC: We compute the true positive rate (i.e., the number of
vibration instances correctly classified as belonging to the vibration class divided by
the total number of instances in the vibration class) and the false positive rate (the
number of normal instances being wrongly classified as belonging to the vibration
class divided by the number of instances in the normal class) for 100 different thresh-
olds between the minimum and the maximum value of all scores. From the latter, we
obtain a curve called the ROC curve. We then use the area under this curve as an
accuracy measure. This measure is called ROC-AUC.

« Precision-Recall curve and PR-AUC: We use the Precision and the Recall as ac-
curacy measures. We compute the Precision and the Recall for a set of 100 different
thresholds between the minimum and the maximum values of all the scores. We
thus obtain a curve called the PR curve. We then use the area under this curve as an
accuracy measure. This measure is called PR-AUC.

« Classification accuracy curve: We define the classification accuracy as the number
of correctly classified instances among all the instances. We thus use a threshold and
assign to the vibration class all the instances with a score higher than this threshold.
We compute the classification accuracy for 100 different thresholds between the min-
imum and maximum scores of all the scores. We obtain a curve, and we can extract
the maximal value on the curve. This maximal value corresponds to the maximal
classification accuracy achievable with a threshold.

These three accuracy measures are depicted in Figure 6.5 and Figure 6.6. Figure 6.5(a)
depicts the Series2Graph ROC curve (Figure 6.5(a.1)), PR curve (Figure 6.5(a.2)), and accu-
racy curve (Figure 6.5(a.3)) for each sensor. Similarly, Figure 6.5(b) depicts the NormA ROC
curve (Figure 6.5(b.1)), PR curve (Figure 6.5(b.2)), and accuracy curve (Figure 6.5(b.3)) for
each sensor. Figure 6.5(c) depicts, for Series2Graph (in green) and Norma (in red), the sen-
sors providing the best ROC curve (Figure 6.5(c.1)), the best PR curve (Figure 6.5(c.2)) and
the best accuracy curve (Figure 6.5(c.3)).

We observe that, as inferred from Figure 6.3 and Figure 6.4, Series2Graph and NormA are
not accurate in detecting vibration using most of the sensors. This inaccuracy for both two
methods is expected as most of the sensors are not related to the vibrating pumps. However,
some sensors provide relatively higher accuracy. For example, the highest accuracy is ob-
tained with sensor AG R412M T — using series2Graph for both ROC-AUC (0.63), PR-AUC
(0.66), and maximal achievable accuracy (0.63). For NormA, the highest accuracy is obtained
with different sensors based on what accuracy measure we use. For example, NormA maxi-
mal ROC-AUC (0.62) and accuracy (0.61) are obtained using sensor AGR438 M T —, whereas
the maximal PR-AUC (0.57) is achieved with sensor AH P622MT —.
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Figure 6.7: Training phase of dCNN. Loss and accuracy evolution when the number of
epoch are increasing.

Overall, we observe that Series2Graph is more accurate than NormA, but both methods
are not performing a high accuracy. Figure 6.6 summarizes the accuracy measures obtained
using Series2Graph (in green) and NormA (in red) for every sensor. Moreover, Figure 6.6(c)
demonstrates that two groups of sensors are providing slightly better accuracy than the rest
of the sensors. The first group is the feed-water pump-turbine lubrification and control fluid
system (AGR), and the second group is the turbine-driven feed-water pump system (APP).
These two groups correspond to systems very close and dependent on the vibrating pump
and are confirmed by the expert to be physically (i.e., containing functional information of
the pumps such as sealing temperatures and outlet pump flow) and structurally consistent
with the vibration detection task.

6.2.1.2 Supervised Detection

We now evaluate vibration detection using a supervised model. We use the dCNN (defined
in Chapter 5) as our supervised model in this section. We train the dCNN model (using 5
convolutional layers with (64, 128, 256, 256, 256) filters respectively; a kernel size of 3 and
a padding of 2) on 70% of each class (T'y; and T¢,) and we use the 30% left as a validation
set. We set the batch size to 8 instances. We stop the training phase when the loss on the
validation set does not reduce for the last 100 epochs. In total, we limit the training phase
to 1000 epochs.

Figure 6.7 depicts the evolution of the loss and the classification accuracy (number of
instances correctly classified divided by the total number of instances) as the number of
epochs increases. Overall, dCNN achieve 0.91 of accuracy on the training set and 0.89 of
accuracy on the validation set (whereas NormA and Series2Graph provide an accuracy of
0.63 and 0.61, respectively). We thus confirm that a supervised model is significantly more
accurate than an unsupervised model for the vibration detection case. The latter underlines
the benefits that can bring labels to model accuracy. As the dCNN accuracy is high, we can
now use dCAM to identify discriminant subsequences (i.e., possible vibration precursors).
Finally, the overall training step and dCAM computation require a full day in execution
time on a GPU NVIDIA V100.
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Figure 6.8: Example of dimension-wise Class Activation Map (dACAM) for one multivariate
data series instance from the vibration class (in blue: the non-activated parts of the data
series, in yellow: the activated, and thus discriminant, subsequences of the data series).

6.2.2 Precursors identification Quantitative Evaluation

We concluded from the previous sections that supervised approaches outperform unsuper-
vised method in the context of our use case. We now evaluate the relevance of the sub-
sequences identified by our proposed approach dCAM. We thus compute dCAM for every
instance belonging to the vibration class. Figure 6.8 illustrates an example of the dCAM (as
depicted in Figure 6.8(b)) for a given vibration class instance (as depicted in Figure 6.8(a)). In
the latter figure, the blue section in the dCAM corresponds to sections of the data series that
the model (dCNN) did not consider useful to classify that data series as a vibration. On the
contrary, the yellow sections are the subsequences of the data series that are considered the
most discriminant and thus might explain why the vibration occurred. The subsequences
highlighted in yellow can thus be interpreted as potential precursors of the vibration.

We now conduct further analysis on dCAM results across the entire vibration class. We
conduct the following three analysis:
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Figure 6.9: Aggregated activation score for dCAM per sensors for every timestamps. In
red: the sensors names that are overall highly activated and that possibly contains one or
several precursors.

« We first start by measuring the consistency of the detection as regards the structural
information (i.e., are the sensors closely related to the vibrating system?). To min-
imize possible miss of information, we have artificially selected many sensors that
are not all directly related to the vibrating pump. Nevertheless, we expect that the
sensors that the model uses to classify instances are closely related to the vibrating
pump. We thus verify this expectation. We also compare the structural consistency
of dCAM with the temporal consistency of NormA and Series2Graph.

« We then continue by measuring the consistency of the detection (or activation) re-
garding temporality (i.e., are the subsequences detected close in time to the vibra-
tion?). Based on the experts’ opinions, the possible precursors are more likely to be
close to the vibration. We also compare the temporal consistency of dCAM with the
temporal consistency of NormA and Series2Graph.

6.2.2.1 Structural consistency

We first measure the average activation score per sensor for every timestamp. Figure 6.9 de-
picts activation score box plot for each sensor when using dCAM. We observe that the acti-
vation scores returned by dCAM vary significantly between different sensors. We can easily
distinguish nine sensors out of the 120. These sensors correspond to temperature measure-
ments inside the feed-water pumps (sealing temperatures noted AGR605MT, AGR615MT
for TPA1, and AGR606MT, AGR616MT for TPA2) and the outlet pump flow and pressures
(noted APP011MD, APP061MP for TPA1, and APP012MD, APP062MP for TPA2). As high-
lighted in Figure 6.1(a), AGR and APP are sub-systems directly connected to the vibrating
pump. Moreover, pressure and flow can directly influence the pump efficiency, with low-
efficiency areas known to be conducive to vibration events. Thus, the sensors highlighted
by our proposed approach dCAM are very consistent with the knowledge from experts and
the functional structure of the plant.

Moreover, we can compare Figure 6.9 with Figure 6.6(c) and compare the activated
sensors by dCAM with the sensors that provided the best accuracy for NormA and Se-
ries2Graph. We first observe that the same group of sensors is highlighted by NormA,
Series2Graph and dCAM (AGR and APP). This confirms that both unsupervised and super-
vised methods are consistent. However, dCAM selects a smaller group of sensors (despite
the total number of sensors) that is confirmed by the expert to be potentially related to the

159



CHAPTER 6

occurrence of vibrations.

6.2.2.2 Temporal consistency

We then measure the evolution of the average activation score (for all sensors) in time
obtained by dCAM (Figure 6.10(B)). Figure 6.10(B) depicts the quantiles values for each
timestamp. The solid red line is the median, while every dotted grey line corresponds to the
20-quantiles. We first observe that the average activation score is higher when the vibration
occurs (red vertical line in Figure 6.10). As it is unlikely to find precursors one hour before
the vibration, we can thus confirm that dCAM results are consistent regarding temporality.
We then observe the average anomaly score for some specific sensors (highlighted in red
in Figure 6.9) that are the most activated across all vibration instances. We observe that, on
average, all these sensors see their activation increases approximately 10 minutes before
the vibrations. We thus explore in the following section the activated subsequences for
these nine sensors.

Moreover, Figure 6.10(A) depicts the average score across all sensors for NormA (Fig-
ure 6.10(A.1)) and Series2Graph (Figure 6.10(A.2)). We observe that, similarly to dCAM, the
score increases on average when we get closer to the vibration. Overall, we confirm that
both unsupervised (NormA and Series2Graph) and supervised (dCAM) results are consis-
tent regarding temporality.

6.2.3 Precursor identification Qualitative Evaluation

We now analyze the results returned by dCAM and discuss the information that the knowl-
edge experts can gain from it. We mainly focus our analysis on the nine most activated sen-
sors (i.e., sensors depicted in Figure 6.10(b)). We cluster (computed with the usual k-means
using Euclidean distance) the 15 minutes long subsequences with the highest activation
score for a vibration instance. The centroids of these clusters are thus representing the
different shape categories within each sensor detected by dCAM. Therefore we can limit
our analysis on this reduced (but relevant) set of centroids. Figure 6.11 depicts the 15 min-
utes long subsequences clusters in the nine sensors mentioned above. For each cluster,
the time distribution histogram is displayed below. We first notice that the majority of
the subsequences (for all clusters) happened while the vibration is detected (such as, for
instance, the cluster depicted in Figure 6.11(b.2)). As understood by the experts, these sub-
sequences correspond to a specific action (such as an increase or decrease of the water flow
through the feed-water pump to either increase or decrease the power generated by the
plant) that could lead to vibrations but that are not avoidable. Thus dCAM first permits
the expert to confirm and visualize which subsequences are directly correlated to the vi-
bration. Then, several subsequences detected by dCAM are anterior to the vibration (such
as Figure 6.11(a.2),(a.3),(b.1),(c.1),(c.2),(e.1),(g.3)). These subsequences could correspond to
precursors of the vibration and would require to be carefully inspected by the experts. For
instance, knowledge experts conclude that clusters such as in Figure 6.11(e.1.1) correspond
to unusual variations of the sealing temperature of the pump and lead them to investigate
in detail specific examples. Overall, our proposed approach dCAM permits the experts to
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Figure 6.11: Subsequences clusters (**.1) (and their time distribution compared to the vibra-
tion timestamps (*.2)) detected as precursors of vibration by dCAM for the 9 most activated
Sensors.

build a dictionary of patterns related to a targeted anomaly. This dictionary can be used to
raise alarms and help the experts to avoid critical situations. Thus the investigation by the
expert could be significantly reduced.

6.3 Summary and Conclusion

In this chapter, we described a real-industrial use case. The latter is related to the detection
of unwanted vibrations in turbine-driven feed-water pump systems inside French nuclear
power plants. We explored two possible ways: (i) the unsupervised detection of vibration,
(ii) the supervised classification of vibrations, and the detection of their precursors. For the
first case, we applied the unsupervised methods NormA and Series2Graph defined in Chap-
ter 3. We evaluated the accuracy of these two methods using labels provided by the experts.
For the second case, we applied the supervised method dCNN/dCAM defined in Chapter 5.
We used the labels provided by the experts to train our model dCNN, and use dCAM to
detect discriminant subsequences (and possible precursors of the vibration) within every
dimension. This chapter demonstrated that supervised method dCNN/dCAM are signifi-
cantly more accurate than unsupervised methods, even though NormA and Series2Graph
provide interesting results consistent with expert knowledge. We then compared the results
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obtain by dCAM with the expert knowledge. Finally, we confirmed with the experts the va-
lidity and the accuracy of our proposed approach dCNN/dCAM. As future work, we plan
to explore in details the differences between unsupervised methods (such as Series2Graph)
and dCNN by extracting the subsequences that are highlighted by dCAM and not by the
unsupervised model.
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CHAPTER 7

7.1 Contributions Summary

Data series is a very usual data type. Many scientific applications have now generated
extensive collections of data series that are required to be analyzed. Moreover, anomaly
detection is a crucial task for most scientific and industrial applications. This thesis tackled
this task with special care to constraints related to large collections of data series.

At first, we described in Chapter 2 the related works proposed in the literature, which
can be used to detect abnormal subsequences either in an unsupervised, semi-supervised
and supervised manner. After discussing their limitations, we presented in Chapter 3 two
new approaches, NormA and Series2Graph, that aim to detect on an unsupervised manner
subsequences anomalies in data series. We described in detail the computational steps of
these algorithms. The first method, NormA, extracts subsequences representing the data se-
ries’ recurrent behaviors and uses the distance to these subsequences as the anomaly score.
The second method, Series2Graph, aims to embed the data series into a directed graph, in
which, the nodes and the edges encode are used to detect abnormal subsequences. Theo-
retically and empirically, we underlined the limitation of the discord-based approaches and
density-based approaches for large data series that can contain several similar anomalies.
We then empirically demonstrated our two developed approaches’ superiority in terms of
anomaly detection accuracy and execution time. Finally, we developed two user interfaces
that depict the computational steps of NormA and Series2Graph, respectively.

In a second phase, we tackled in Chapter 4 the specific case of unsupervised subsequence
anomaly detection for streaming data series. We first analyzed the limitations of state-of-
the-art approaches, including NormA and Series2Graph, when applied to data streams. We
then introduced SAND, a novel unsupervised approach for subsequence anomaly detection
in streaming sequences. SAND is based on a set representation of the subsequences in a
data stream (inspired from NormA). We proposed a user interface implementation of our
approach that simplifies the usage and facilitates the comprehension of SAND. Finally, we
conducted an experimental analysis of several synthetic and real datasets. The synthetic
datasets are specifically built in order to simulate changes in normality. These experiments
demonstrated the benefits of our approach in terms of efficiency and accuracy.

In a third step, we study in Chapter 5 the specific case of supervised anomaly detection
with the final purpose of identifying precursors. Thus, we tackled this task as data series
classification task in the general case. Even though data series classification using deep
learning has attracted much attention, existing techniques for explaining the classification
decisions fail in multivariate data series. Moreover, simple extensions, such as cCNN, do
not meet the usual CNN-based architectures’ performances. That is why we introduced
a novel approach, dCAM, based on convolutional neural networks, enabling us to detect
the discriminant subsequences within individual dimensions of a multivariate data series.
In order to apply dCAM, we provided a transformation to the network architecture that
we call dCNN (for the usual CNN architecture). Such extension can be applied to any
other convolutional-based architecture with a Global Average Pooling (GAP) layer. We
thus also introduced dResNet and dInceptionTime (for the ResNet and the InceptionTime
architectures). The experimental evaluation with synthetic and real datasets demonstrated
our approach’s benefits and superiority in discriminant feature discovery and classification
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explanation for multivariate time series. Moreover, we evaluated the influences between
several important parameters to give the user some keys to assess the accuracy of dCNN
and dCAM.

Finally, we described in Chapter 6 a real-industrial use case. It is related to detecting
unwanted vibration in turbine-driven feed-water pump systems inside EDF French nuclear
power plants. We explored two possible tasks: (i) the unsupervised detection of vibrations,
(ii) the supervised classification of vibrations, and the detection of their precursors. For
the first objective, we applied the unsupervised methods NormA and Series2Graph we de-
veloped. We evaluated the accuracy of these two algorithms using labels provided by the
experts. For the second task, we applied the supervised method dCNN/dCAM. We used
the labels provided by the experts to train our model dCNN, and used dCAM to detect dis-
criminant subsequences (and possible precursors of the vibration) within every dimension.
We demonstrated that the supervised method dCNN/dCAM is significantly more accurate
than unsupervised methods, even though NormA and Series2Graph provided interesting
results consistent with expert knowledge. We then briefly interpreted the results obtained
by dCAM with respect to the expert knowledge. Finally, we confirmed with the experts the
validity, practical, usefulness, and accuracy of our proposed approach dCNN/dCAM.

7.2 Open Research Directions

Our work raises new research questions and opens up several interesting research direc-
tions, which are discussed in the following sections.

7.2.1 Series2Graph and NormA for Multivariate Data Series

As described in Chapter 3, NormA and Series2Graph are proposed for univariate time series
only. A natural research direction is thus to provide modifications to these two methods
such that multivariate anomalies could be found. This objective requires to describe for-
mally what a multivariate abnormal subsequence is in the specific case of unsupervised
detection. For NormA, we need to define a proper similarity measure between multivariate
subsequences, which remains the main challenge to upgrade NormA for multivariate data
series. For Series2Graph, the challenge is different. A first research direction would be to
find a new projection function that can map multivariate data series into a two-dimensional
space. If such a method exists, the following steps would remain unchanged. A trivial
solution would be to consider the multivariate subsequences as a vector. However, such
representation would erase the structure of a multivariate data series.

7.2.2 Series2Graph for Streaming Data Series
We proposed a new method, inspired by NormA, in Chapter 4. However, a streaming
method using a subsequence graph, as for Series2Graph, is still an open problem. As defined

in Chapter 3, Series2Graph relies on a projection step that uses PCA transformation. The
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Figure 7.1: Local explanation with (b) dCAM over (a) a data series 7. Open-research di-
rections aims to obtain (c) a causal-dCAM and (d) a global explanation aggregating all the
dCAM over the entire dataset.

first challenge would be to change this projection such that old subsequences are discarded
incrementally, and new subsequences corresponding to a new behavior would change the
projection while minimizing the throughput.

7.2.3 Distributed implementations

As the number of data series collected by several scientific applications increases, the ex-
ecution time is a serious criterion that needs to be studied. In this work, we addressed
the latter, and we proposed approaches that can scale for large databases. However, to
benefit from all the available core and CPUs, distributed implementations of our proposed
method remain an open research direction. For example, a recent research paper has al-
ready proposed a distributed implementation of Series2Graph [100]. However, interesting
future works would be to propose a distributed implementation for NormA and SAND.

7.2.4 Non-linear projection for Series2Graph first step

As described in Chapter 3, Series2Graph relies on a linear projection step, which uses PCA
to reduce the subsequence length to 2 dimensions. This linear projection is sufficient on
our dataset corpus used in the experimental section. However, Series2Graph is not per-
forming well on some specific datasets (such as the multi-normality data series introduced
in Chapter 4). Changing the projection can be a solution to improve Series2Graph accu-
racy. For instance, studying the impact and the benefit of non-linear projections (such as
AutoEncoders latent space, or t-SNE-based embedding [80]) on Series2Graph accuracy and
execution time is an interesting open-research direction.

7.2.5 Optimization of Memory and Execution Time Complexity for
dCAM

In Chapter 5, we proposed dCAM, which uses a data structure that duplicates several time
dimensions of the multivariate data series input. Thus, this duplication implies a more sig-
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nificant memory usage and execution time than the usual convolutional-based architecture.
This drawback is, therefore, a significant research direction. At first sight, memory usage
can be solved by replacing information duplication with pointers. Moreover, the infor-
mation duplication might create duplicated operations. Investigating how such duplicated
operations can be removed is a challenging open-research direction.

7.2.6 From local to global explanation with dCAM

In Chapter 5, we proposed dCAM, a dimension-wise Class Activation Map that overcomes
the limitation of the usual Class Activation Map and provides a multivariate data series that
highlights, in each dimension, the discriminant features (or subsequences). Thus, for each
multivariate data series input, we obtain an explanation emphasizing the reasons for the
classification as a given class. Nevertheless, the explanation brought by dCAM is local (i.e.,
corresponding to one input only). As illustrated in Figure 7.1(d), a global explanation would
require aggregating all the dCAMs computed over the entire dataset and retrieving global
discriminant features. In Chapter 6, we introduced a pipeline that clustered all the subse-
quences highlighted by dCAMs and extracted centroids. These are typical patterns that can
globally explain and describe a class and can be seen as Shapelets [123]. Bridging the local
explanation provided by dCAM to a global Shapelet-like explanation is a challenging open
research direction.

7.2.7 Adding temporal explanation to dCAM

For the specific multivariate data series classification explanation, discriminant features
can be correlated or co-occurrent of specific patterns in different dimensions. We proposed
dCAM in Chapter 5 to detect such discriminant features. However, as illustrated in Fig-
ure 7.1(c), discriminant features can also be related to causal links between two patterns
occurring one after the other in one or several dimensions. Such a link could be theoreti-
cally identified with CNN-based approaches using kernels of considerable lengths (such as
Inception Time [52]). However, the resulting dCAM, as proposed in Chapter 5, does not
provide any causal link or, in general, any time-dependent information. Thus, this is an
important open-research direction.

7.2.8 Applicability to non-continuous data series

As described in the different experimental evaluations and industrial use cases, we only
applied our methods to continuous data series. However, because of the input type (such
as boolean sensors) or discretization processes, the data series to analyze could be non-
continuous. This discontinuity brings new challenges. For instance, distances functions
defined in Chapter 2 might not be relevant for such type of data series. Therefore, adapting
our proposed approaches to non-continuous data series is an open-research direction.
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7.2.9 Exploration of other industrial use cases

We illustrated the applicability and interest of our developments through an industrial ap-
plication in Chapter 6. However, as mentioned in the introduction, EDF experts are study-
ing other related use cases in which our proposed approaches could be used. Thus, we plan
to evaluate and validate our proposed approaches over other industrial applications.
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